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(O o T N I O 1 = T ) OO SPPP 533
Figure 19-48. PCM standard long frame synchronization mode timing diagram (DTLEN=01,

(O o T N e I O [ o i ) OO 533
Figure 19-49. PCM standard long frame synchronization mode timing diagram (DTLEN=00,
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1.

1.1

System and memory architecture

The devices of GD32F30x series are 32-bit general-purpose microcontrollers based on the
Arm® Cortex®-M4 processor. The Arm® Cortex®-M4 processor includes three AHB buses
known as I-Code, D-Code and System buses. All memory accesses of the Arm® Cortex®-M4
processor are executed on the three buses according to the different purposes and the target
memory spaces. The memory organization uses a Harvard architecture, pre-defined memory
map and up to 4 GB of memory space, making the system flexible and extendable.

Arm® Cortex®-M4 processor

The Cortex®-M4 processor is a 32-bit processor that possesses low interrupt latency and low-
cost debug. The characteristics of integrated and advanced make the Cortex®-M4 processor
suitable for market products that require microcontrollers with high performance and low
power consumption. The Cortex®-M4 processor is based on the ARMv7 architecture and
supports a powerful and scalable instruction set including general data processing I/O control
tasks, advanced data processing bit field manipulations and DSP. Some system peripherals
listed below are also provided by Cortex®-M4:

A Internal Bus Matrix connected with I-Code bus, D-Code bus, System bus, Private
Peripheral Bus (PPB) and debug accesses.

A Nested Vectored Interrupt Controller (NVIC)

A Flash Patch and Breakpoint (FPB)

A Data Watchpoint and Trace (DWT)

A Instrumentation Trace Macrocell (ITM)

A Embedded Trace Macrocell (ETM)

A Serial Wire JTAG Debug Port (SWJ-DP)

A Trace Port Interface Unit (TPIU)

A Memory Protection Unit (MPU)

A Floating Point Unit (FPU)

Figure 1-1. The structure of the Cortex®-M4 processor shows the Cortex®-M4
processor block diagram. For more information, please refer to the Arm® Cortex®-M4

Technical Reference Manual.
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Figure 1-1. The structure of the Cortex®-M4 processor
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1.2. System architecture

A 32-bit multilayer bus is implemented in the GD32F30x devices, which enables parallel
access paths between multiple masters and slaves in the system. The multilayer bus consists
of an AHB interconnect matrix, one AHB bus and two APB buses. The interconnection

relationship of the AHB interconnect matrix is show n

bel

ow. |

n the

f ol

the corresponding master is able to access the corresponding slave through the AHB
interconnect matrix, while the blank means the corresponding master cannot access the
corresponding slave through the AHB interconnect matrix.

Table 1-1. The interconnection relationship of the AHB interconnect matrix

IBUS |DBUS [SBUS |DMAO |DMA1| ENET
FMC-I | 1
FMC-D 1 1 1
SRAM | 1 1 1 1 1 1
EXMC| 1 1 1 1 1 1
AHB 1 1 1
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IBUS |DBUS | SBUS | DMAO |DMA1| ENET

APB1 1 1 1

APB2 1 1 1

As is shown above, there are several masters connected with the AHB interconnect matrix,
including IBUS, DBUS, SBUS, DMAO, DMA1 and ENET. IBUS is the instruction bus of the
Cortex®-M4 core, which is used for instruction/vector fetches from the Code region (0x0000
0000 ~ Ox1FFF FFFF). DBUS is the data bus of the Cortex®-M4 core, which is used for
loading/storing data and also for debugging access of the Code region. Similarly, SBUS is
the system bus of the Cortex®-M4 core, which is used for instruction/vector fetches, data
loading/storing and debugging access of the system regions. The System regions include the
internal SRAM region and the Peripheral region. DMAO and DMAL are the buses of DMAO
and DMAL1 respectively. ENET is the Ethernet.

There are also several slaves connected with the AHB interconnect matrix, including FMC-I,
FMC-D, SRAM, EXMC, AHB, APB1 and APB2. FMC-I is the instruction bus of the flash
memory controller, while FMC-D is the data bus of the flash memory controller. SRAM is on-
chip static random access memories. EXMC is the external memory controller. AHB is the
AHB bus connected with all of the AHB slaves, while APB1 and APB2 are the two APB buses
connected with all of the APB slaves. The two APB buses connect with all the APB peripherals.
APB1 is limited to 60 MHz, APB2 operates at full speed (up to 120MHz depending on the
device).

These are interconnected using a multilayer AHB bus architecture as shown in figure below:
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Figure 1-2. GD32F303 series system architecture
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Figure 1-3. GD32F305 and GD32F307 series system architecture

TPIU | SWIITAG S
g Flash
g K————=
ARM Cortex-M4 @ ibus Memory K=—> MZ';SSW I Pl
Processor g Controller M Fmax:120MHz
Fmax:120MHz g Dbus
D
LDO
(2]
¢ FMC |USBFS| CRC | RCU | v
Nvie 3 |Mese Slave AHB Peripherals
1 > ||| IRC
GPDMA12chs K—X ® SRAM 8MHz
Maste] = Controller <‘|:(> SRAM
1) Slave
ENET N =< - HXTAL +—
Maste AHBto APB|  AHB to APB M 4-32MHz [«——
EXMC H Slavd Bridge2 Bridgel
Slave ——|
] LVD
Interrput request — —
USARTO Powered By Vooa
Slave Slave
< > SPIO
12-bit N
| I S — N >
SAR ADC ADCO-1
Powered By Vooa
< >  ExXTI — >
< 5| GPIOA K—>| USART1~2 >
< > GPIOB D >
b >
& 3
< » GPIOC i) K= >
g m
« » GPioD a % = >
5 3
< S
< >  GPIOE = K= >
N N
< — >
< K—) TIMER4~6 >
< TIMERO K— )| UART3~4 »
< TIMER7 S >
< TIMER8~10 K= TMER | N
11~13
ctc [ >

1.3. Memory map

The Arm® Cortex®-M4 processor is structured in Harvard architecture which can use separate
buses to fetch instructions and load/store data. The instruction code and data are both located

in the same memory address space but in different address ranges. Program memory, data
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memory, registers and I/O ports are organized within the same linear 4-Gbyte address space
which is the maximum address range of the Cortex®-M4 since the bus address width is 32-
bit. Additionally, a pre-defined memory map is provided by the Cortex®-M4 processor to
reduce the software complexity of repeated implementation of different device vendors. In the
map, some regions are used by the Arm® Cortex®-M4 system peripherals which can not be
modified. However, the other regions are available to the vendors. Table 1-2. Memory map
of GD32F30x devices shows the memory map of the GD32F30x series devices, including

Code, SRAM, peripheral, and other pre-defined regions. Almost each peripheral is allocated

1KB of space. This allows simplifying the address decoding for each peripheral.

Table 1-2. Memory map of GD32F30x devices

Pre-defined
Regions Bus Address Peripherals
External
device 0xA000 0000 - 0XA000 OFFF EXMC - SWREG
0x9000 0000 - OX9FFF FFFF EXMC - PC CARD
AHB3 0x7000 0000 - Ox8FFF FFFF EXMC - NAND

External RAM EXMC -

0x6000 0000 - OX6FFF FFFF NOR/PSRAM/SRA
M
0x5000 0000 - 0x5003 FFFF USBFS
0x4008 0000 - Ox4FFF FFFF Reserved
0x4004 0000 - 0x4007 FFFF Reserved
0x4002 BCOO - 0x4003 FFFF Reserved
0x4002 BOOO - 0x4002 BBFF Reserved
0x4002 AOOO - 0x4002 AFFF Reserved
0x4002 8000 - 0x4002 9FFF ENET
0x4002 6800 - 0x4002 7FFF Reserved
0x4002 6400 - 0x4002 67FF Reserved
0x4002 6000 - 0x4002 63FF Reserved
0x4002 5000 - 0x4002 5FFF Reserved
Peripheral AHB1 0x4002 4000 - 0x4002 4FFF Reserved

0x4002 3C00 - 0x4002 3FFF Reserved
0x4002 3800 - 0x4002 3BFF Reserved
0x4002 3400 - 0x4002 37FF Reserved
0x4002 3000 - 0x4002 33FF CRC
0x4002 2C00 - 0x4002 2FFF Reserved
0x4002 2800 - 0x4002 2BFF Reserved
0x4002 2400 - 0x4002 27FF Reserved
0x4002 2000 - 0x4002 23FF FMC
0x4002 1CO00 - 0x4002 1FFF Reserved
0x4002 1800 - 0x4002 1BFF Reserved
0x4002 1400 - 0x4002 17FF Reserved
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Pre-defined

Regions

Bus Address Peripherals
0x4002 1000 - 0x4002 13FF RCU
0x4002 0CO00 - 0x4002 OFFF Reserved
0x4002 0800 - 0x4002 OBFF Reserved
0x4002 0400 - 0x4002 07FF DMA1
0x4002 0000 - 0x4002 03FF DMAO
0x4001 8400 - 0x4001 FFFF Reserved
0x4001 8000 - 0x4001 83FF SDIO
0x4001 7C00 - Ox4001 7FFF Reserved
0x4001 7800 - 0x4001 7BFF Reserved
0x4001 7400 - 0x4001 77FF Reserved
0x4001 7000 - 0x4001 73FF Reserved
0x4001 6CO00 - 0x4001 6FFF Reserved
0x4001 6800 - 0x4001 6BFF Reserved
0x4001 5C00 - 0x4001 67FF Reserved
0x4001 5800 - 0x4001 5BFF Reserved
0x4001 5400 - 0x4001 57FF TIMER10
0x4001 5000 - 0x4001 53FF TIMER9
0x4001 4C00 - 0x4001 4FFF TIMERS
0x4001 4800 - 0x4001 4BFF Reserved
0x4001 4400 - 0x4001 47FF Reserved
0x4001 4000 - 0x4001 43FF Reserved
0x4001 3C00 - 0x4001 3FFF ADC2

APB2 0x4001 3800 - 0x4001 3BFF USARTO
0x4001 3400 - 0x4001 37FF TIMER7
0x4001 3000 - 0x4001 33FF SPIO
0x4001 2CO00 - 0x4001 2FFF TIMERO
0x4001 2800 - 0x4001 2BFF ADC1
0x4001 2400 - 0x4001 27FF ADCO
0x4001 2000 - 0x4001 23FF GPIOG
0x4001 1CO00 - 0x4001 1FFF GPIOF
0x4001 1800 - 0x4001 1BFF GPIOE
0x4001 1400 - 0x4001 17FF GPIOD
0x4001 1000 - 0x4001 13FF GPIOC
0x4001 0CO00 - 0x4001 OFFF GPIOB
0x4001 0800 - 0x4001 OBFF GPIOA
0x4001 0400 - 0x4001 O7FF EXTI
0x4001 0000 - 0x4001 03FF AFIO
0x4000 CCO00 - 0x4000 FFFF Reserved

APB1 0x4000 C800 - 0x4000 CBFF CTC
0x4000 C400 - 0x4000 C7FF Reserved
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Pre-defined .
Regions Bus Address Peripherals
0x4000 C000 - 0x4000 C3FF Reserved
0x4000 8000 - 0x4000 BFFF Reserved
0x4000 7CO00 - 0x4000 7FFF Reserved
0x4000 7800 - 0x4000 7BFF Reserved
0x4000 7400 - 0x4000 77FF DAC
0x4000 7000 - 0x4000 73FF PMU
0x4000 6C00 - 0x4000 6FFF BKP
0x4000 6800 - 0x4000 6BFF CAN1
0x4000 6400 - 0x4000 67FF CANO
0x4000 6000 - 0x4000 63FF Shared USBDICAN
SRAM 512 bytes

0x4000 5C00 - 0x4000 5FFF USBD
0x4000 5800 - 0x4000 5BFF 12C1
0x4000 5400 - 0x4000 57FF 12C0
0x4000 5000 - 0x4000 53FF UART4
0x4000 4CO00 - 0x4000 4FFF UART3
0x4000 4800 - 0x4000 4BFF USART2
0x4000 4400 - 0x4000 47FF USART1
0x4000 4000 - 0x4000 43FF Reserved
0x4000 3C00 - 0x4000 3FFF SPI2/12S2
0x4000 3800 - 0x4000 3BFF SPI1/12S1
0x4000 3400 - 0x4000 37FF Reserved
0x4000 3000 - 0x4000 33FF FWDGT
0x4000 2CO00 - 0x4000 2FFF WWDGT
0x4000 2800 - 0x4000 2BFF RTC
0x4000 2400 - 0x4000 27FF Reserved
0x4000 2000 - 0x4000 23FF TIMER13
0x4000 1CO00 - 0x4000 1FFF TIMER12
0x4000 1800 - 0x4000 1BFF TIMER11
0x4000 1400 - 0x4000 17FF TIMERG6
0x4000 1000 - 0x4000 13FF TIMERS
0x4000 0CO00 - 0x4000 OFFF TIMER4
0x4000 0800 - 0x4000 OBFF TIMERS3
0x4000 0400 - 0x4000 O7FF TIMER2
0x4000 0000 - 0x4000 03FF TIMER1
0x2007 0000 - Ox3FFF FFFF Reserved
0x2006 0000 - 0x2006 FFFF Reserved

SRAM AHB 0x2003 0000 - 0x2005 FFFF Reserved
0x2002 0000 - 0x2002 FFFF Reserved
0x2001 8000 - 0x2001 FFFF Reserved
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Pre-defined .
. Bus Address Peripherals
Regions
0x2000 0000 - 0x2001 7FFF SRAM
Ox1FFF F810 - Ox1FFF FFFF Reserved
Ox1FFF F800 - Ox1FFF F80F Option Bytes
Ox1FFF BO0O - Ox1FFF F7FF Boot loader
Ox1FFF 7A10 - OX1FFF AFFF Reserved
Ox1FFF 7800 - Ox1FFF 7AO0F Reserved
0x1FFF 0000 - Ox1FFF 77FF Reserved
O0x1FFE C010 - OX1FFE FFFF Reserved
Code AHB
Ox1FFE C000 - Ox1FFE COOF Reserved
0x1001 0000 - Ox1FFE BFFF Reserved
0x1000 0000 - 0x1000 FFFF Reserved
0x083C 0000 - OXOFFF FFFF Reserved
0x0830 0000 - 0x083B FFFF Reserved
0x0800 0000 - 0x082F FFFF Main Flash
0x0030 0000 - 0x07FF FFFF Reserved
0x0010 0000 - 0x002F FFFF ) )
Aliased to Main
0x0002 0000 - 0x000F FFFF
Flash or Boot loader

0x0000 0000 - 0x0001 FFFF

1.3.1. Bit-banding

In order to reduce the time of read-modify-write operations, the Cortex®-M4 processor
provides a bit-banding function to perform a single atomic bit operation. The memory map
includes two bit-band regions. These occupy the SRAM and Peripherals respectively. These
bit-band regions map each word in an alias region of memory to a bit in a bit-band region of
memory.

A mapping formula shows how to reference each word in the alias region to a corresponding
bit, or target bit, in the bit-band region. The mapping formula is:

bit_word_addr =bit_band_base ¥Y(byte_ of(fl3etl 32) +

where:

>

bit_ word_addr is the address of the word in the alias memory region that maps to the
targeted bit.

A bit_band_base is the starting address of the alias region.
A Dbyte_offset is the number of the byte in the bit-band region that contains the targeted bit.
A bit_number is the bit position (0-7) of the targeted bit.

For example, to access bit 7 of address 0x2000 0200, the bit-band alias is:
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bit _word_addr = 0x2200 0000 + (0x200 *@32)+ (7

Writing to address 0x2200 401C will cause bit 7 of address 0x2000 0200 change while a read
to address 0x2200 401C will return 0x01 or 0x00 according to the value of bit 7 at the SRAM
address 0x2000 0200.

1.3.2. On-chip SRAM memory

The GD32F30x series of devices contain up to 96 KB of on-chip SRAM which starts at the
address 0x2000 0000. It supports byte, half-word (16 bits), and word (32 bits) accesses.

1.3.3. On-chip flash memory overview

The devices provide high density on-chip flash memory, which is organized as follows:

- Upto 3072KB of main flash memory.
- Up to 18KB of information blocks for the boot loader.
- Option bytes to configure the device.

Refer to FElash Memory Controller (FMC) Chapter for more details.

1.4. Boot configuration

The GD32F30x devices provide three kinds of boot sources which can be selected by the
BOOTO and BOOTL1 pins. The details are shown in the following table. The value on the two
pins is latched on the 4th rising edge of CK_SYS after a reset. It is up to the user to set the
BOOTO and BOOT1 pins after a power-on reset or a system reset to select the required boot
source. Once the two pins have been sampled, they are free and can be used for other
purposes.

Table 1-3. Boot modes

Boot mode selection pins
Selected boot source
Bootl Boot0
Main Flash Memory X 0
Boot loader 0 1
On-chip SRAM 1 1

After power-on sequence or a system reset, the Arm® Cortex®-M4 processor fetches the top-
of-stack value from address 0x0000 0000 and the base address of boot code from 0x0000
0004 in sequence. Then, it starts executing code from the base address of boot code.

Due to the selected boot source, either the main flash memory (original memory space
beginning at 0x0800 0000) or the system memory (original memory space beginning at
O0x1FFF FOO0O) is aliased in the boot memory space which begins at the address 0x0000 0000.
When the on-chip SRAM, whose memory space is beginning at 0x2000 0000, is selected as

the boot source, in the application initialization code, you have to relocate the vector table in
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SRAM using the NVIC exception table and offset register.
The embedded boot loader is located in the System memory, which is used to reprogram the
Flash memory.
GD32F3 MCU embedded bootloader supports multi interfaces to update the Flash
memory.There will be one or two USART ports, and standard USB port can be used on
GD32F30x line products. The details are shown in the followingTable 1-4. Bootloader
supported peripherals.
Table 1-4. Bootloader supported peripherals
Products line Products Supported serial peripherals
HD GD32F303xx USARTO(PA9 PA10)
USARTO(PA9 PA10)
XD GD32F303xx
USART1(PA2 PA3)
USARTO(PA9 PA10)
GD32F305xx USART1(PD5 PD6)
oL USB(PA9 PA11 PA12)
USARTO(PA9 PA10)
GD32F307xx USART1(PD5 PD6)
USB(PA9 PA11 PA12)
1.5. Device electronic signature

High-density devices are GD32F303xx microcontrollers which the flash memory density
ranges from 256 to 512 Kbytes.

Extra-density devices are GD32F303xx microcontrollers which the flash memory density
larger than 512 Kbytes.

Connectivity line devices are GD32F305xx and GD32F307xx microcontrollers.

The device electronic signature contains memory size information and the 96-bit unique
device ID. It is stored in the information block of the Flash memory. The 96-bit unique device
ID is unique for any device. It can be used as serial numbers, or part of security keys, etc.
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1.5.1. Memory density information
Base address: Ox1FFF F7EOQ
The value is factory programmed and can never be altered by user.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
SRAM_DENSITY[15:0]
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FLASH_DENSITY[15:0]
r
Bits Fields Descriptions
31:16 SRAM_DENSITY SRAM density
[15:0] The value indicates the on-chip SRAM density of the device in Kbytes.
Example: 0x0008 indicates 8 Kbytes.
15:0 FLASH_DENSITY Flash memory density
[15:0] The value indicates the Flash memory density of the device in Kbytes.
Example: 0x0020 indicates 32 Kbytes.
1.5.2. Unique device ID (96 bits)
Base address: Ox1FFF F7E8
The value is factory programmed and can never be altered by user.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
UNIQUE_ID[31:16]
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
UNIQUE_ID[15:0]
r
Bits Fields Descriptions
31:.0 UNIQUE_ID[31:0] Unique device ID
Base address: Ox1FFF F7EC
The value is factory programmed and can never be altered by user.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
UNIQUE_ID[63:48]
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

UNIQUE_ID[47:32]
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Bits Fields Descriptions
310 UNIQUE_ID[63:32] Unique device ID

Base address: Ox1FFF F7FO
The value is factory programmed and can never be altered by user.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17

UNIQUE_ID[95:80]

r

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1

UNIQUE_ID[79:64]

r

Bits Fields Descriptions
31:0 UNIQUE_ID[95:64] Unique device ID
1.6. System configuration registers

Base address: 0x4002 103C

Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17
‘ Reserved

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1
‘ Reserved ‘ CEE | Reserved

w

Bits Fields Descriptions
318 Reserved Must be kept at reset value.
7 CEE Code execution efficiency

0 Default code execution efficiency
1" Code execution efficiency enhancement

6:0 Reserved Must be kept at reset value.

NOTE:
1. Only bit[7] can be read-modify-write, other bits are not permitted.
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2. Flash memory controller (FMC)
2.1. Introduction
The flash memory controller, FMC, provides all the necessary functions for the on-chip flash
memory. There is no waiting time while CPU executes instructions stored in the first 256K
bytes of the flash. It also provides page erase, mass erase, and word/half-word/bit program
operations for flash memory.
2.2. Main features
A Up to 3072KB of on-chip flash memory for instruction and data;
A No waiting time within first 256K bytes when CPU executes instructions. A long delay
when CPU fetches the instructions out of the range;
A 2 banks adopted for GD32F30x_CL and GD32F30x_XD. BankO is used for the first
512KB and bankl1 is for the rest capacity;
A Only bank0 is adopted for GD32F30x_CL with flash no more than 512KB and
GD32F30x_HD;
A The flash page size is 2KB for bank0, 4KB for banki;
A Word/half-word/bit programming, page erase and mass erase operation;
A 16B option bytes block for user application requirements;
A Option bytes are uploaded to the option byte control registers on every system reset;
A Flash security protection to prevent illegal code/data access;
A Page erase/program protection to prevent unexpected operation.
2.3. Function description
2.3.1. Flash memory architecture

For GD32F30x_CL with flash no more than 512KB and GD32F30x_HD, the page size is 2KB.
For GD32F30x_CL and GD32F30x_XD, bankO is used for the first 512KB where the page
size is 2KB. Bankl1 is used for the rest capacity where the page size is 4KB. Each page can
be erased individually.

Table 2-1. GD32F30x CL and GD32F30x HD, GD32F30x XD base address and size for
flash memory shows the details of flash organization.

Table 2-1. GD32F30x_CL and GD32F30x_HD, GD32F30x_XD base address and size for
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flash memory
size
Block Name Address Range
(bytes)
Page 0 0x0800 0000 - 0x0800 O7FF 2KB
Page 1 0x0800 0800 - 0x0800 OFFF 2KB
Page 2 0x0800 1000 - 0x0800 17FF 2KB
Main Flash Block Page 255 0x0807 F800 - 0x0807 FFFF 2KB
Page 256 0x0808 0000 - 0x0808 OFFF 4KB
Page 257 0x0808 1000 - 0x0808 1FFF 4KB
Page 895 0x082F FO0O0 - 0x082F FFFF 4KB
¢ GD32F30x_HD Ox1FFF FO0O- Ox1FFF F7FF 2KB
Informati —
Block GD32F30x_XD | Boot loader area | Ox1FFF E000- Ox1FFF F7FF 6KB
on Bloc
GD32F30x_CL Ox1FFF B0O0O- OX1FFF F7FF 18KB
Option bytes Block Option bytes Ox1FFF F800 - Ox1FFF F80F 16B
Note: The Information Block stores the boot loader. This block cannot be programmed or
erased by user.
2.3.2. Read operations
The flash can be addressed directly as a common memory space. Any instruction fetch and
the data access from the flash are through the IBUS or DBUS from the CPU.
2.3.3. Unlock the FMC_CTLXx registers

After reset, the FMC_CTLXx registers are not accessible in write mode, and the LK bit in
FMC_CTLx register is 1. An unlocking sequence consists of two write operations to the
FMC_KEYO register to open the access to the FMC_CTLO register. The two write operations
are writing 0x45670123 and OxCDEF89AB to the FMC_KEYO register. After the two write
operations, the LK bitin FMC_CTLO register is reset to 0 by hardware. The software can lock
the FMC_CTL again by setting the LK bit in FMC_CTLO register to 1. Any wrong operations
to the FMC_KEYO, set the LK bit to 1, and lock FMC_CTLO register, and lead to a bus error.

The OBPG bit and OBER bit in FMC_CTLO are still protected even the FMC_CTLO is
unlocked. The unlocking sequence is two write operations, which are writing 0x45670123 and
OxCDEF89AB to FMC_OBKEY register. And then the hardware sets the OBWEN bit in
FMC_CTLO register to 1. The software can reset OBWEN bit to 0 to protect the OBPG bit and
OBER bit in FMC_CTLO register again.
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2.3.4.

For the GD32F30x_CL and GD32F30x_XD, the FMC_CTLO register is used to configure the
operations to bank0 and the option bytes block, while FMC_CTL1 register is used to configure
the program and erase operations to bankl. The lock/unlock mechanism of FMC _CTL1
register is similar to FMC_CTLO register. The unlock sequence should be written to
FMC_KEY1 when unlocking FMC_CTL1.

Page erase

The FMC provides a page erase function which is used to initialize the contents of a main
flash memory page to a high state. Each page can be erased independently without affecting
the contents of other pages. The following steps show the access sequence of the registers
for a page erase operation.

1. Unlock the FMC_CTLx registers if necessary;
Check the BUSY bit in FMC_STATX registers to confirm that no flash memory operation
is in progress (BUSY equals to 0). Otherwise, wait until the operation has finished,;

3. Setthe PER bitin FMC_CTLXx registers;

4. Write the page absolute address (0x08XX XXXX) into the FMC_ADDRX registers;

5. Send the page erase command to the FMC by setting the START bit in FMC_CTLXx
registers;

6. Wait until all the operations have finished by checking the value of the BUSY bit in
FMC_STATX registers;

7. Read and verify the page if required using a DBUS access.

When the operation is executed successfully, the ENDF in FMC_STATX registers is set, and
an interrupt will be triggered by FMC if the ENDIE bit in the FMC_CTLX registers is set. Note
that a correct target page address must be confirmed. Or the software may run out of control
if the target erase page is being used to fetch codes or to access data. The FMC will not
provide any notification when this occurs. Additionally, the page erase operation will be
ignored on erase/program protected pages. In this condition, a flash operation error interrupt
will be triggered by the FMC if the ERRIE bit in the FMC_CTLx registers is set. The software
can check the WPERR bit in the FMC_STATX registers to detect this condition in the interrupt
handler. Figure 2-1. Process of page erase operation shows the page erase operation flow.
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Figure 2-1. Process of page erase operation
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For the GD32F30x_CL and GD32F30x_XD, FMC_STATO reflects the operation status of
bank0, and FMC_ STATL1 reflects the operation status of bankl1. The page erase procedure
applied to bank1 is similar to the procedure applied to bank0. Especially, when erasing page
in bank1 under security protection, the address should not only be written to FMC_ADRR1
but also to FMC_ADDRO.
2.3.5. Mass erase

The FMC provides a complete erase function which is used to initialize the main flash block
contents. This erase can affect only on BankO by setting MER bit to 1 in the FMC_CTLO
register, or only on Bank1 by setting MER bit to 1 in the FMC_CTL1 register, or on entire flash
by setting MER bits to 1 in FMC_CTLO register and FMC_CTL1 register. The following steps
show the mass erase register access sequence.

1. Unlock the FMC_CTLx registers if necessary;
2. Check the BUSY bit in FMC_STATX registers to confirm that no flash memory operation
is in progress (BUSY equals to 0). Otherwise, wait until the operation has finished,;
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3. Set MER bit in FMC_CTLO register if erase Bank0 only. Set MER bit in FMC_CTL1
register if erase Bankl1 only. Set MER bits in in FMC_CTLO register and FMC_CTL1
register if erase entire flash;

4. Send the mass erase command to the FMC by setting the START bit in FMC_CTL
register;

5.  Wait until all the operations have been finished by checking the value of the BUSY bit in
FMC_STATX registers;

6. Read and verify the flash memory if required using a DBUS access.

When the operation is executed successfully, the ENDF in FMC_STATX registers is set, and
an interrupt will be triggered by FMC if the ENDIE bit in the FMC_CTLXx registers is set. Since
all flash data will be modified to a value of OXFFFF_FFFF, the mass erase operation can be
implemented using a program that runs in SRAM or by using the debugging tool that accesses
the FMC registers directly.

For the GD32F30x_CL and GD32F30x_XD, the mass erase procedure applied to bankl is
similar to the procedure applied to bankO.

Figure 2-2. Process of mass erase operation indicates the mass erase operation flow.

Figure 2-2. Process of mass erase operation
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2.3.6.

Main flash programming

The FMC provides a 32-bit word/16-bit half word/bit programming function which is used to
modify the main flash memory contents. The following steps show the register access
sequence of the word programming operation.

Unlock the FMC_CTLX registers if necessary;
Check the BUSY bit in FMC_STATX registers to confirm that no flash memory operation
is in progress (BUSY equals to 0). Otherwise, wait until the operation has finished;

3. Setthe PG bitin FMC_CTLX registers;

4. Write a 32-bit word/16-bit half word to desired absolute address (0X08XX XXXX) by
DBUS;

5. Wait until all the operations have been finished by checking the value of the BUSY bit in
FMC_STATX registers;

6. Read and verify the Flash memory if required using a DBUS access.

When the operation is executed successfully, the ENDF in FMC_STATX registers is set, and
an interrupt will be triggered by FMC if the ENDIE bit in the FMC_CTLX registers is set. Note
that the word/half word programming operation checks the address if it has been erased. If
the address has not been erased, PGERR bit in the FMC_STATX registers will be set when
program the address except programming 0x0. Note that the PG bit must be set before the
word/half word programming operation. Additionally, the program operation will be ignored on
erase/program protected pages and WPERR bit in FMC_STATXx is set. In these conditions, a
flash operation error interrupt will be triggered by the FMC if the ERRIE bit in the FMC_CTLXx
registers is set. The software can check the PGERR bit or WPERR bit in the FMC_STATx
registers to detect which condition occurred in the interrupt handler. Figure 2-3. Process of

word program operation displays the word programming operation flow.
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Figure 2-3. Process of word program operation
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For the GD32F30x_CL and GD32F30x_XD, the program procedure applied to bankl is
similar to the procedure applied to bankO.

Note: Reading the flash should be avoided when a program/erase operation is ongoing in the
same bank. And flash memory accesses failed if the CPU enters the power saving modes.

2.3.7. Option bytes Erase

The FMC provides an erase function which is used to initialize the option bytes block in flash.
The following steps show the erase sequence:

1. Unlock the FMC_CTLO register if necessary;

n

Check the BUSY bit in FMC_STATO register to confirm that no Flash memory operation
is in progress (BUSY equal to 0). Otherwise, wait until the operation has finished;
Unlock the option bytes operation bits in FMC_CTLO register if necessary;

Wait until OBWEN bit is set in FMC_CTLO register;

Set OBER bit in FMC_CTLO register;

Send the option bytes erase command to the FMC by setting the START bit in
FMC_CTLO register;

7. Wait until all the operations have been finished by checking the value of the BUSY bit in
FMC_STATO register;

L o
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8. Read and verify the Flash memory if required using a DBUS access.
When the operation is executed successful, the ENDF in FMC_STATO register is set, and an
interrupt will be triggered by FMC if the ENDIE bit in the FMC_CTLO register is set.
2.3.8. Option bytes modify
The FMC provides an erase and then program function which is used to modify the option
bytes block in flash. There are 8 pair option bytes. The MSB is the complement of the LSB in
each pair. And when the option bytes are modified, the MSB is generated by FMC
automatically, not the value of input data. The following steps show the erase sequence.
Unlock the FMC_CTLO register if necessary;
Check the BUSY bit in FMC_STATO register to confirm that no Flash memory operation
is in progress (BUSY equals to 0). Otherwise, wait until the operation has finished;
3. Unlock the option bytes operation bits in FMC_CTLO register if necessary;
4.  Wait until OBWEN bit is set in FMC_CTLO register;
5. Setthe OBPG bitin FMC_CTLO register;
6. A 32-bit word/16-bit half word write at desired address by DBUS;
7. Wait until all the operations have been finished by checking the value of the BUSY bit in
FMC_STATO register;
8. Read and verify the Flash memory if required using a DBUS access.
When the operation is executed successfully, the ENDF in FMC_STATO register is set, and
an interrupt will be triggered by FMC if the ENDIE bit in the FMC_CTLO register is set. Note
that the word/half word programming operation checks the address if it has been erased. If
the address has not been erased, PGERR bit in the FMC_STATO register will set when
program the address except programming 0x0.
The modified option bytes only take effect after a system reset is generated.
2.3.9. Option bytes description

The option bytes block is reloaded to FMC_OBSTAT and FMC_WP registers after each
system reset, and the option bytes take effect. The complement option bytes are the opposite
of option bytes. When option bytes reload, if the complement option byte and option byte do
not match, the OBERR bitin FMC_OBSTAT register is set, and the option byte is set to OxFF.
The OBERR bit is not set if both the option byte and its complement byte are OxFF.Table 2-2.
Option byte is the detail of option bytes.

Table 2-2. Option byte

Address Name Description

Ox1fff f800 SPC option byte Security Protection value
O0xAS5 : no security protection

any value except OxA5 : under security protection

Ox1fff f801 SPC_N SPC complement value
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2.3.10.

Address

Name

Description

Ox1fff f802

USER

[7:4]: reserved

[3]: BB

0: boot from bankl or bankO if bankl is void, when
configured boot from main memory

1: boot from bank0, when configured boot from main
memory

[2]: NRST_STDBY

0: generator a reset instead of entering standby mode
1: no reset when entering standby mode

[1]: NRST_DPSLP

0: generator a reset instead of entering Deep-sleep mode
1: no reset when entering Deep-sleep mode

[0]: NWDG_HW

0: hardware free watchdog

1: software free watchdog

Ox1fff f803

USER_N

USER complement value

Ox1fff {804

DATA[7:0]

user defined data bit 7 to O

Ox1fff f805

DATA_N[7:0]

DATA complement value bit 7 to 0

Ox1fff {806

DATA[15:8]

user defined data bit 15 to 8

Ox1fff 807

DATA_N[15:8]

DATA complement value bit 15 to 8

Ox1fff f808

WP[7:0]

Page Erase/Program Protection bit 7 to 0
0: protection active

1: unprotected

Ox1fff f809

WP_N[7:0]

WP complement value bit 7 to 0

Ox1fff f80a

WP[15:8]

Page Erase/Program Protection bit 15 to 8

Ox1fff f80b

WP_N[15:8]

WP complement value bit 15 to 8

0x1fff f80c

WP[23:16]

Page Erase/Program Protection bit 23 to 16

Ox1fff f80d

WP_N[23:16]

WP complement value bit 23 to 16

Ox1fff f80e

WP[31:24]

Page Erase/Program Protection bit 31 to 24

WP[30:24]: Each bit is related to 4KB flash protection, that
means 2 pages for GD32F30x_HD, GD32F30x_XD and
GD32F30x_CL. Bit 0 configures the first 4KB flash
protection, and so on. These bits totally controls the first
124KB flash protection.

WHP[31]: Bit 31 controls the protection of the rest flash

memory.

Ox1fff f80f

WP_N[31:24]

WP complement value bit 31 to 24

Page erase/program protection

The FMC provides page erase/program protection functions to prevent inadvertent operations

on the Flash memory. The page erase or program will not be accepted by the FMC on
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2.3.11.

protected pages. If the page erase or program command is sent to the FMC on a protected
page, the WPERR bit in the FMC_STATX registers will then be set by the FMC. If the WPERR
bit is set and the ERRIE bit is also set to 1 to enable the corresponding interrupt, then the
Flash operation error interrupt will be triggered by the FMC to draw the attention of the CPU.
The page protection function can be individually enabled by configuring the WP [31:0] bit field
to 0 in the option bytes. If a page erase operation is executed on the option bytes block, all
the Flash Memory page protection functions will be disabled. When WP in the option bytes is
modified, a system reset followed is necessary.

Security protection

The FMC provides a security protection function to prevent illegal code/data access on the
Flash memory. This function is useful for protecting the software/firmware from illegal users.

No protection: when setting SPC byte and its complement value to 0x5AA5, no protection
performed. The main flash and option bytes block are accessible by all operations.

Under protection: when setting SPC byte and its complement value to any value except
O0x5AA5, the security protection is performed. Note that a power reset should be followed
instead of a system reset if the SPC modification is performed while the debug module is still
connected to JTAG/SWD device. Under the security protection, the main flash can only be
accessed by user code and the first 4KB flash is under erase/program protection. In debug
mode, boot from SRAM or boot from boot loader mode, all operations to main flash is
forbidden. If a read operation to main flash in debug, boot from SRAM or boot from boot loader
mode, a bus error will be generated. If a program/erase operation to main flash in debug
mode, boot from SRAM or boot from boot loader mode, the WPERR bit in FMC_STATx
registers will be set. Option bytes block are accessible by all operations, which can be used
to disable the security protection. If program back to no protection level by setting SPC byte
and its complement value to OX5AA5, a mass erase for main flash will be performed.
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2.4, FMC registers
FMC base address: 0x4002 2000
2.4.1. Wait state register (FMC_WS)
Address offset: 0x00
Reset value: 0x0000 0000
This register has to be accessed by word (32-bit)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ Reserved
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ Reserved WSCNT[2:0]
w
Bits Fields Descriptions
31:3 Reserved Must be kept at reset value.
2:0 WSCNT[2:0] Wait state counter register
These bits is set and reset by software. The WSCNT valid when WSEN bit in
FMC_WSEN is set.
000: 0 wait state added
001: 1 wait state added
010: 2 wait state added
011~111:reserved
2.4.2. Unlock key register O(FMC_KEYO0)
Address offset: 0x04
Reset value: 0x0000 0000
This register has to be accessed by word (32-bit)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ KEY[31:16]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ KEY[15:0]
Bits Fields Descriptions
31:0 KEY[31:0] FMC_CTLO unlock register

These bits are only be written by software.
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Write KEY[31:0] with keys to unlock FMC_CTLO register.
2.4.3. Option byte unlock key register (FMC_OBKEY)
Address offset: 0x08
Reset value: 0x0000 0000
This register has to be accessed by word (32-bit)
31 30 29 28 26 25 24 23 22 21 20 19 18 17 16
‘ OBKEY[31:16] |
w
15 14 13 12 10 9 8 7 6 5 4 3 2 1 0
‘ OBKEY[15:0] |
w
Bits Fields Descriptions
31.0 OBKEY[31:0] FMC_ CTLO option bytes operation unlock register
These bits are only be written by software.
Write OBKEY[31:0] with keys to unlock option bytes command in FMC_CTLO
register.
2.4.4. Status register 0 (FMC_STATO)
Address offset: 0x0C
Reset value: 0x0000 0000
This register has to be accessed by word (32-bit)
31 30 29 28 26 25 24 23 22 21 20 19 18 17 16
‘ Reserved |
r
15 14 13 12 10 9 8 7 6 5 4 3 2 1 0
‘ Reserved ‘ ENDF | WPERR |[Reserved | PGERR |Reserved | BUSY |
rc_wl rc_wl rc_wl rc_wl
Bits Fields Descriptions
316 Reserved Must be kept at reset value.
5 ENDF End of operation flag bit
When the operation executed successfully, this bit is set by hardware.
The software can clear it by writing 1.
4 WPERR Erase/Program protection error flag bit

When erase/program on protected pages, this bit is set by hardware.

The software can clear it by writing 1.
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3 Reserved Must be kept at reset value.
2 PGERR Program error flag bit
When program to the flash while it is not OXFFFF, this bit is set by hardware.
The software can clear it by writing 1.
1 Reserved Must be kept at reset value.
0 BUSY The flash is busy bit
When the operation is in progress, this bit is set to 1. When the operation is end or
an error is generated, this bit is cleared to 0.
2.4.5. Control register O(FMC_CTLO)
Address offset: 0x10
Reset value: 0x0000 0080
This register has to be accessed by word (32-bit)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ Reserved
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ Reserved ‘ ENDIE |Reserved| ERRIE ‘ OBWEN | Reserved LK ‘ START ‘ OBER ‘ OBPG |Reserved MER ’ PER ‘ PG
w w rw rs rs rw w w w w
Bits Fields Descriptions
31:13 Reserved Must be kept at reset value.
12 ENDIE End of operation interrupt enable bit
This bit is set or cleared by software.
0: no interrupt generated by hardware
1: end of operation interrupt enable
11 Reserved Must be kept at reset value.
10 ERRIE Error interrupt enable bit
This bit is set or cleared by software.
0: no interrupt generated by hardware
1: error interrupt enable
9 OBWEN Option byte erase/program enable bit
This bit is set by hardware when right sequence written to FMC_OBKEY register.
This bit can be cleared by software.
8 Reserved Must be kept at reset value.
7 LK FMC_CTLO lock bit

This bit is cleared by hardware when right sequence written to FMC_KEYO
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register.

This bit can be set by software.

6 START Send erase command to FMC bit
This bit is set by software to send erase command to FMC.
This bit is cleared by hardware when the BUSY bit is cleared.

5 OBER Option bytes erase command bit
This bit is set or clear by software.
0: no effect

1: option byte erase command

4 OBPG Option bytes program command bit
This bit is set or clear by software.
0: no effect

1: option bytes program command
3 Reserved Must be kept at reset value.

2 MER Main flash mass erase for bankO command bit
This bit is set or cleared by software.
0: no effect
1: main flash mass erase command for bankO

1 PER Main flash page erase for bankO command bit
This bit is set or clear by software.
0: no effect
1: main flash page erase command for bankO

0 PG Main flash program for bankO command bit
This bit is set or clear by software.
0: no effect

1: main flash program command for bankO

Note: This register should be reset after the corresponding flash operation completed.

2.4.6. Address register 0 (FMC_ADDRO)

Address offset: 0x14
Reset value: 0x0000 0000.

This register has to be accessed by word (32-bit)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17

‘ ADDR[31:16]

w

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1

‘ ADDR[15:0]
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Bits Fields Descriptions
31.0 ADDR[31:0] Flash erase/program command address bits
These bits are configured by software.
ADDR bits are the address of flash erase/program command.
2.4.7. Option byte status register (FMC_OBSTAT)
Address offset: 0x1C
Reset value: OXOXXX XXXX
This register has to be accessed by word(32-bit)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ Reserved ‘ DATA[15:6] |
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ DATA[5:0] ‘ USER([7:0] | SPC ‘ OBERR |
r r r r
Bits Fields Descriptions
31:26 Reserved Must be kept at reset value.
25:10 DATA[15:0] Store DATA of option bytes block after system reset.
9:2 USER[7:0] Store USER of option bytes block after system reset.
1 SPC Option bytes security protection code
0: no protection
1: protection
0 OBERR Option bytes read error bit.
This bit is set by hardware when the option bytes and its complement byte do not
match, then the option bytes is set to OxFF.
2.4.8. Erase/Program Protection register (FMC_WP)
Address offset: 0x20
Reset value: OxXXXXX XXXX
This register has to be accessed by word(32-bit)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ WP[31:16] |
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ WP[15:0] |

r
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Bits Fields Descriptions

31.0 WP[31:0] Store WP of option bytes block after system reset.

2.4.9. Unlock key register 1(FMC_KEY1)

Address offset: 0x44
Reset value: 0x0000 0000

This register has to be accessed by word(32-bit)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ KEY[31:16] |
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ KEY[15:0] |
w
Bits Fields Descriptions
31.0 KEY[31:0] FMC_CTL1 unlock register

These bits are only be written by software.
Write KEY[31:0] with keys to unlock FMC_CTL1 register.

2.4.10. Status register 1 (FMC_STAT1)

Address offset: 0x4C
Reset value: 0x0000 0000

This register has to be accessed by word(32-bit)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ Reserved |
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Reserved ‘ ENDF ‘WPERR Reserved | PGERR |Reserved | BUSY |
rc_wil rc_wl rc_wl rc_wl
Bits Fields Descriptions
316 Reserved Product reserved ID code register.
5 ENDF End of operation flag bit

When the operation executed successfully, this bit is set by hardware.
The software can clear it by writing 1.

4 WPERR Erase/Program protection error flag bit

When erase/program on protected pages, this bit is set by hardware.
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The software can clear it by writing 1.
3 Reserved Must be kept at reset value.
2 PGERR Program error flag bit
When program to the flash while it is not OXFFFF, this bit is set by hardware.
The software can clear it by writing 1.
1 Reserved Must be kept at reset value.
0 BUSY The flash is busy bit.
When the operation is in progress, this bit is set to 1.
When the operation is end or an error is generated, this bit is cleared to 0.
2.4.11. Control register 1(FMC_CTL1)
Address offset: 0x50
Reset value: 0x0000 0080
This register has to be accessed by word (32-bit)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ Reserved |
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ Reserved l ENDIE |Reserved| ERRIE ‘ Reserved ‘ LK ‘ START ’ Reserved ‘ MER | PER ‘ PG |
A A rs rs w w w
Bits Fields Descriptions
31:13 Reserved Must be kept at reset value.
12 ENDIE End of operation interrupt enable bit
This bit is set or cleared by software.
0: no interrupt generated by hardware
1: end of operation interrupt enable
11 Reserved Must be kept at reset value
10 ERRIE Error interrupt enable bit
This bit is set or cleared by software.
0: no interrupt generated by hardware
1: error interrupt enable
9:8 Reserved Must be kept at reset value.
7 LK FMC_CTL1 lock bit
This bit is cleared by hardware when right sequence written to FMC_KEY1 register.
This bit can be set by software.
6 START Send erase command to FMC bit

60



Z

31

30

GigaDevice GD32F30x User Manual
This bit is set by software to send erase command to FMC.
This bit is cleared by hardware when the BUSY bit is cleared.
5:3 Reserved Must be kept at reset value
2 MER Main flash mass erase for bankl command bit
This bit is set or cleared by software.
0: no effect
1: main flash mass erase command for bank1
1 PER Main flash page erase for bankl command bit
This bit is set or clear by software.
0: no effect
1: main flash page erase command for bank1
0 PG Main flash program for bank1l command bit
This bit is set or clear by software.
0: no effect
1: main flash program command for bank1
Note: This register should be reset after the corresponding flash operation completed.
2.4.12. Address register 1 (FMC_ADDR1)
Address offset: 0x54
Reset value: 0x0000 0000
This register has to be accessed by word (32-bit)
31 30 29 28 26 25 24 23 22 21 20 19 18 17 16
‘ ADDR[31:16]
w
15 14 13 12 10 9 8 7 6 5 4 3 2 1 0
‘ ADDR[15:0]
w
Bits Fields Descriptions
31.0 ADDRJ[31:0] Flash erase/program command address bits
These bits are configured by software.
ADDR bits are the address of flash erase/program command
2.4.13. Wait state enable register (FMC_WSEN)

Address offset: OxFC
Reset value: 0x0000 0000

This register has to be accessed by word(32-bit)

29 28

26 25 24 23 22 21 20 19 18 17 16

61



Z

GigaDevice GD32F30x User Manual
‘ Resrved |
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ Reserved | BPEN ‘ WSEN |
w w
Bits Fields Descriptions
31:2 Reserved Must be kept at reset value
1 BPEN FMC bit program enable register
This bit set and reset by software.
0: No effect, wr i t e page must check i f fl ash
1: Write page donot check the flash is FF. The FMC can program each bit
0 WSEN FMC wait state enable register
This bit is set and reset by software. This bit also protected by the FMC_KEYx
register. It is necessary to writing 0x45670123 and OXCDEF89AB to the
FMC_KEYXx register.
0: no wait state added when fetch flash
1: wait state added when fetch flash
2.4.14. Product ID register (FMC_PID)
Address offset: 0x100
Reset value: OXXXXX XXXX
This register has to be accessed by word(32-bit)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ PID[31:16] |
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ PID[15:0] |
r
Bits Fields Descriptions
31:.0 PID[31:0] Product reserved ID code register

These bits are read only by software.
These bits are unchanged constant after power on. These bits are one time

program when the chip produced.
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3.

3.1.

3.2.

3.3.

Power management unit (PMU)

Introduction

The power consumption is regarded as one of the most important issues for the devices of
GD32F30x series. According to the Power management unit (PMU), provides three types of
power saving modes, including Sleep, Deep-sleep and Standby mode. These modes reduce
the power consumption and allow the application to achieve the best tradeoff among the
conflicting demands of CPU operating time, speed and power consumption. For GD32F30x
devices, there are three power domains, including Voo/Vopa domain, 1.2V domain, and
Backup domain, as is shown in the following figure. The power of the Voo domain is supplied
directly by Voo. An embedded LDO in the Voo/Vboadomain is used to supply the 1.2V domain
power. A power switch is implemented for the Backup domain. It can be powered from the
Veat Voltage when the main Voo supply is shut down.

Main features

>

Three power domains: Veak, Voo/Vopa and 1.2V power domains.

>

Three power saving modes: Sleep, Deep-sleep and Standby modes.

>

Internal Voltage regulator(LDO) supplies around 1.2V voltage source for 1.2V domain.

>

Low Voltage Detector can issue an interrupt or event when the power is lower than a
programmed threshold.

>

Battery power (Vear) for Backup domain when Vpp is shut down.

>

LDO output voltage select for power saving.

>

Ultra power saving for low-driver mode in Deep-sleep mode. And high-driver mode for
high frequency.

Function description

Figure 3-1. Power supply overview provides details on the internal configuration of the PMU

and the relevant power domains.
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Figure 3-1. Power supply overview
VBAT | X Fr-——————-———=————-——-- O,
[Cotm
Voo | X Fp----——------- B Einininit -0 i -
| e I__Veak| Backup Domain
4 3.3V ’ LXTAL ‘ ’ BPOR ‘
PAO E WP WKUPR { RTC ‘ ’ BREG ‘
Eﬂ PMU
NRST WKUPN CTL
WKUPF f«——SLEEPING—t
FWDGT ESLEEPDEEP—j COftex-M4 ‘
’ HXTAL ‘ ’POR/PDR‘ ’ LDO F”172V+ ’ AHB IPs ‘ ’ APB IPs ‘
Voo Domain 1.2V Domain
Vooa DOomain
33 ’ IRC8M ‘ ’ IRC40K ‘ ’ ADC ‘
VbDA Eﬂ»f;»
’ LVD ‘ ’ PLLs ‘ ’ DAC ‘
T
LVD: Low Voltage Detector LDO: Voltage Regulator BPOR: VBak Power On Reset
POR: Power On Reset PDR: Power Down Reset BREG: Backup registers
3.3.1. Battery backup domain

The Backup domain is powered by the Voo or the battery power source (Vear) selected by the
internal power switch, and the Vsak pin which drives Backup Domain, power supply for RTC
unit, LXTAL oscillator, BPOR and BREG™ and three pads, including PC13 to PC15. In order
to ensure the content of the Backup domain registers and the RTC supply, when Vo supply
is shut down, Vear pin can be connected to an optional standby voltage supplied by a battery
or by another source. The power switch is controlled by the Power Down Reset circuit in the
Voo/Vopa domain. If no external battery is used in the application, it is recommended to
connect Vear pin externally to Voo pin with a 100nF external ceramic decoupling capacitor.

The Backup domain reset sources includes the Backup domain power-on-reset (BPOR) and
the Backup Domain software reset. The BPOR signal forces the device to stay in the reset
mode until Veak is completely powered up. Also the application software can trigger the
Backup domain software reset by setting the BKPRST bit in the RCU_BDCTL register to reset
the Backup domain.

The clock source of the Real Time Clock (RTC) circuit can be derived from the Internal 40KHz
RC oscillator (IRC40K) or the Low Speed Crystal oscillator (LXTAL), or HXTAL clock divided
by 128. When Voo is shut down, only LXTAL is valid for RTC. Before entering the power saving
mode by executing the WFI/WFE instruction, the Cortex®-M4 can setup the RTC register with
an expected wakeup time and enable the wakeup function to achieve the RTC timer wakeup
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event. After entering the power saving mode for a certain amount of time, the RTC will wake
up the device when the time match event occurs. The details of the RTC configuration and
operation will be described in the Real-time Clock(RTC).

When the Backup domain is supplied by Voo (Veak pin is connected to Vop), the following
functions are available:

A PC13 can be used as GPIO or RTC function pin described in the RTC chapter.

A PC14 and PC15 can be used as either GPIO or LXTAL Crystal oscillator pins.

When the Backup domain is supplied by Vear (Vsak pin is connected to Vear), the following
functions are available:

A PC13 can be used as RTC function pin described in the RTC chapter.

A PC14 and PC15 can be used as LXTAL Crystal oscillator pins only.

Note: Since PC13, PC14, PC15 are supplied through the Power Switch, which can only be
obtained by a small current, the speed of GPIOs PC13 to PC15 should not exceed 2MHz
when they are in output mode(maximum load: 30pF)

3.3.2. VDD/VDDA power domain

Voo/Vopba domain includes two parts: Voo domain and Vooa domain. Voo domain includes
HXTAL (High Speed Crystal oscillator), LDO (Voltage Regulator), POR/PDR (Power On/Down
Reset), FWDGT (Free Watchdog Timer), all pads except PC13/PC14/PC15, etc. Vbboa domain
includes ADC/DAC (AD/DA Converter), IRC8M (Internal 8MHz RC oscillator), IRC48M
(Internal 48MHz RC oscillator at 48MHz frequency), IRC40K (Internal 40KHz RC oscillator),
PLLs (Phase Locking Loop), LVD (Low Voltage Detector), etc.

VDD domain

The LDO, which is implemented to supply power for the 1.2V domain, is always enabled after
reset. It can be configured to operate in three different status, including in the Sleep mode
(full power on), in the Deep-sleep mode (on or low power), and in the Standby mode (power
off).

The POR/PDR circuit is implemented to detect Voo/Vopa and generate the power reset signal
which resets the whole chip except the Backup domain when the supply voltage is lower than
the specified threshold._Figure 3-2. Waveform of the POR/PDR shows the relationship

between the supply voltage and the power reset signal. Vror, Which typical value is 2.40V,
indicates the threshold of power on reset, while Vepr, which typical value is 1.8V, means the
threshold of power down reset. The hysteresis voltage (Vhyst) is around 600mV.
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Figure 3-2. Waveform of the POR/PDR
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The LVD is used to detect whether the Voo/Vbpa supply voltage is lower than a programmed
threshold selected by the LVDT[2:0] bits in the Power control register(PMU_CTL). The LVD
is enabled by setting the LVDEN bit, and LVDF bit, which in the Power status
register(PMU_CS), indicates if Voo/Vopa is higher or lower than the LVD threshold. This event
is internally connected to the EXTI line 16 and can generate an interrupt if it is enabled through
the EXTI registers. Figure 3-3. Waveform of the LVD threshold shows the relationship
between the LVD threshold and the LVD output (LVD interrupt signal depends on EXTI line
16 rising or falling edge configuration). The following figure shows the relationship between

the supply voltage and the LVD signal. The hysteresis voltage (Vhyst) is 100mV.

Figure 3-3. Waveform of the LVD threshold

A Vobo/Voba

LVD threshold

LVDoutput ————————— [ """ T T T T T T T T oo T oo T T
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3.3.3.

3.3.4.

Generally, digital circuits are powered by Vop, while most of analog circuits are powered by
Vopa. To improve the ADC and DAC conversion accuracy, the independent power supply Vopa
is implemented to achieve better performance of analog circuits. Vopa can be externally
connected to Vop through the external filtering circuit that avoids noise on Vopa, and Vssa
should be connected to Vss through the specific circuit independently. Otherwise, if Vopa is
different from Vop, Vbba must always be higher, but the voltage difference should not exceed
0.3V.

To ensure a high accuracy on ADC and DAC, the ADC/DAC independent external reference
voltage should be connected to Vrer+/VRer- pins. According to the different packages, Vrer+
pin can be connected to Vopa pin, or external reference voltage which refers to Table 12-2.
ADC pins definition and Table 13-1. DAC pins, Vrer- pin must be connected to Vssa pin.
The Vrer+ pin is only available on no less than 100-pin packages, or else the Vrer+ pin is not

available and internally connected to Vopa. The Vrer- pin is only available on no less than 100-
pin packages, or else the Vrer-pin is not available and internally connected to Vssa.

1.2V power domain

The main functions that include Cortex®-M4 logic, AHB/APB peripherals, the APB interfaces
for the Backup domain and the Vboo/Vbpba domain, etc, are located in this power domain. Once
the 1.2V is powered up, the POR will generate a reset sequence on the 1.2V power domain.
If need to enter the expected power saving mode, the associated control bits must be
configured. Then, once a WFI (Wait for Interrupt) or WFE (Wait for Event) instruction is
executed, the device will enter an expected power saving mode which will be discussed in
the following section.

High-driver mode

If the 1.2V power domain runs with high frequency and opens many functions, it is
recommended to enter high-driver mode. The following steps are needed when using high-
driver mode.

>

IRC8M or HXTAL selected as system clock.

Set HDEN bit in PMU_CTL register to 1 to open high-driver mode.

Wait HDRF bit be setto 1 in PMU_CS register.

Set HDS bit in PMU_CTL register to 1 to switch LDO to high-driver mode.
Wait HDSRF bit be set to 1 in PMU_CS register. And enter high-driver mode.
Running the application at high frequency.

> > > > >

The high-driver mode exit by resetting HDEN and HDS bits in PMU_CTL register after IRC8M
or HXTAL selected as system clock. The high-driver mode exit automaticly when exiting from
Deep-sleep mode.

Power saving modes

After a system reset or a power reset, the GD32F30x MCU operates at full function and all
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power domains are active. Users can achieve lower power consumption through slowing
down the system clocks (HCLK, PCLK1, and PCLK2) or gating the clocks of the unused
peripherals or configuring the LDO output voltage by LDOVS bits in PMU_CTL register. The
LDOVS bits should be configured only when the PLL is off, and the programmed value is
selected to drive 1.2V domain after the PLL opened. While the PLL is off, LDO output voltage
low mode is selected to drive 1.2V domain. Besides, three power saving modes are provided
to achieve even lower power consumption, they are Sleep mode, Deep-sleep mode, and
Standby mode.

Sleep mode

The Sleep mode is corresponding to the SLEEPING mode of the Cortex®-M4. In Sleep mode,
only clock of Cortex®-M4 is off. To enter the Sleep mode, it is only necessary to clear the
SLEEPDEEP bit in the Cortex®-M4 System Control Register, and execute a WFI or WFE
instruction. If the Sleep mode is entered by executing a WFI instruction, any interrupt can
wake up the system. If it is entered by executing a WFE instruction, any wakeup event can
wake up the system (If SEVONPEND is 1, any interrupt can wake up the system, refer to
Cortex-M4 Technical Reference Manual). The mode offers the lowest wakeup time as no time
is wasted in interrupt entry or exit.

According to the SLEEPONEXIT bit in the Cortex®-M4 System Control Register, there are two
options to select the Sleep mode entry mechanism.

A Sleep-now: if the SLEEPONEXIT bit is cleared, the MCU enters Sleep mode as soon as
WFI or WFE instruction is executed.

A Sleep-on-exit: if the SLEEPONEXIT bit is set, the MCU enters Sleep mode as soon as it
exits from the lowest priority ISR.

Deep-sleep mode

The Deep-sleep mode is based on the SLEEPDEEP mode of the Cortex®-M4. In Deep-sleep
mode, all clocks in the 1.2V domain are off, and all of IRC8M, HXTAL and PLLs are disabled.
The contents of SRAM and registers are preserved. The LDO can operate normally or in low
power mode depending on the LDOLP bit in the PMU_CTL register. Before entering the Deep-
sleep mode, it is necessary to set the SLEEPDEEP bit in the Cortex®-M4 System Control
Register, and clear the STBMOD bit in the PMU_CTL register. Then, the device enters the
Deep-sleep mode after a WFI or WFE instruction is executed. If the Deep-sleep mode is
entered by executing a WFI instruction, any interrupt from EXTI lines can wake up the system.
If it is entered by executing a WFE instruction, any wakeup event from EXTI lines can wake
up the system (If SEVONPEND is 1, any interrupt from EXTI lines can wake up the system,
refer to Cortex-M4 Technical Reference Manual). When exiting the Deep-sleep mode, the
IRC8M is selected as the system clock. Notice that an additional wakeup delay will be incurred
if the LDO operates in low power mode.

The low-driver mode in Deep-sleep mode can be entered by configuring the LDEN, LDNP,
LDLP, LDOLP bits in the PMU_CTL register. The Low-driver mode provides lower drive

capability, and the Low-power mode take lower power.
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Normal-driver/Normal-power: The Deep-sleep mode is not in low-driver mode by configure
LDEN to 00 in the PMU_CTL register, and not in low-power mode depending on the LDOLP
bit reset in the PMU_CTL register.

Normal-driver/Low-power: The Deep-sleep mode is not in low-driver mode by configure LDEN
to 00 in the PMU_CTL register. The low-power mode enters depending on the LDOLP bit set
in the PMU_CTL register.

Low-driver/Normal-power: The low-driver mode in Deep-sleep mode when the LDO in normal-
power mode depending on the LDOLP bit reset in the PMU_CTL register enters by configure
LDEN to Ob11 and LDNP to 1 in the PMU_CTL register.

Low-driver/Low-power: The low-driver mode in Deep-sleep mode when the LDO in low-power
mode depending on the LDOLP bit set in the PMU_CTL register enters by configure LDEN to
Obl1l and LDLP to 1 in the PMU_CTL register.

No Low-driver: The Deep-sleep mode is not in low-driver mode by configure LDEN to 00 in
the PMU_CTL register.

Note: In order to enter Deep-sleep mode smoothly, all EXTI line pending status (in the
EXTI_PD register) and RTC Alarm must be reset. If not, the program will skip the entry
process of Deep-sleep mode to continue to execute the following procedure.

Standby mode

The Standby mode is based on the SLEEPDEEP mode of the Cortex®-M4, too. In Standby
mode, the whole 1.2V domain is power off, the LDO is shut down, and all of IRC8M, HXTAL
and PLL are disabled. Before entering the Standby mode, it is necessary to set the
SLEEPDEEP bit in the Cortex®-M4 System Control Register, and set the STBMOD bit in the
PMU_CTL register, and clear WUF bit in the PMU_CS register. Then, the device enters the
Standby mode after a WFI or WFE instruction is executed, and the STBF status flag in the
PMU_CS register indicates that the MCU has been in Standby mode. There are four wakeup
sources for the Standby mode, including the external reset from NRST pin, the RTC alarm,
the FWDGT reset, and the rising edge on WKUP pin. The Standby mode achieves the lowest
power consumption, but spends longest time to wake up. Besides, the contents of SRAM and
registers in 1.2V power domain are lost in Standby mode. When exiting from the Standby
mode, a power-on reset occurs and the Cortex®-M4 will execute instruction code from the
0x00000000 address.

Table 3-1. Power saving mode summary

Mode Sleep Deep-sleep Standby
1. Allclocksinthe 1.2V | 1. The 1.2V domain is
o ) domain are off power off
Description Only CPU clock is off )
2. Disable IRC8M, 2. Disable IRC8M,
HXTAL and PLL HXTAL and PLL

On or in low power mode
LDO Status On ) Off
or low-driver mode

Configuration SLEEPDEEP =0 SLEEPDEEP =1 SLEEPDEEP =1
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Mode Sleep Deep-sleep Standby
STBMOD =0 STBMOD =1,
WURST=1
Entry WFI or WFE WFI or WFE WFI or WFE
Any interrupt for WFI Any interrupt from EXTI )
) 1. NRST pin
Any event (or lines for WFI .
) ) 2. WKUP pin
Wakeup interrupt when Any event(or interrupt
) ] 3.  FWDGT reset
SEVONPEND is 1) when SEVONPEND is 1)
4, RTCalarm
for WFE from EXTI for WFE
IRC8M wakeup time,
Wakeup LDO wakeup time added
None . o Power on sequence
Latency if LDO is in low power

mode
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3.4. PMU registers
PMU base address: 0x4000 7000
3.4.1. Control register (PMU_CTL)
Address offset: 0x00
Reset value: 0x0000 C000 (reset by wakeup from Standby mode)
This register can be accessed by half-word(16-bit) or word(32-bit)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ Reserved | LDENJ1:0] | HDS ‘ HDEN ‘
w w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ LDOVS[1:0] Reserved ‘ LDNP ‘ LDLP Reserved BKPWEN‘ LVDT[2:0] ‘ LVDEN | STBRST ‘ WURST ISTBMOD‘ LDOLP ‘
rs w w w w w rc_wil rc_wl w w
Bits Fields Descriptions
31:20 Reserved Must be kept at reset value.
19:18 LDENT[1:0] Low-driver mode enable in Deep-sleep mode
00: Low-driver mode disable in Deep-sleep mode
01: Reserved
10: Reserved
11: Low-driver mode enable in Deep-sleep mode
17 HDS High-driver mode switch
Set this bit by software only when HDRF flag is set and IRC8M or HXTAL used as
system clock. After this bit is set, the system enters High-driver mode. This bit can
be cleared by software. And cleared by hardware when exit from Deep-sleep
mode or when the HDEN bit is clear.
0: No High-driver mode switch
1: High-driver mode switch
16 HDEN High-driver mode enable
This bit is set by software only when IRC8M or HXTAL used as system clock. This
bit is cleared by software or by hardware when exit from Deep-sleep mode.
0: High-driver mode disable
1: High-driver mode enable
15:14 LDOVS[1:0] LDO output voltage select

These bits are set by software when the main PLL closed. And the LDO output
voltage selected by LDOVS bits takes effect when the main PLL enabled. If the
main PLL closed, the LDO output voltage low mode selected.

00: Reserved (LDO output voltage low mode)
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13:12

11

10

75

Reserved

LDNP

LDLP

Reserved

BKPWEN

LVDT[2:0]

LVDEN

STBRST

WURST

STBMOD

01: LDO output voltage low mode
10: LDO output voltage mid mode
11: LDO output voltage high mode

Must be kept at reset value.

Low-driver mode when use normal power LDO
0: normal driver when use normal power LDO

1: Low-driver mode enabled when LDEN is 11 and use normal power LDO

Low-driver mode when use low power LDO.
0: normal driver when use low power LDO
1: Low-driver mode enabled when LDEN is 11 and use low power LDO

Must be kept at reset value.

Backup Domain Write Enable

0: Disable write access to the registers in Backup domain

1: Enable write access to the registers in Backup domain

After reset, any write access to the registers in Backup domain is ignored. This bit
has to be set to enable write access to these registers.

Low Voltage Detector Threshold
000: 2.1V
001: 2.3V
010: 2.4V
011: 2.6V
100: 2.7V
101: 2.9V
110: 3.0V
111: 3.1V

Low Voltage Detector Enable
0: Disable Low Voltage Detector

1: Enable Low Voltage Detector

Standby Flag Reset

0: No effect

1: Reset the standby flag
This bit is always read as 0.

Wakeup Flag Reset
0: No effect
1: Reset the wakeup flag

This bit is always read as 0.

Standby Mode
0: Enter the Deep-sleep mode when the Cortex®-M4 enters SLEEPDEEP mode
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1: Enter the Standby mode when the Cortex®-M4 enters SLEEPDEEP mode
0 LDOLP LDO Low Power Mode
0: The LDO operates normally during the Deep-sleep mode
1: The LDO is in low power mode during the Deep-sleep mode
3.4.2. Control and status register (PMU_CYS)
Address offset: 0x04
Reset value: 0x0000 0000 (not reset by wakeup from Standby mode)
This register can be accessed by half-word(16-bit) or word(32-bit).
31 30 29 28 26 25 24 23 22 21 20 19 18 17 16
‘ Reserved ’ LDRF[1:0] HDSRF HDRF
rc_wl r r
15 14 13 10 9 8 7 6 5 4 3 2 1 0
Reserved | LDOVSRF ‘ WUPEN Reserved ‘ LVDF | STBF ‘ WUF ‘
Bits Fields Descriptions
31:20 Reserved Must be kept at reset value.
19:18 LDRF[1:0] Low-driver mode ready flag
These bits are set by hardware when enter Deep-sleep mode and the LDO in
Low-driver mode. These bits are cleared by software when write 11.
00: normal driver in Deep-sleep mode
01: Reserved
10: Reserved
11: Low-driver mode in Deep-sleep mode
17 HDSRF High-driver switch ready flag
0: High-driver switch not ready
1: High-driver switch ready
16 HDRF High-driver ready flag
0: High-driver not ready
1: High-driver ready
15 Reserved Must be kept at reset value.
14 LDOVSRF LDO voltage select ready flag
0: LDO voltage select not ready
1: LDO voltage select ready
13:9 Reserved Must be kept at reset value.
8 WUPEN WKUP Pin Enable
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7:3

Reserved

LVDF

STBF

WUF

0: Disable WKUP pin function

1: Enable WKUP pin function

If WUPEN is set before entering the power saving mode, a rising edge on the
WKUP pin wakes up the system from the power saving mode. As the WKUP pin is
active high, the WKUP pin is internally configured to input pull down mode. And

set this bit will trigger a wakup event when the input is aready high.
Must be kept at reset value.

Low Voltage Detector Status Flag

0: Low Voltage event has not occurred (Voo is higher than the specified LVD
threshold)

1: Low Voltage event occurred (Voo is equal to or lower than the specified LVD
threshold)

Note: The LVD function is stopped in Standby mode.

Standby Flag

0: The device has not entered the Standby mode

1: The device has been in the Standby mode

This bit is cleared only by a POR/PDR or by setting the STBRST bit in the
PMU_CTL register.

Wakeup Flag

0: No wakeup event has been received

1: Wakeup event occurred from the WKUP pin or the RTC wakeup event including
RTC Tamper event, RTC alarm event’ RTC Time Stamp event or RTC Wakeup
This bit is cleared only by a POR/PDR or by setting the WURST bit in the
PMU_CTL register.
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4.

4.1.

4.2.

4.3.

4.3.1.

4.3.2.

Backup registers (BKP)

Introduction

The Backup registers are located in the Backup domain that remains powered-on by Vear
even if Vop power is shut down, they are forty two 16-bit (84 bytes) registers for data protection
of user application data, and the wake-up action from Standby mode or system reset do not
affect these registers.

In addition, the BKP registers can be used to implement the tamper detection and RTC
calibration function.

After reset, any writing access to the registers in Backup domain is disabled, that is, the
Backup registers and RTC cannot be written to access. In order to enable access to the
Backup registers and RTC, the Power and Backup interface clocks should be enabled firstly
by setting the PMUEN and BKPIEN bits in the RCU_APB1EN register, and writing access to
the registers in Backup domain should be enabled by setting the BKPWEN bit in the
PMU_CTL register.

Main features

>

84 bytes Backup registers which can keep data under power saving mode. If tamper
event is detected, Backup registers will be reset.

>

The active level of Tamper source (PC13) can be configured.

RTC Clock Calibration register provides RTC alarm and second output selection, and
sets the calibration value.

Tamper control and status register (BKP_TPCS) can control tamper detection with
interrupt or event capability.

>

>

Function description

RTC clock calibration

In order to improve the RTC clock accuracy, the MCU provides the RTC output for calibration
function. The RTC clock, or a clock with the frequency is frrccLk/64, can be output on the
PC13. It is enabled by setting the COEN bit in the BKP_OCTL register.

The calibration value is set by RCCV[6:0] in the BKP_OCTL register, and the calibration
function can slow down the RTC clock by steps of 1000000/2*20 ppm.

Tamper detection

In order to protect the important user data, the MCU provides the tamper detection function,
75



Z

GigaDevice

GD32F30x User Manual

and it can be independently enabled on TAMPER pin by setting corresponding TPEN bit in
the BKP_TPCTL register. To prevent the tamper event from losing, the edge detection is
logically ANDed with the TPEN bit, used for tamper detection signal. So the tamper detection
configuration should be set before enable TAMPER pin. When the tamper event is detected,
the corresponding TEF bit in the BKP_TPCS register will be set. Tamper event can generate
an interrupt if tamper interrupt is enabled. Any tamper event will reset all Backup data registers.

Note: When TPAL=0/1, if the TAMPER pin is already high/low before it is enabled(by setting
TPEN bit), an extra tamper event is detected, while there was no rising/falling edge on the
TAMPER pin after TPEN bit was set.
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