GigaDevice Semiconductor Inc.

GD32H73x_75x &5 FiiZ A 4 2 M

M A S
AN118
1.1 jA
(2026 £ 2 )



e AN118

GigaDevice GD32H73x_75x FR A TREAL [ 1 2 e ik
Hx
= 55 TSSO RPRSRRTOT 2
BIZR B oo 3
FRER T oo 4
1. B ceerre et e e e 5
2. R BRYR ottt 7
B ERAETRTR oo 8
3.1. GD licensed Data Creator..................cccuiiiiiiiiiiiiiic e 8
3.2. GD licensed Data Programmer ...............coooiiiiiiiiiiiiee 8
4. FBUBBFRIETIE oo 9
41, OEM BT ..o 10
4.2 ARTHBFEBE AR ..o 10
B RRARTTEE oo 1



‘, AN118

GigaDevice GD32H73x_75x ZH T A [ A2 ZE IR
Bz 5]

B 1-1. GD LFI JRAEIR BB oo 5

] 3-1. GD licensed Data Creator...............cccoiiiiiiiieiiiieieieee ettt st et e s e e esaeneeneas 8

& 3-2. GD licensed Data Programmer ................ccccoouiiioioioiiieie ettt saessesaenens 9



‘, AN118

GigaDevice GD32H73X_75X %ﬁ”%ﬁﬁjﬂﬁ:ﬁﬁﬁﬁﬁ
RE5I
R 51, BRI B oottt h e r et bttt et neere et e aenbe st et e tenen 11



&

GigaDevice

AN118
GD32H73x_75x Z ) T A [ 1 22 B iR

1.

L

FE G ML JF IR TG R (OEM) BeRS FRAR B A, JEL T a M nE rvEsh, it
R HERER. R, R THER K OEM MEH R B TR+, JFHH TR LHliER
(CM) HJ Rz In) Hofth % 2 8% OEM AR HL, B3 OEM AR BB « A 7 2 i
Wi SR IFORIP 2 P e 2 AT IP s XU, Gigadevice SIN T — MBI 2Md: Hi%
BUEfF2e3% (LFD , BB 2235 (LFD vF OEM [ Lh2e 421 7 \4mfE ] GD32 MC
U WIEBINAZ(R ALY, BORIER e BRI E). GD32 RABE& SRR HLE], nTLARYy
TR (AN B2 FOCEEE (E ) R mAbin.

Gigadevice [ Ti#ZAL[E 1F 2235 (Licensed firmware install, LEID &,  foi448 36 7 LA
LA NG . YEEE ARSI R 2 2Em, LRI fRE OEM [ 4Fff 58 vE . nT 5tk
MfRENE . LRRE 7 A S sh], I B3R USB A1 USART il i

FEASCRY T, DL USART BhisChE], fRIZEN4E LRI MRAE, R FE T VE4IE R, E5% ANL
31 GD32H73X 75X R F A T2 FE/H - FAF, MU 75 2Bk & Gigadevice 3K 15 .

LFI BARRAE TR Z OEM LR THIER 2, 58T Gigadevice #A4LIAH R E A, OEM =
AN R LF S, FIRAC B HSM, 224 AR THEr H T4 7, LRI FEginfEw & L1-1. GD
LFl NS,

& 1-1. GD LFI HfE~EE

i 19

/7 OEM OEM environment /
| encryption \

key (root of N
| rusD LFI file
I
I

| P) |
= (1] ! —@ o ———— |
] PCTeol ) @J B % ( @ | |
I Pl =l | |
| | & PC Tool <:I lSBST_, &= GJ |
l OEM data(user e | & ——]=—
| code, option | &) e ] |
bytes, efuse | | _ Q | |
| value) HSM - I o E &) |
‘ = , o D ciead s @ ) :
AN
— - - | o HSM MCU I
Q HSM which holds OEM key | - j O= |
AN | ]
;‘1 Encrypted and signed SBST-II \ J
m ~N —

.- Encryption key to encrypt OEM key

1. H OEM ZE4 = OEM 3 14
2. 8 Gigadevice #& At T H 44K OEM %48, S KA~ 8UE, 1763 HSM(RE1: 2 4

PR R
3. K% LFI 3, HSM AR Tl s
RILFEREERAT:

1. $HLFI 2L HSM;
& BT Gigadevice $EHL AR, A4 H P iE 1023 B N2 2% 40 (KEKD % OEM %4,
SRIG RIZEFA INZE K OEM ZEEHI ATIE . PC MUK FTIEA SBSTII BN HL, ARG E
5



GigaDevice

AN118
GD32H73x_75x Z ) T A [ 1 22 B iR

BLER AL
3. 1M Gigadevice f&HERIFHCE A, F KEK fi% OEM #4H;
4. fiif] OEM %K% OEM [E1F, SR 5 e [l 153 -

FEh, R RR R AER, ARTTHIE R 75 E % 1) OEM [E TR . (Kt OEM %45
AN K4 s, SBSTI/SBSTII AT 22 4= vk OEM % 44E 4 %) MCU . AR Ll iidn 5 R I
SBSTI (5| FM#EAZFH B 1) ISBSTII (5| FINEARTFI B 2) SN GD32 45| S INEAE T,
BARIE TESE RS T R4k OEM [ I 1) 5o B PE . AT 584 DL R A A 7 i A o 25040 1 AR 3
P,

SBSTI T Z Ihgean F:

1. RFEE OEM %IV AEFH P KEK;
2. fuZ OEM %4H;

3. IE SBSTI AAHG. A5 Bk4% 21T SBSTII:

HR, SBSTI FEEINFE MM PC 820 LFI SCfF, e OEM [/ FIC & 5l I 22 3 e 18 i X
. SBSTI ZFAFE D, W USART. DFU %,



e AN118

GigaDevice GD32H73X_75X Z B PR A 22 2 i ks

2. BB

LFI st ¥ OEM [& LS A BC B Kcdls LU SCAF RIS A gids, SRR fE 2 & /£ MCU
HRE IR A, NI PR [E PR (0 U . LRI & —Fh e S B VR 2 BRI — B e R 1) 22
P SVFEARAE A S (i OEM RUTHI& D w24 it Huh 23 OEM [l 1+,

LFI Vi fEZ sk OEM DL AR Llli& i i & & i@ 4 5598,  [AEAC & Gigadevice $#45E) HSM
SEGZIAE . RT3 RE R A 4R

B R &R (HSM) L 5T

1. %41k OEM AES %4];
GD32 W& IE IR, HTX GD32 ¥ R HATIAL, HEBGHR IV TR 74 5] 38
J¥, DMETE GD32 W |22 A 1 22 25 Jn % o] 5

3. =il GD32 A4 i .

Hrh Gigadevice $#AL[1) HSM figd 7 %, £/ HSM 5 GD32 MCU —j2fff5 OEM ZHLIE
JRVFATIE. HSM LA GD32 HL AN C, SEIL T OEM #EHM 22 A7t IEHE E . S0
fiEB I ARSI, X T HSM I 2401115 2% AN116 GD32 MCU @#Fz4
BB

OEM &4

1. #E+% Gigadevice HSM;
2. MERLANIEMER TR, #ERIT e,
3. HSMEH#EE| EAHL, FFIEM I3,

RIHERE:

3KHL Gigadevice HSM;

GD32H73X_75X MCU F#HF-&;

USB/USART %#% GD32H73X_75X MCU F#‘F& 5 LAk,
HSM 42 EAIAL.

P w DN PR



‘; AN118

GigaDevice GD32H73X_75X ,%z\ﬁu ﬂiﬁ*ﬂﬁ:ﬁﬁﬂﬁﬁ
3. BB IR

LFI A2 EE Rk OEM DA R AR T3 5 k45 Gigadevice #24LH) LFI User guide F1#4: T BTt
IERHAT B, b Gigadevice #24t T GD licensed Data Creator f GD licensed Da
ta Programmer WA LFI ST IR S DL LRI SO 22 4 2% o

3.1. GD licensed Data Creator

LFI scE#% U2 i Gigadevice B2 n#& 20, 78 LFI A9 mT LUl GD licensed Data C
reator 4= IAZAL LFI SO/, BAFS & 3-1. GD licensed Data Creator.

& 3-1. GD licensed Data Creator

File Configure Help Mode
LFT Creator LFT Parzer HEM Prozrammer MEL Creator
Firmware File | E;/Test/libtest].bin
Add
Remove
Kay |E:_,-"Test_,-'"key.bin | Browser
IV |EZ_.-"Test_.-"I1|".bin | Browszer
OptionBytes |E:f1'estf0ption35rte. ofz | Browser
EFUSE |E:_.-'"Test_.-‘"Efuse. cfg | Erowszer
Firmware Infomation
Firmware address DxB000000 Firmware size 5728
Configuration
Target buffer =ize |pxeOO0 Target Flach Fage Size (4095 E
File Version 1 w~
Target Device GD3ZHT w~
LFI File Path |E:/Testfout. gdlfi Browser
3.2. GD licensed Data Programmer

GD licensed Data Programmer iifi i = A1 1) USART i 1 5% USB ¥ [ 5 GD32H73X_75X MCU
8



e AN118

GigaDevice GD32H73x_75x R TR AL A2 Sk

T#FEHMi%E. £ GD licensed Data Programmer F13£# LFI programer,i£#% GD licensed
Data Creator £ f) LFI (14, i download 5¢ [ £F N % .

& 3-2. GD licensed Data Programmer

LFI Programmer

Configuration

Interface |COM -
HZM -
MCU GIIZH? -

GILink Com IFU

Fort Hame COM1 - Parity EVER - Baud Rate 115200 w

Data Bits 2 - Stop Bits 1 - Timeout (=) 1 -
Stage Total -
License
License |0x24020100 Browser
Firmware
SBST-TT  |0x24020200 || Browser
GDLFI File | Erowser Dowrlaad

Current progress © 0% time cost: Oms

FEIEWREBAM S, A B ALY AE S, Gigadevice iB#24E T —H F#kahfe, HIhAgn:
fic & GDM32H7 M\ 5| 5 I #HE 7 )8 21 5

1 Fii BootLoader i 4 $EUIE 15 ;

HSMA: B %2 5 VT AT IE 5

ARV ATEATINEE I SBSTII bin X142 H #sMCU SRAM;
GDMB32H7:7E 3 15T 7 7 sl 45 W Hh 18 B SCRA

Htr MCU B4 ;

%4z SBSTIl. BSS MrBA M KATAMTHE L4, Blitk, 4 BSS MrEtse sy, THK BHiE
$:3) SBSTII;

LFI SO

9. SERUITH sections HE L . RGN BB E AL

4. BAE 2R

BB 222 2 EAPIANTT T, a2 OEM JF AN (1 LFI 3, OEM it LFI ST AL
2 ARG R AT I 3G, S8R AR STAF R s AR P B 4], ORI r 5= 21
9

N o ok wbdhe

©



AN118
GD32H73x_75x Z ) T A [ 1 22 B iR

GigaDevice

LB LFL SCPE LUK HSM 2540 56 T2 AR il 2 25 VR AT, AT )3 i B AT 58 1= S AR 7
4.1. OEM T/ER

1. OEM B Tk OEM [ (bin ) ;

2. {#iF] GD licensed Data Creator #:% LFI 304 ;

3. ME HSM. Hrh HSM & e KA = HE 4 S B AT LRI SCAF license 2R 15 B o

4. AL LFI SO HSM AR Tl v
4.2. RIFERE TER

ARl i CAE AR R

1. #ERBVCCHEAEER HSM, 2% GD (1) GD licensed Data Programmer;

2. MERBERNTEG, % # H USB;

3. PC E4fiA HSM, GD licensed Data Programmer 5T, #55E T &

4. EMF N EGE, SIS, ERS R, RAETNEIILLE, HSM THEs 42 H i

10



e AN118
GigaDevice GD32H73x_75x R TR AL A2 Sk
5. ey

R 51, [RAFHE
WAS. i H#
1.0 IR 202349 H 18 H
1.1 1. %% GD32H7 {4l GD32H73x_75x 2026 4£2 A 13 H

11



e AN118

GigaDevice GD32H73x_75x R TR AL A2 Sk

Important Notice

This document is the property of GigaDevice Semiconductor Inc. and its subsidiaries (the "Company"). This
document, including any product of the Company described in this document (the “Product”), is owned by the Company
according to the laws of the People’s Republic of China and other applicable laws. The Company reserves all rights
under such laws and no Intellectual Property Rights are transferred (either wholly or partially) or licensed by the
Company (either expressly or impliedly) herein. The names and brands of third party referred thereto (if any) are the
property of their respective owner and referred to for identification purposes only.

To the maximum extent permitted by applicable law, the Company makes no representations or warranties of any
kind, express or implied, with regard to the merchantability and the fitness for a particular purpose of the Product, nor
does the Company assume any liability arising out of the application or use of any Product. Any information provided in
this document is provided only for reference purposes. It is the sole responsibility of the user of this document to
determine whether the Product is suitable and fit for its applications and products planned, and properly design, program,
and test the functionality and safety of its applications and products planned using the Product. The Product is designed,
developed, and/or manufactured for ordinary business, industrial, personal, and/or household applications only, and the
Product is not designed or intended for use in (i) safety critical applications such as weapons systems, nuclear facilities,
atomic energy controller, combustion controller, aeronautic or aerospace applications, traffic signal instruments,
pollution control or hazardous substance management; (ii) life-support systems, other medical equipment or systems
(including life support equipment and surgical implants); (iii) automotive applications or environments, including but not
limited to applications for active and passive safety of automobiles (regardless of front market or aftermarket), for
example, EPS, braking, ADAS (camera/fusion), EMS, TCU, BMS, BSG, TPMS, Airbag, Suspension, DMS, ICMS,
Domain, ESC, DCDC, e-clutch, advanced-lighting, etc.. Automobile herein means a vehicle propelled by a self-
contained motor, engine or the like, such as, without limitation, cars, trucks, motorcycles, electric cars, and other
transportation devices; and/or (iv) other uses where the failure of the device or the Product can reasonably be expected
to result in personal injury, death, or severe property or environmental damage (collectively "Unintended Uses").
Customers shall take any and all actions to ensure the Product meets the applicable laws and regulations. The Company
is not liable for, in whole or in part, and customers shall hereby release the Company as well as its suppliers and/or
distributors from, any claim, damage, or other liability arising from or related to all Unintended Uses of the Product.
Customers shall indemnify and hold the Company, and its officers, employees, subsidiaries, affiliates as well as its
suppliers and/or distributors harmless from and against all claims, costs, damages, and other liabilities, including claims
for personal injury or death, arising from or related to any Unintended Uses of the Product.

Information in this document is provided solely in connection with the Product. The Company reserves the right to
make changes, corrections, modifications or improvements to this document and the Product described herein at any
time without notice. The Company shall have no responsibility whatsoever for conflicts or incompatibilities arising from
future changes to them. Information in this document supersedes and replaces information previously supplied in any

prior versions of this document.

© 2026 GigaDevice Semiconductor Inc. — All rights reserved
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