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1. P EEREL

iR USB £l 51 R AUZESE, $THF UART LA, #H:3IEM COM M. FFRIR EHIF
IEfEsNE, 8 UART TR AL, TFARMEN TR T & P 7 Se O R AR A

AFM, R Ja < >RFIZETUNIE, [ RRIZEDEE. EERS ™ HIUTRNE.
1.1. help

SR B LI
1 A& 1-1. help 75$/17R, help 184 24 IF AR SCFF I BT A 482 51 .
ERE: BLE MEA 7 2@ ble_help R4 &% .

& 1-1. help 54

# help

ble_help

help

reboot

version

tasks

free

SYys_ps
cpu_stats
ps_stats

ping

join_group
iperf

iperf3
wifi_debug
wifi_open
wifi_close
wifi_mac_addr
wifi_concurrent
wifi_auto_conn
wifi_wireless_mode
wifi_roaming
wifi_scan
wifi_connect
wifi_connect_bssid
wifi_disconnect
wifi_status
wifi_set_ip
wifi_ps
wifi_setup_twt
wifi_teardown_twt
wifi_monitor
wifi_ap
wifi_stop_ap
nvds

1.2. reboot

SR B LI

PATZIGLTEIT AR, B HATHREE . %645 reset &8 1E 1K AL.
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1.3. tasks

ZIR B LI

PATIZIEL G KT ED task A5 B, BHVIRE, e, HESEIE LLKZ task stack 4311
B/NA2TE], task B 5 LK task T (K] stack [#) base bk, 0 & 1-2. tasks 7228~

& 1-2. tasks 4

# tasks
TaskName State Pri Stack ID StackBase
CLI task X 28 388 1 Bx200205306
WiFi core task R 18 558 7 Bx20024c68
IDLE R 5 172 9 Bx2686026b16
tcpip_thread B 19 336 4 Bx268022d4df0
Tmr Swc B 19 172 18 Bx260026196
wifi mgmt B 17 828 8 Bx20025290
BELE APP task B 17 316 3 Bx20021at8
BLE task 5 18 646 2 Bx200208=78
RX B 18 384 5 Bx20023b36
X B 268 148 & Bx260024788
1.4. free
ZAR A LI,

PAT1ZF8 2 JG K AT ED heap #5155, WHEFIA heap, CF heap, & Kffiff] heap, A
heap LA & &N F] H 1) mem block #uhi-F1k /. 4 & 1-3. free 757 .

K 1-3. free {54

#
# free

RTOS HEAP: free=145976 used=36628 max_used=52348/182594
[8]=0x0x208825b68, 56

[1]=0x8x200264e8, 24

[2]=Bx0x28627810, 24
[
[

3]-6x0x20027038, 40
4]-0x0x200272a8, 1480
[5]=0x8x20027bd@, 3768
[6]=0x8x20028acl, 107824
[7]-0x0x20048000, 32760
[8]-0x0x2004FFf8, @
#
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1.5. sys_ps

K 1-4. sys_ps 1§84
# sys_ps
Usage: sys_ps [mode]
mode: @: MNone, 1: CPU Deep Sleep

Current power save mode: 8
i

ZFe 8 7 & 1-4. sys ps #5487~, mode H 3 Ff,

A AT RCE, FTEN4TT CPU power save Fx;

0: ZEH] CPU power save.

1: J3H] CPU power save, /& deep sleep. 4 CPU 4T 4 AR H WIFi kb FHELIR S
i, ¥ E sk deep sleep, 2 J& T Hi WiFi/ble [ e sl 28T uart rx F4: E Mg,

1.6. cpu_stats

SR WA IR

PAT TR 2 SR ATEN & task 1) CPU M HITE AL, BHHALAE Running ARZS I [E AT CPU (5
K., WA 1-5. cpu_stats 75w

& 1-5. cpu_stats 54

# cpu_stats

TaskName RunTime Percentage
CLI task 8 <1%
IDLE 23259 99%
Tmr Svc 8 <1%
tcpip_thread 5 <1%
TX 8 <1%
wifi mgmt % <1%
BLE APP task 9 <1%
BLE task 21 <1%
WiFi core task 83 <1%
RX 8 <1%

1.7. rmem

ZAR AL T R N A R
B Usage: rmem <addr> [count] [width]

<addr>: WAFEHLE.

10
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[count]: BEEUAEATNEL

[width]: SEEUERIEE, FAL2 byte, JEFEZ 1, 2, 4.

1.8. version

SR WA LI

PATIZIR 2 IR AT E) SDK A, SDK AR Bt [8] LA K [ 1 hit 4% »

1.9. nvds

& 1-6. nvds 54

# nwvds

Usage: nvds clean | add | del | dump [options]
: nvds clean : Erase internal nwvds flash.
: nvds add <namespace> <key> <value> : Save data to nvds flash.
: nvds del <namespace> <key> : Delete data in nvds flash.
: nvds del <namespace> : Delete all the data in the specified namespace.
: nvds dump : Show all valid data stored in nvds flash.
: nvds dump wverbose : Show all data include invalid stored in nvds flash.
: nvds dump <namespace> : Show all data in the specified namespace.
: nvds dump <namespace> <key> : Show data by specified namespace and key.
: Hexadecimals parmeter starts with 8x, else string.

Example:
: nvds add wifi ip BxcBaB@e6d
: nvds add wifi ssid gigadevice

AR Ik & 1-6. nvds 788N,

B nvds clean

Z46 % TR s N6 nvds flash.
B nvds add <namespace> <key> <value>

Z46 % TR 753 2 nvds flash.
B nvds del <namespace> <key>

ZFa4 T MBx nvds flash -4 namespace 1 key HJ%df -
B nvds del <namespace>

%484 H TR nvds flash -5 % namespace 1% -
B nvds dump

¥ HTA nvds flash A R8T R HI K .
B nvds dump verbose

¥ HTA nvds flash 1 3R 4T ED K

11
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B nvds dump <namespace>

# nvds flash 155 namespace HI%HETTEN k.
B nvds dump <namespace> <key>

# nvds flash 15 E namespace #l key (IEE T ELHI Sk

1.10. ps_stats

ZIRAWAE L. WA 1-7. ps_stats 75EFTR,

PT84 S5 K AT E & 48 power save fH%(5 B, 135 CPU sleep IitH], CPU 4iitHf[a], WiFi
doze i8], WIiFi et [a] L& CPU sleep 5 LL Al WiFi doze 5Lk, B [A]FLALI) 2 ms.

& 1-7. ps_stats 354

# ps_stats

cpu_sleep time: 8859

cpu_stats _time: 35695

doze time: 33659

stats _time: 34553

cpu sleep: 24.8, wifi doze: 97.4
#

1.11. fatfs

& 1-8. fatfs 154
# fatfs

Usage:
fatfs create <path | path/filename>(path should end with % or /)
fatfs append <path/filename> <string>»
fatfs read <path/filename> [length]
fatfs delete <path | path/filename>
fatfs show [dir]
Example: fatfs creat a/b/c/d/f | fatfs creat a/b/fc/d.txt

AR A AE 7 ik & 1-8. fatfs 758N
B fatfs create <path | path/filename>
FEAR H = BRI R AR DY path (SR BRI 12y path+ilename ()30
B fatfs append <path/flename> <string>
] 4% A path+filename 13014 LL append 5 307 SCHEAR RS N string HH A %5 .
B fatfs read <path/filename> [length]

MBS path+filename [ 3CAF o S IF GG 12EL length A bytes %, & XK E/NT
12
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1.12.

1.12.1.

1.12.2.

1.12.3.

1.12.4.

length, SIS AR . BRIABLIBUBEA S
B fatfs delete <path | path/flename>

MR B8 A2 9 path fSCARR B SRR AT SO, sl R B8 4209 path+filename (950
B fatfs show [dir]

FTENERAR D dir BSOS A B ST ST S SO B, BRI E %
WiFi
I H ST & WIFi A% 2 148
wifi_open
ZAR A LI
ZARA H T RE WIFi Dhfg . $AT HoAth WiFi MG Ar &0, T2 O & ine WiFi. JFRBOERE3)
J&, WiFi BRE e, PRA T ZE AT 1246 % R E AL HE WIFi. 248 28 % 5 wifi_close HHAC S,
7E wifi_close ¥ WiFi <[4 5 ¥ AE WiFi. W% WiFi SifE, B OS5 TR,
wifi_close
ZAR A LI,
wifi_close RJ LLoCH] WiFi, )5 —L845 45 oy AT, & wifi_scan. wifi_connect 4.

TR T AFHFR T, FBLPITERAR, WF:

B RIRCES AP &R, MSKIF RS AP B, K555 WiFi;

B FRBCRS AP #EE:, T E B M WIF;

B JFRHCH SoftAP #ix, H A sta 5 &MIERE, WaWFiZEsE, oCH WIFi;
B JFRHCHN SoftAP #it, WA sta 4%, W E#HECH WIFi;

B WIiFi COCH], & 23R WIFD 2

wifi_debug

B Usage: wifi_debug <0 or 1>

2484 H T4 WiFi #155 debug log {5 BT ET . 0 FRKHHTEN; 1 FRRTT R ATEHL.
wifi_scan
AR IR

PAT ZFE 2 5 24T BV R RARF B 1 AP {5 5., %5 RSSI, channel, BSSID, SSID Fijn%
. WA 1-9. wifi_scan 75w .

13
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1.12.5.

1.12.6.

& 1-9. wifi_scan 54

# wifi_scan

# WIFI_SCAN: done

[@] (-34 dBm) CH- 1 BSSID-c4:7@:ab:d9:bd:11 SSID-Openlirt [OPEN]

[1] (-3@ dBm) CH= 1 BSSID=1c:5f:2b:fd:be:68 SSID=D-Link_DIR-822 [RSN:WPA-PSK CCMP/CCMP]

[2] (-42 dBm) CH= 1 BSSID=86:e5:81:9b:d4:85 SSID=fly [RSN:WPA-PSK CCMP/CCMP]

[3] (-47 dBm) CH= 1 BSSID=ba:fa:87:58:63:f6 SSID=Redmi K48 [RSN:WPA-PSK CCMP/CCMP]

[4] (-58 dBm) CH= 1 BSSID=88:3a:38:cc:2f:d8 SSID=GD-internet [OPEN]

[5] (-5@ dBm) CH= 1 BSSID=088:3a:38:cc:2f:dl SSID=GD-guest [OPEN]

[6] (-50 dBm) CH- 1 BSSID-88:3a:38:cc:2f:d2 SSID-GD-lan [OPEN]

[7] (-32 dBm) CH- & BSSID-88:c3:97:@8d:c3:70 SSID-xiaomi_da [OPEN]

[8] (-23 dBm) CH= 4 BSSID=68:77:24:bd:86:59 SSID=TP-LINK_8659 [RSN:WPA-PSK,SAE CCMP/CCMP][MFP:AES-128-CMAC]
[9] (-22 dBm) CH= 4 BSSID=72:77:24:bd:86:59 SSID= [RSN:WPA-PSK CCMP/CCMP]

[18] (-22 dBm) CH= 5 BSSID=a2:aa:95:39:57:72 SSID=HUAWEIL AX3e88 [RSN:WPA-PSK,SAE CCMP/CCMP][MFP:AES-128-CMAC]
[11] (-23 dBm) CH= 6 BSSID=6@:3a:7c:26:f3:a8 SSID=tplink 8698 [OPEN]

[12] (-48 dBm) CH= & BSSID=P8:3a:38:cc:2d:fl SSID=GD-guest [OPEN]

[13] (-48 dBm) CH- 6 BSSID-PB:3a:38:cc:2d:f2 SSID-GD-lan [OPEN]

[14] (-47 dBm) CH= & BSSID=-88:3a:38:cc:2d:f@ SSID=GD-internet [OPEN]

[15] (-49 dBm) CH- 6 BSSID-Pe:cc:ch:36:80:24 SSID-WuMingming [RSN:WPA-PSK CCMP/CCMP]

[16] (-42 dBm) CH- & BSSID-ee:cb:9d:ce:33:ad SSID-yzq [RSH:WPA-PSK,SAE CCMP/CCMP][MFP:AES-128-CMAC]
[17] (-41 dBm) CH= & BSSID=00:22:6b:68:8a:98 S5ID=cisco [RSN:WPA-PSK CCMP/CCMP]

[18] (-45 dBm) CH= 6 BSSID=82:8c:b8:9f:24:8b SS5ID=wlan_test [RSN:WPA-PSK CCMP/CCMP]

[19] (-72 dBm) CH= & BSSID=B8:3a:38:cc:@f:12 SSID=GD-lan [OPEN]

[28] (-55 dBm) CH= 11 BSSID=d6:4f:86:cb:c8:d@ SSID=iQ00 Meo5 [RSN:WPA-PSK CCMP/CCMP]

[21] (-42 dBm) CH= 9 BSSID=50:eb:f6:06:8a:18 SSID=RT-AX56U [OPEN]

[22] (-69 dBm) CH- 11 BSSID-P8:3a:38:cc:27:71 SSID-GD-guest [OPEN]

[23] (-22 dBm) CH= 11 BSSID=8c:53:c3:d8:8d:fd SSID=xiaomi_wifi6 [RSN:WPA-PSK CCMP/CCMP]

[24] (-69 dBm) CH= 11 BSSID=08:3a:38:cc:27:70 SSID=GD-internet [OPEN]

[25] (-69 dBm) CH= 11 BSSID-88:3a:38:cc:27:72 SSID=GD-lan [OPEN]

wifi_concurrent
B Usage: wifi_concurrent [0 or 1]

ZA48 4 H T4 WiFi concurrent B [( 1. 0 FoRIeH], 1 Fonfige, M AREBEIRTN, X
FTEN AT ERER A -

18 FH 1% 48 4 % B 4T F % CFG_WIFI_CONCURRENT, % % f T MSDK\macsw\export\
wlan_config.h 3 4.

wifi_connect

B Usage: wifi_connect <SSID> [PASSWORD]

ARSI TERE AP, AT iZIR I IT AT 4L T SoftAP i,
B wifi_connect <SSID>

TR AINE AP,
B wifi_connect <SSID> <PASSWORD>

AT EMER AP,

FERE R a0 & 1-10. wifi_connect 7587, HOTHIH TEZSREER. WRECER AP
B OL T BT wifi_connect 84, JFRIRS SR AP Widf, FIEHSHTR AP,

14
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1.12.7.

1.12.8.

1.12.9.

1.12.10.

& 1-10. wifi_connect 354

# wifi_connect xiaomi_4a

[8] (-34 dBm) CH= 6 BSSID=88:c3:97:8d:c3:78 SSID=xiaomi_4a [OPEN]
MAC: auth req send

MAC: auth rsp received, status = @
MAC: assoc reg send

MAC: assoc rsp received, status = @
WIFI_MGMT: DHCP got ip 192 168.3.127
iid

# wifi_connect TP-LINK_8659 12345678
MAC: deauth send

[8] (-22 dBm) CH= 4 BSSID=68:77:24:bd:86:59 SSID=TP-LINK_8659 [RSN:WPA-PSK,SAE CCMP/CCMP][MFP:AES-128-CMAC]
SAE: commit send

SAE: commit received

SAE: confirm send, status code = @
SAE: confirm received, status_code = @
MAC: assoc reg send

MAC: assoc rsp recelved, status = @
WPA: 4-1 received

WPA: 4-2 send

WPA: 4-3 received

WPA: 4-4 send

WIFI_MGMT: DHCP got ip 192.168.1.168
E:3

wifi_connect_bssid

B Usage: wifi_connect_bssid <BSSID> [PASSWORD]

%4845 wifi_connect 54384k, 2 ) SSID A&k | BSSID, i H7EAZ.
wifi_connect_eap_tls

B Usage: wifi_connect_eap_tls <SSID>
ZIRAEH EAP-TLS WU SRERE AL AP,

ZIE RA<SSID>— N2, EHTR E M HAN KM, WHIES, &/ imiEBEC 25 SDK
(NZL R

wifi_disconnect

ZIE B IR
PATZIB L S5 AN S5 AP . $0AT GEh B 24T EE S -
MAC: deauth send

MGMT: disconnect complete

wifi_auto_conn

B Usage: wifi_auto_conn [0 or 1]

ZIES M TR ERTITILE SER AP. 0 FoR A A 3, 1 R0R 33, A5 BRI,
SATEN AT B E

WARBCE T HSER, HUCGERE AP BRI AP 5 B RAF S flash . B UGERE AP A28
e ISR AP LA AP, TR S IR R AR YR flash w1 (1 AP {5 2 H 2hiERE AP, Wik

BOE B SRR B R AP, JTRCGE R Ja AN 2 HBhER AP,
15
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1.12.11.  wifi_status
ZAE LA IR

1.12.12.

PATIZAR 2 Ja B LURHT BN A JT T AR WIFT RS -
WiFi 457G =FE L, 43772 SoftAP, monitor 1 station. AR~ 48 44T BNF{E BA AR,

& 1-11. wifi status 75237 .

& 1-11. wifi_status 54

# wifi_status
WIFI Status:

WiFi VIF[@]: 76:ba:ed:71:09:1@
SoftAP
Status: Started
SSID: ap_test
Channel: 6
Security: WPA2
IP: 192.168.237.1
Client[B]: 76:ba:ed:ff:ff:02

# wifi_status
WIFI Status:

WiFi VIF[@]: 76:ba:ed:71:09:18
Monitor

# wifi_status
WIFI Status:

WiFi VIF[@]: 76:ba:ed:71:09:18
STA
Status: Connected
SSID: TP-LINK_8659
BSSID: 68:77:24:bd:86:59
Channel: 4
Bandwidth: @
Security: WPA3
RSSI: -22
IP: 192.168.1.100

# wifi_status
WIFI Status:

WiFi VIF[B]: 76:ba:ed:71:89:18
STA
Status: Disconnected

192.168.237.158

FAT R 2HT WIFT BE% ) MAC Hhib; 55 — 47 2907 WIFi e fRiat, R ik = At g —

o

AP R, £ EIRE, SSID, channel, In# 7zl 1P sk, GnRAEAEERRIE AP /%
%, e RIRIXEE ISR, A MAC Hitibfl 1P Hiklk, 2% &KIRHT .

station #3z0, WIiFi Status $&87~ 481 WiFi W& 275 2iZE#3] AP, Connected Fr &,
Disconnected F/n RiERE. COEEMEN N Eo8iZ AP [ SSID, BSSID, channel 25{5 ..

wifi_monitor

B Usage: wifi_monitor stop | start <channel>

%R 5 v & 1-12. wifi_monitor #587x. 164 wifi_monitor start <channel> T i3

3 monitor #30, 42 MK channel; 54 wifi_monitor stop - 2% 4] monitor #5331

16
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1.12.13.

1.12.14.

#: 31 station 1.

& 1-12. wifi_monitor 34

F

# wifi monitor

Usage: wifi_monitor stop | start <channel:
start: start the monitor mode.

<channel»: 1~14.

stop: stop the monitor mode.

#

wifi_ps

B Usage: wifi_ps [mode]

& 1-13. wifi_ps 54

# wifi_ps
Current ps mode: 2

Usage: wifi_ps [mode]
mode: @: off, 1: always on, 2: based on traffic detection

E=:

%48 A8 70 & 1-13. wifi_ps #247~, mode H 3 fi1,

0: %£H power save;
1. J&3 /] power save, iz /& Normal mode, WiFi Bilul— B 4T power save #ixl;

2: JiJH power save, & Dynamic mode, WiFi SO AR YE WiFi TX/RX K ik E 2
HENE H power save #iE;

AN B IR T T ED 24 AT WIFT power save 13,
wifi_ap

B Usage: wifi_ap <ssid> <password> <channel> [-a <akm>[,<akm 2>]] [-hide <hide_ap>]
ZA62 M T TR 8k ] SoftAP 855X, 11753540 £ 1-14. wifi ap 75-$F7% .

A 1-14. wifi_ap 5§4

L3
# wifi_ap
Usage: wifi_ap «ssid» <password» <channel> [-a <akm>»[,<akm 2>]] [-hide <hide_ap>]
<ssid»: The length should be between 1 and 32.
<password>: The length should be between 8 and 63, but can be "NULL" indicates open ap.
<channel»: 1~13.
[-a <akm>[,<akm 23>]]: only support following 5 AKM units: open; wpa2; wpa3; wpa2,wpa3 or wpa3,wpal,
default wpa2.
[-hide <hide_ap»]: @ means broadcast ssid or 1 means hidden ap, default @.
for example:
wifi_ap test_ap MULL 1 -a open -hide @, means an open ap in channel 1 and can broadcast ssid.
wifi_ap test_ap 12345678 1, means an WPA2 ap in channel 1.

#

Hr, ssid A FF SR . password HEONNULLYEF, F B E B — open AP, -a Bt B4
17
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20, MANIT R IR AP FURACE-a i s ey 2, BRI wpa2 i .

1.12.15. wifi_stop_ap
ZARAWATIRI, ATi%154 )5 SoftAP #xki 151k, HI% N station .
1.12.16. wifi_set_ip

B Usage: wifi_set_ip dhcp | <ip_addr/mask_bits> <gate_way> | dhcpd <ip_addr/mask_bits>
<gate_way>

ZAEAH T T BRI IP 83 @i DHCP X A 3I3kEL IP, 5i# SoftAP #=X M &k IP i
W%, {5 40 & 1-15. wifi_set_ip 7587w .

& 1-15. wifi_set_ip ¥4

# wifi_set_ip
wifi_set_ip: invalid input
Usage: wifi_set_ip dhcp | <ip_addr/mask_bits> <gate_way> | dhcpd <ip_addr/mask_bits> <gate_way>
dhep: get ip by start dhcp, only for STA mode
ip_addr: ipvd addr to set.
gate way: gate way to set.
dhcpd: use new ip addr to restart dhcp server, only for SoftdP mode
Example: wifi_set_ip 192.168.8.123/24 192.168.8.1
wifi_set_ip dhecp
wifi_set_ip dhcpd 192.168.0.1/24 192.168.8.1

1.12.17. wifi_mac_addr

B Usage: wifi_mac_addr [XX:XX:XX:XX:XX:XX]

ZIRAH T E WIFi IGE MAC Hihl, % 2 )5 75 EHAT wifi_close Fil wifi_open $54Jkf#
WEAN, reboot BT HLH 5 2 3.

ABCEET, CHATET 2T MAC Hidik.
1.12.18. wifi_wireless_mode

B Usage: wifi_wireless_mode [bg or bgn or bgnax]

%454 T 5 & WIFi /) wireless mode, mode # 3 #i%#%: bg, bgn LK bgnax, ¥WE 5
T ELHAT wifi_close F1 wifi_open 54 k¥ B 4L, reboot B H H J5 5 K A4

ABCE R, KT ED 24 ET wireless mode.
1.12.19. wifi_roaming

B Usage: wifi_roaming [enable] [rssi_threshold]

ZAR4 M T & WIFi station FxQCIELORS T E AL & RSSI AR 45 R 2L 1T roaming X
TIDIRE »
B wifi_roaming

18
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GigaDevice
FTEIA AT E .
B wifi_roaming [enable] [rssi_threshold]
enable vy 0 i}, %[ RSSI roaming Bhfg; N 1 B fdifE.
rssi_threshold J{#if RSSI roaming ZhfiE N RSSI BME, B4/ 0.
1.12.20. wifi_setup_twt
B 1-16. wifi_setup_twt 54
# wifi_setup twt
Invaild parameters!!
Usage: wifi_setup_twt <setup type> <flow> <wake interval exp> <wake interval mantissa> <mini
wake> [wake unit]
setup type: ©: Request, 1: Suggest, 2: Demand
flow: @: Announced, 1: Unannounced
wake interwval exp: TWT Wake Interwal Exponent , @ - 31
wake interval mantissa: TWT Wake Interval mantissa, 1 - @xFFFF
TWT Wake Interval = (wake interval mantissa) * 2*(wake interval exp) us
mini wake: max 255, Minimum TWT Wake Duration = (mini wake) * (wake unit)
wake unit: 8:256us, 1:tu(1624us), default wake unit 8
E:3
ZARA A8 7 ik & 1-16. wifi_setup twt 79-SFTR,
B setuptype, request &/~ TWT S84 2 th AP #fi € ; suggest F/x TWT S4ii i XU th
i : demand Fox TWT 24 STA e, AREIEH.
B flow, announced #/x STA K5 75 2 Ki% PS-poll 5t QOS-NULL HE-TB PPDU k%
5 AP H O E4EEK; unannounced #r STA BER G A7 Z 5 41 AP.
B wake interval exp, TWT Wake interval i A2 5 H0 75
B wake interval mantissa, TWT Wake interval i15 A s0H f5E s 355 BAHHEA R E
Kl
B miniwake, M TWT SP JF4f, &Z AT awake RAHIRTIE, HA7H wake unit i & .
B wake unit, mini wake [fJ5.47, 0 7R 256us, 1 i~ 1024us, ERIMESE O,
1.12.21.  wifi_teardown_twt
B Usage: wifi_teardown_twt <flow id> [negotiation type]
AR A T4k —2% TWT it
m flowid, FHFELLK TWT M id.
B negotiation type, TWT Teardown Frame ' negotiation type =Bt fI{E, ERIAN 0.
1.12.22. wifi_listen_interval

B Usage: wifi_listen_interval [interval]

B interval: O: listen beacon by dtim, 1 - 10, the interval of listen beacon.
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1.12.23.

1.13.

1.13.1.

ZAR A H T BB R TR R T beacon M i A RE -
I %452 | Bz EBE T R = L™ E A i 5

wps

B Usage: wps pbc | pin <pin code>
ZiRA M TR WPS TiREFEAN AP,

®m  wps pbc

f#F WPS PBC #: 3K

B wps pin <pin code>

% Ff WPS PIN £z,

WiFi APP

ping

B Usage: ping <target_ip | stop> [-n count] [-] size] [-i interval] [-t total time]

%384 H TiHT ping test.

target_ip AZ&Xf itk . IPv4 #3502 <ipv4_addr>, IPv6 /&<-6ipv6_addr> (InHfHfE T IPv6).

Hr, count 52 ping LINEE: size B K, #fI2 byte; interval 2K GLIEKE, B2 ms;
total time J& 2 1TH ], BAALZ s. BRIMEHL R count 4 5, size 4 120, interval A 10, total
time Af#fH; WIR{EH total time I, count 5 interval &I AHIEM, interval 2Rkl
1000ms, count K55 total time {8

ping &4 A% 77 v & 1-17. ping 72875,
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& 1-17. ping 354
16:84:22.596 # ping 192.168.1.1
16:04:22.599 # [ping_test] PING 192.168.1.1 128 bytes of data
16:04:22.647 [ping_test] 128 bytes from 192.168.1.1: icmp_seqg=1 time=19 ms
16:04:22.648 [ping_test] 128 bytes from 192.168.1.1: icmp_seg=2 time=1 ms
16:84:22.649 [ping_test] 128 bytes from 192.168.1.1: icmp_seq=3 time=2 ms
16:84:22.698 [ping_test] 128 bytes from 192.168.1.1: icmp_seq=4 time=4 ms
16:84:22.788 [ping_test] 128 bytes from 192.168.1.1: icmp_seq=5 time=1 ms
16:84:22.782 [ping_test] 5 packets transmitted, 5 received, 0% packet loss
16:84:22.783 [ping_test] delay: min 1 ms, max 19 ms, avg 5 ms
16:84:23.769
16:84:31.693 # ping 192.168.1.1 -n 3
16:84:31.694 # [ping_test] PING 192.168.1.1 120 bytes of data
16:84:31.697 [ping_test] 128 bytes from 192.168.1.1: icmp_seq=1 time=1 ms
16:84:31.698 [ping_test] 128 bytes from 192.168.1.1: icmp_seq=2 time=1 ms
16:84:31.782 [ping_test] 128 bytes from 192.168.1.1: icmp_seq=3 time=1 ms
16:84:31.742 [ping_test] 3 packets transmitted, 3 received, 8% packet loss
16:84:31.743 [ping_test] delay: min 1 ms, max 1 ms, avg 1 ms
16:84:32.457
16:84:39.214 # ping 192.168.1.1 -n 3 -1 1600
16:84:39.217 # [ping_test] PING 192.168.1.1 1880 bytes of data
16:84:39.218 [ping_test] 1888 bytes from 192.168.1.1: icmp_seq=1 time=1 ms
16:04:39.265 [ping_test] 1888 bytes from 192.168.1.1: icmp_seq=2 time=1 ms
16:04:39.266 [ping_test] 10808 bytes from 192.168.1.1: icmp_seq=3 time=1 ms
16:04:39.270 [ping_test] 3 packets transmitted, 3 received, 8% packet loss
16:04:39.272 [ping_test] delay: min 1 ms, max 1 ms, avg 1 ms
16:84:39.826
16:85:82.193 # ping 192.168.1.1 -n 3 -1 580 -i 5000
16:85:82.194 # [ping_test] PING 192.168.1.1 580 bytes of data
16:85:82.196 [ping_test] 568 bytes from 192.168.1.1: icmp_seg=1 time=1 ms
16:85:87.231 [ping_test] 5688 bytes from 192.168.1.1: icmp_seq=2 time=6 ms
16:85:12.289 [ping_test] 5688 bytes from 192.168.1.1: icmp_seq=3 time=3 ms
16:85:12.211 [ping_test] 3 packets transmitted, 3 received, 0% packet loss
16:85:12.215 [ping_test] delay: min 1 ms, max 6 ms, avg 3 ms

16:85:15.208

16:11:03.842 # ping 192.168.1.1 -n 3 -1 580 -i 5600 -t 5

16:11:83.844 # [ping_test] PING 192.168.1.1 580 bytes of data

16:11:83.845 [ping_test] 5688 bytes from 192.168.1.1: icmp_seq=1 time=8 ms
16:11:84.859 [ping_test] 5688 bytes from 192.168.1.1: icmp_seq=2 time=3 ms
16:11:85.876 [ping_test] 5688 bytes from 192.168.1.1: icmp_seq=3 time=1 ms
16:11:06.843 [ping_test] 5688 bytes from 192.168.1.1: icmp_seq=4 time=1 ms
16:11:87.868 [ping_test] 588 bytes from 192.168.1.1: icmp_seq=5 time=1 ms
16:11:87.861 [ping_test] 5 packets transmitted, 5 received, 8% packet loss
16:11:87.867 [ping_test] delay: min 1 ms, max 8 ms, avg 2 ms

B ping stop

ping stop F T4 1k ping test, 14 1-18. ping stop 774$7x,

&l 1-18. ping stop 44
# ping 192.168.1.1 -n 2 -1 50@ -i 5008 -t 50
# [ping_test] PING 192.168.1.1 580 bytes of data
[ping_test] 588 bytes from 192.168.1.1: icmp_seg=1 time=1 ms
[ping_test] 568 bytes from 192.168.1.1: icmp_seg=2 time=1 ms
[ping_test] 588 bytes from 192.168.1.1: icmp_seq=3 time=1 ms
[ping_test] 588 bytes from 192.168.1.1: icmp_seg=4 time=1 ms
ping stop
# [ping_test] 4 packets transmitted, 4 received, B% packet loss
[ping_test] delay: min 1 ms, max 1 ms, avg 1 ms

1.13.2. join_group

B Usage: join_group <group ip €9:224.0.0.5>

PATZIEL

HITF A AL R AP PUTIZIE S5 TR BCR I — D Z 3k 4L,  filtn:
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1.13.3.

B join_group 224.0.0.5

HAEME A sniffer 7] DLIEFE 2 $AT G INEIT A ACK H 59 IGMP B 3E
iperf3

iperf3 $5-4- 18 F iperf3 347 /A 45 38 B 3t

iperf3 -h

W A 1-19. iperf3 -h 7524F7~, B IUEATEDH iperf3 $5 4 FH LT,
& 1-19. iperf3 -h 54
#F

# iperf3 -h

Usage:

iperf3 <-s|-c hostip|stop|-h> [options]
Server or Client:

-1# seconds between periodic bandwidth reports
-p # server port to listen on/connect to
Server specific:
-5 run in server mode
Client specific:
-c <host>» run in client mode, connecting to <host>

- use UDP rather than TCP

—b #[KMG][/#] target bandwidth in bits/sec (8 for unlimited)
(default 1 Mbit/sec for UDP, unlimited for TCP)
(optional slash and packet count for burst mode)
time in seconds to transmit for (default 18 secs)

[KMG] length of buffer to read or write
set the IP "type of service’

Wit
H* H H

iperf3 -s [options]

m  iperf3 -s

TFE—A iperf3 server, BRIAMEW 11 5201 | TCP/UDP i . Ak oA BRI -
H  -p <port>

W R S5 v WA 3 1, port Y [l 0-65535, ERiA 5201,

2445 iperf3 -s -p 5003

JIR 453 7 5003 3 11 T

® - <interval>

BEE T ENRINR S A E 3 (nterval IX—%1), #4714 second (7)), JEHIZ 0.1-60 DL K
0. MWEN O BAREKAFTENAIAMEN S, R &g R, B2 4.

2445): iperf3 -s -i 0.5,

5 FHTERRAS SR (9 F 3914 0.5s.
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iperf3 -c <hostip> [options]
B iperf3 -c <hostip>

TR —A iperf3 i) client ¥, 15 IP Jy<host>H] server fEER AU L 5201 #E47 TCP &z, H
R T E5 9 BB

| -U

T2 —A iperf ) client ¥, J£5 ip A<host>ff] server fEE A% H 5201 i#E4T UDP 4%, -u ik
U@ S5-b A, ¥8 0 K% M0 77 %8 .

®m -p <port>

BB R 1, 7 5 RS s T ) s R (R
B - <interval>

-i LI 5 RS i AH [ .

B -b <bandwidth/number>

bandwidth ¥.47°4 bits/sec, #%34: data[KMG]. 41 50K, 50k &% 50000, F/ i wikEN
50Kbits/sec; 4 bandwidth >4 0 i, F/REABR . udp ERIN 1 Mbit/sec, tcp &8~ JEBR .

bandwidth J5 [ AN f1“/number”i, iperf3 SARIE R EIR A RKKE, HHIARTE W w B H
BURIEI B OEE, AR5 BB £ DLSF 35 B[] ) B 3%

2445 iperf3 -c 192.168.3.132 -u -b 200k

bandwidth J& [ J11“/number’ii}, # A burst mode, iperf3 £x— %4k % 1% 45 52 & (number)
6L, A TR R, (AR — bR (R (R, FLIEREI 2.

2445): iperf3 -c 192.168.3.132 -u -b 200k/60

B -t<time>

BB HAE A ], DLEP g Az, BRME A 10,
B | <length>

WHEBLE buffer K, AN byte, ¥ N: data[KMG], 5-ni&TMHE. udp iz Fi%E
B E N 1472, tep B T E N 1460,

® -S <QOS value>

BB MR EEEER QOS k4257, Number JE [y 0-255, A LUE A 16 #E4] (Ox AIERT). 8
HEH (0 BT ESRT) A110 #Ed, 1 0x16 == 026 == 22,

iperf3 stop

%454 T4 15 iperf3 Ml
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iperf3 test example

B JPRRGMANERFE—A AP, REEEHS IP.
- JFRMRAEH wifi_connect 5 %4 AP, wifi_status 84 & & IP.
B LT IF iperf3 $8 4% H, FFaAIR .
- server i ST S : iperf3 -s -p <port> -i <interval>
- client iRFEEI#4THE4: iperf3 -¢c <host> -I <length> -p <port> -i <interval> -u -b
<bandwidth/number> -t <time>
- HA, -l -ps -is -us -by SUIETATEE ., -p SETRAAT server 5 client [R] I A FLAE AR
)5 - 326 X599 i T] A =] B A5 FH HLAE AT AN [R] s

- ﬁﬂﬁﬂ:
- iperf3 -s -p 5004 -i 1
- iperf3-c 192.168.1.104 -1 1460 -p 5004 -i 2 -t 20 /ITCP

- iperf3-c 192.168.1.104 -1 1472 -p 5004 -i 4 -t 30 -u -b 50M //UDP
W server i HiATHE 5 SR E LA BT EME B, & VREAT server CLAT T HAEXS L port 1T,
client Jii BT 45 2 Ja MRALS I A2 [ AT BTS2

113.4.  iperf

iperf 11541 ] iperf2 #EAT I 2 It iperf BRINIZATAE top #EaX, udp ABE0s 2 i -u 12673
fRE. THRIELHHRKIET GEERNE).

iperf -h

i A& 1-20. iperf -h 7531 7~, & IUKBATENH iperf 5 4 A0 G T .

& 1-20. iperf -h 354

# iperf -h
Iperf: command format error!
Usage:
iperf <-s|-c hostip|stop|-h> [options]
Client/Server:
-u # use UDP rather than TCP
-i# seconds between periodic bandwidth reports
-1 # length of buffer to read or write (default 1468 Bytes)
-p # server port to listen on/connect to (default 5881)
Server specific:
-5 run in server mode
Client specific:
-b # bandwidth to send at in bits/sec (default 1 Mbit/sec, implies -u)
-S # set the IP "type of service’
-¢ <host» run in client mode, connecting to <host>
-t # time in seconds to transmit for (default 18 secs)
#

iperf -s [options]

B iperf-s

FFiE —A~ iperf2 ) TCP #::U1) server, ERIATE 5001 3 RN, HARIEUAERIAME .
m  iperf-s-u
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HJE— iperf2 i) UDP # 5K server, BRIATE 5001 ui O WEHT, HAMEDUYERAE.
B - <interval>

BEE B TR 45 R R (nterval 1IX—%1)), #4574 second (F2), a2 1-3600 2 8]
AR (AR E A N U, BRI 1.

® - <length>

WEESEMXIKE, $AE byte, BRILE 1460bytes, udp fK{EH 2380, tcp HRfH N
4380. udp &N 1472, tcp Hy 1460.

| | -p <port>

VAR 5% i W 5 1. port Y@ 0-65535, ZRiA 5001.

iperf -c <hostip> [options]
B iperf -c <hostip>

FFE—/ iperf2 [ client ¥ii, 5 ip A<host>[f] server fEEK AN 1 5001 1T TCP %, H
A TR ER A -

B iperf -c <hostip>-u

JFE— iperf3 ] client %, Jf15 ip A<host>M] server fEER A 11 5001 #E1T UDP iz, H
IR TN BRAME -

B - <interval>

B | <length>

-l - BT E 5 RS A ] o

m  -p<port>

VB R i A R I 1, 55 IR 45 v e T £ 3 11 A )
B -b <bandwidth>

bandwidth .47 4 bits/sec, #% 3\ : datalKMG]. 1 50K 50k 2 50000, %7~ 5 A 50Kbits/sec;
4 bandwidth 24 0 i}, FREA R, BRILA 1 Mbit'sec. H7E UDP #X (i FH

B -t<time>
BB SR E . BRIAZ 10 7,
B -S <QOS value>

WHE IP B QOS k42KA . number JE[Iy 0-255, wILAfE A 16 #EH] (Ox AU ESF) B
10 k], 40 0x16 = 22.
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iperf stop

%R

A Tk iperf2 M.

iperf2 test example

B IPRRSMEHLERR 1 AP, REEEBHS IP.

FF RS wifi_connect 5 4-1%4: AP, wifi_status 8§ & & F IP.

WEHLATIT iperf2 454 % 1, ITARIIHA.

server Ui AT HE 4

iperf -s -p <port> -i <interval> -| <length> /ITCP

iperf -s -p <port> -i <interval> -| <length> -u //UDP

client 3ifi 8 RI$47 5 4

iperf -c <host> -| <length> -p <port> -i <interval> -b <bandwidth/number> -t <time>
-S <number>//TCP

iperf -c <host> -| <length> -p <port> -i <interval> -u -b <bandwidth/number> -t <time>
-S <number>//UDP

Her, oL -p. -iv -u. -b. -t -SETHATIE.

VR -p iETAAZ server 5 client [RS8 A ELAEAR R i 328 200 4 b ] A ] B FH
BAERIARE; -u EILZ0 server 5 client [H]FHEH

fian

iperf -s -p 5004 -i 1 /ITCP

iperf -s -p 5004 -i 1 —u //UDP

iperf -c 192.168.1.104 -1 1460 -p 5004 -i 2 -t 20 -S Oxe0 /ITCP

iperf -c 192.168.1.104 -1 1472 -p 5004 -i 4 -t 30 -S Oxe0 -u-b 50M //UDP

B server TR A5 S AEE LB FHTEIE B, 5 YRkl server CTIF HAEXS K port 10T,
client Ji PAT 45 4 Ja ML T A2 (A T BTt 2

1.13.5. ssl_client

%R

A% ] MbedTLS #4H1F528l—4 HTTPS Client, i% Client 1] LAijjis] HTTPS Server I 51
BT H
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& 1-21. ssl_client 4

# ssl_client

[-method Method] [-postdata Postdatal
Example:

ssl_client -h www.baidu.com

ssl_client -h 192 168.3.100 -p 4433

ssl_client -h www. .com -cs c@2f

ssl_client -h w .com -cs c@13

ssl client -h w .com -cs 2f, 35

ssl_client -h www.baidu.com -ss @

ssl _client -default

ssl_client -h 192.168.3.180@ -p 4433 -cert rsal

ssl _client -h 192.168.3.18@ -p 4433 -cert ecp_chain

username=werty&password=erfgss
Option:

-h host: server host name or ip
-p port: server port
-cs cipersuite: ciphersuite number
3C - MBEDTLS_TLS_RSA WITH_AES_128_CBC_SHA256
-ss cipersuiteset: ciphersuite set number 8 - 7
8 - MBEDTLS_TLS_RSA WITH_AES_128 CBC_SHA256
- MBEDTLS_TLS_RSA WITH_AES_256_CBC_SHA256
- MBEDTLS_TLS_RSA_WITH_AES_128_CBC_SHA

ecp_chain}
rsal - TLS_CRT_1_RSA_1024_SHA256
rsa2 - TLS_CRT_1_RSA_2048_SHAl
rsa3 - TLS_CRT_1_RSA_3@72_SHA256
ecpl - TLS_CRT_1_ECDSA_PRIME256V1_SHA256
ecp2 - TLS_CRT_1_ECDSA_SECP3B84R1_SHA384
ecp3 - TLS_CRT_1_ECDSA_BRAINP512R1_SHAS512
ecpd - TLS_CRT_1_ECDSA_SECP521R1_SHA512
rsa_chain - TLS_| CRT 3_RSA_2048_ SHAS12
ecp_chain - TLS_CRT_3_ECDSA_SECP521R1_SHA512

-path path: path of url

if method is post, must use -postdata option

#

Usage: ssl_client [-h Host] [-p Port] [-cs CiperSuite] [-ss cipherSuiteSet] [-cert CertType] [-path Path]

ssl_client -h passport.jd.com -p 443 -method post -path /new/login.aspx -postdata

-cert type: type is choosed from {rsal, rsa2, rsa3, ecpl, ecp2, ecp3, ecpd, rsa_chain,

-method method: method of http request: head, get, options, trace, post

-postdata postdata: request data of http request, only use when http request method is post

& 1-21. ssl_client 72875,

B ssl_client -default

5 FHBR AR B S2 I HTTPS Client, % client T LL3ji il HTTPS Server:

B -hhost

JIR 55 2% 1544 B 1P stk
® -pPort

Ik 55 48 3 115

B -cs CiperSuite

7 1 R 55 a4 P ) BB R

B -ss cipherSuiteSet

7 1 i 55 a4 ) A = AR A

-Ccs W 5-ss TR 75 (4 —Fr, 7 A5 YIS J A A\ 0 2 10

B -cert CertType

fEFER VT %525, CertType ZARTEARAD H H & L HE.

2 I AR 1B T

www.baidu.com.
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B -path Path

url $dk ) —# 7, SEAEGHHA .

B -method Method

HTTP ik 7%, GET, HEAD, TRACE, POST %, &5+ FdE4 iRl n] LA FE.
B -postdata Postdata

HTTP iR 7513y POST B FI%N A 25

1.13.6. ota_demo

2R A OTA BIRE, T LUMZE S i 55 4 L SR ECHT [ 1198 J5 HEAT [ 11 5 -

& 1-22. ota_demo 354

# ota_demo
Usage: ota_demo <ssid» [password] <srvaddr:> <imageurl:
<ssid»: The length should be between 1 and 32.
[password]: The length should be between 8 and 63, but can be empty indicates open ap.
<srvaddr>: IPv4d address of remote OTA server needded to set. eg: 192.163.0.123.
<imageurl>: The length should be between 1 and 127.
for example:

ota_dmeo test_ap 192.168.3.188 image-ota.bin, means connect to an open AP

and update the image-ota.bin from 192.168.3.1@@.

H  ssid

AP ) SSID. %1% AP J& Al LAV il z8 5 Al 55 2% o

B password
AP D, Wiz AP J& OPEN AP AR 24 .
B srvaddr

23 IR 55 251K IPv4 Mtk .

B imageurl

T ) URL Hhdik .
1.13.7. ali_cloud

ARSI T BRI o AT SCREPIA T30, —Fi& smart config, 75 —#i/Z SoftAP.
B Usage: ali_cloud <mode>

B <mode>: 1 - smart config, 2 - softap config, O - stop alicloud
1.13.8. mqtt
ZAR4A S T —A matt client. 1% client AT DA NIRSS 4%, SR 1T BR/EGH T B/ ATTH B .
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& 1-23. mqtt 354

# mgtt
Usage:
mgtt <connect | publish | subscribe | help | ...> [param@] [paraml]..
connect <server_ip»> <server_port default:1883> <encryption: 8-3> [<user_name> <user_password:]
encryption: @-no encryption; 1-TLS without pre-shared key and certificate;
encryption: 2-TLS with one-way certificate; 3-TLS with two-way certificate;
publish <topic_name> <topic_content> <gos: 8~2> [retain: 8/1]
subscribe <topic_name» <qos: 8~2> <sub_or_unsub: B8/1 @ q is sub; @ is unsub>
disconnect --disconnect with server
auto_reconnect --set auto reconnect to server
client_id [gigadevice2] --check or change client_id

egl.
mgtt connect 192.168.3.181 8885 2 vic 123
eg2.
mgtt publish topic helloworld 1 @
eg3.
mgtt subscribe topic @ 1
egd.
mgtt subscribe ?

mqtt help

FTED matt F8 N4

mqtt connect <server_ip> <server_port default:1883> <encryption: 0-3>

[<user_name> <user_password>]

maqtt client 3 AR %5 28464

m  server_ip

M55 2 ) 1Pva Huht SRS . ASSCHF 1PV Hdik.

B server_port

e 55 48 ) 3 11

B encryption

NS asrnET7 e 0. ANINE: 1: TIEHTC PSKINE: 2: BFEAIE; 3: XUAAE.
B user_name user_password

g5 as AR Bt P 44 530S, IR LRI .

mqtt publish <topic_name> <topic_content> <qos: 0~2> [retain: 0/1]
maqtt client & A 74 454

B topic_name

NSV ER By

m topic_content

HENE.

m  gos: 0~2
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1.13.9.

1.13.10.

0: HERLZEW R, WRRESEZRHE: 1. BIERDER—X, TRSRBIESHE,
2. s Aafle R,

B retain: 0/1

0: RBWASWH BT RREHE S 1 RS BRI N IREHEE.
mqtt subscribe <topic_name> <qos: 0~2> <sub_or_unsub: 0/1>
mqtt client 1T l/HUE T HTH S84

m topic_name

VT AT VT ) PR P 3 R A R

m qos: 0~2

[Tl

B sub_or_unsub: 0/1

0: HUHITE: 1. Tk

mqtt disconnect

maqtt client 5 k%5 ds W ERAE 4.

mgqtt auto_reconnect [0: disable; 1: enable]
mqtt client Bz EZE R ERS. 0: ZILANEE; 1: FREANEIE.

mqtt client_id [new client id]

maqtt client {24 client id 54 . A% ASHU 24T ED4HT client id.

azure

AR IR

PATJE AN =

coap_client

ZIE A T —/ coap client. % client 7] LA [A] 5 /& 24 coap server X M. URI [ E5J8

B Usage: coap_client [-m get|put] [-v log_level] [-N] <URI> [data]

B -m get|put

get: 477 client f/ GET AikviA URI %5 put: 2477 client fFH PUT 4558 URI 8508

B -vliog_level
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FT-48 %€ 2471 client 1 log level, log_level Jil#4 0-8, Z3Jl%fR. EMERG /ALERT/CRIT /
ERR /WARN / NOTICE / INFO / DEBUG / OSCORE. kil log level 24 6-INFO.
E -N
LA H-N LT, R AT client K2R %A Non-Confirmable Message, 75 U ERA N
CON-Confirmable Message.
m URI
7 coap server [rHbhEFIR 5535 8 B EARZE, #: coap://192.168.1.1/example, FinRk%5 4%
frig 192.168.1.1, 47l 75 Z5 ik 55 % L URI Jy example P53
m data
* client f#F PUT J57kR, data A& client b 55T A 55 85 P9 4TS URI BEJ8 0 HL AR Y 25
1.13.11. coap_server
ZIE A T — coap server.
B coap_server
J5 &0 coap server.
B coap_server stop
{% 1k coap server.
1.13.12. socket_client
%454 H LwIP Sockets API SZ3L 7 —4 TCP/UDP % /' uifi, 1] L5 IR 45 i i 2 98 15
B socket_client <0:TCP or 1:UDP> <remote ip> <remote port>
B remote ip: JIRZ 3 IPv4 Hilik. remote port: ARSI 15 .
1.13.13. socket_server
ZA8 48 LwiP Sockets API SEEL T —> TCP/UDP 453y, % g o] LA N H 3815
B socket_server <0:TCP or 1:UDP> <server port>
B server port: AR5 S 5.
1.13.14. socket_close

%454 F T2 ] TCP/UDP % 7 5t/ IR 55 it o
B socket close <fd>

B fd: TCP/UDP % /" i/ AR 55 i 5of . ) B4 iR 7
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1.13.15. socket_get_status
ZAa 4 F T 3REUE A LwiP Sockets API SE8L[K TCP/UDP %5 7 i/ i 45 bifs IR A
ZAR S BAT IR I

1.14. BLE

M H 5 F A ble AH3EH6 4 11748,
114.1.  ble_help

A BT IR

U1 & 1-24. ble_help 75< (msdk configuration) J% /& 1-25. ble_help 754 (msdk_ffd
configuration) fii7x, ble_help 842 ble fif 184 %4 . R¥E configuration fIAFE, Af
DU FI 1 ble #64-t&A F X 5, FTLA ble_help #5451 R 1 N B A — K¢

Kl 1-24. ble_help 84 (msdk configuration)

# ble_help
BLE COMMAND LIST:

ble_enable

ble disable

ble ps

ble courier wifi
ble_ adv
ble_adv_stop

ble adv restart
ble_disconn
ble_remove_bond
ble list_sec_devs
ble set_auth

ble pair
ble_encrypt
ble_passkey

ble compare

ble peer_feat
ble peer wver

ble param_update
ble_get rssi

ble set dev name
ble set_pkt_sirze
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1.14.2.

K 1-25. ble_help 54 (msdk_ffd configuration)

# ble_help
BLE COMMAND LIST:

ble enable

ble _disable

ble ps

ble courier_wifi
ble_adv

ble adv stop
ble_adv_restart
ble_scan

ble scan_stop
ble list_scan_devs
ble sync
ble_sync_cancel
ble sync_terminate
ble sync_ctrl
ble_conn

ble cancel conn
ble_disconn
ble_remove_bond
ble list sec_dews
ble set_auth

ble pair
ble_encrypt

ble passkey

ble compare

ble peer_feat
ble peer wver
ble_param_update
ble get rssi

ble set_dev_name
ble_set_phy

ble get phy

ble set_pkt size

ble_enable

ZIEQBAT IR

ble_enable HT4T7F ble, 47 H At ble fHoXar4 0, THELE ble FI N TA A K. HK
W IERJE 35 » ble BRAAFT I, AR T B HAT 28 S R EE T ble. %154 8% 5 ble_disable
A, 7E ble M5 1# 154 ble_enable, ble Xt AWIMIRAS, H ALK E B ble_disable

& 1-26. ble enable 7584fi7~, ble XG4T ble_enable, ble ¥4, & M EIx reset [
E: 4 ble CITJF, HHSHR ble CHTITS
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& 1-26. ble_enable #£4

# ble_disable

ble disable success

# ble enable

# BLE local addr: AB:89:67:45:23:01, type @x0
=== BLE Adapter enable complete ===

# ble_enable
ble already enable
#

1.14.3. ble_disable
ZAR WA IR
ble_disable 7] LAJCIH] ble, 5 —4E45 4K J0ik AT, 4 ble_ady, ble_scan, ble_conn 4.

ZIEL AT IR 24 ble BALFHAT reset 01, S5 5CH] ble, FIMLTF AR AL T AR H T HI
ITEER WA ESR, Pl

TERIBAFTIT ble AR ThfE, W ERE K ble;

TFRIE 4@ T connection, <2 IT K5 peer Wik, #RJ5 5% ble;
FFEMATH T advertising, W< KRk stop advertising, & J& 5%/ ble;
FERMATIF T scanning, M2 JF &R stop scanning, A J5 5% ble;

ble ¢, W& H4:427% ble Tk,

W1 & 1-27. ble disable 7547, ble_disable 3447 f5 4T EIEER .

& 1-27. ble_disable 4

# ble disable

ble disable success

#

# ble adv @

ble is disabled, please "ble_enable’' before
Error!

# ble disable

ble is disabled, please 'ble_enable’ before
Error!

#

1.14.4. ble_ps

B Usage: ble_ps <0 or 1>

%384 HRECE ble 1) power save Ihfg, BRIAEFEHIRES. 24 ps mode & 1 K, JE A power
save Bz, 7EXAHFSSAHEELE adv/scan interval [8] 1A KT 5ms B, #f44xik ble core
HEN sleep, KT EIhkE. 24 psmode v 0 i, 5] power save 1, ble core N4 sleep

W1 & 1-28. ble_ps #5417, ble_ps $AT 52 FTEIHIR .

34



c AN153

GigaDevice GD32VW553 %ZIKTE{/%%F TE,‘ >
&l 1-28. ble_ps 154

# ble_ps
Current ps mode: 1
Usage: ble ps <@, 1>
@: ble not deep sleep
1: ble deep sleep and support external wake-up

# ble_ps @
ble ps config complete. ps mode: ©
# ble ps 1
ble ps config complete. ps mode: 1
#

1.14.5. ble_courier_wifi

B Usage: ble_courier_wifi <0:disable or 1:enable>

%364 P SRAT T Bl o6 P P IE I (BE B WFT 48 IhRE, BRINZThAE SR LI . $TITZThRES
W Kk advertising OCEEFHLEG R, P LMER UG /MEF “GD W BCM 7 AT HAE.
KHZINRE G, advertising 2455 ] .

1 A& 1-29. ble_courier wifi 75#4i7~, ble_courier_wifi 347 J5 24T EIHEIR

K 1-29. ble_courier_wifi 154

# ble_courier_wifi

Usage: ble courier wifi <B:disable; 1l:enable>

#

# ble_courier_wifi 1

bowl_adv_mgr_evt_hdlr state change 8x8 ==> 8x1, reason 8x@
ble courier_wifi ret:@

# bcwl adv mgr evt hdlr state change 8x1 ==> Bx2, reason Bx@
bcwl adv mgr evt hdlr state change 8x2 ==> @x3, reason @x@
bcwl_adv_mgr_evt_hdlr state change 8x3 ==> @xd, reason @x8
bowl_adv_mgr_evt_hdlr state change @x4 ==> Bx6, reason Bx@

# ble courier wifi @

ble courier wifi ret:8

# bcwl_adv_mgr_evt_hdlr state change 8xb ==> Bx2, reason Bx8
bowl_adv_mgr_evt_hdlr state change 8x2 ==> 8x8, reason @x@

1.14.6. ble_adv

B Usage: ble_adv <adv type>

%384 H T4 JF advertising, A1 4 7] DAL e BLE W& KL %EH:, il adv type 7]
DL B )% 35 N legacy advertising(scannable connectable undirected),extended
advertising(connectable undirected), periodic advertising(undirected periodic).

msdk configuration 1X 37 ¥ 1 2l advertising, msdk_ffd configuration 7] [A] i 37 #¢ 2 2 advertising.
TEE H B W & BRI IE B2 J5 X BL Y] advertising 2 #5152 15, (HAN 2B .

1 & 1-30. ble_adv ##47~, ble_adv #4752 EIER, 4 adv state 2y Ox6 W5, IR
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B, HMRRPATRIL. advindex a7~ >k, WA T ble_adv_stop 5k ble_adv_restart
B4, il ~ER adv idx 24 0.

& 1-30. ble_adv ¥4

# ble adv
Usage: ble_adv <adv type>
<adv type>: advertising type, value @ ~ 2

# ble adv @

adv state change 8x8 ==> @x1, reason Bx0@
adv index @

# adv state change Bx1 ==> 8x2, reason @x@
adv state change Bx2 ==> @x3, reason @x0
adv state change 8x3 ==> @x4, reason Bx0
adv state change Ox4 ==> Bxb, reason Bx8

B: legacy advertising, 1: extended advertising, 2: periodic advertising
support 2 advertising sets at the same time

1.14.7. ble_adv_stop

Usage: ble_adv_stop <adv idx> [remove]

adv idx: advertising index, 1T ble_adv 7417 log A Al PAZREL

remove: K~ stop advertising & /& 75 75 & remove #:/f, BRIME N 1, advertising stop
JG2=4% remove; #ACEE N 0, KA remove advertising, 7] LLifiid ble_adv_restart
BT advertising, iZ#{E4:tt ble_adv JT /& advertising /b —AN G & i £ .

%484 H T K advertising .

11 & 1-31. ble_adv_stop 75377~ ble_adv_stop #1475 24T ElE7= . 24 stop — M EEE ) adv

idx IF, 2x37 fail 345 H3F 0 (1 status.

& 1-31. ble_adv_stop 354

# ble adv_stop @

# adv state change Bx6 ==> Bx2, reason Bx@
adv stopped, remove 1

adv state change Bx2 ==> BxB, reason Bx@

# ble_adv _stop 1 @
# adv state change Bx6 ==> Bx2, reason Bx@
adv stopped, remove @

# ble adv_stop @
stop adv fail status Gx48
#

1.14.8. ble_adv_restart

Usage: ble_adv_restart <adv idx>
adv idx: advertising index, AT ble_adv A7 41 log H 0] EAFRHL
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1.14.9.

Z484 H T EBJT A advertising. LA RN 5t advertising 7] LA ble_adv_restart #
start: —s&7f ble_adv #JFF advertising J51F°4 slave #7EZ, XN advertising # stop:;
—EPAT “ble_adv_stop <idx>0” J5, X[ advertising &t stop IRZEE A # remove.

Wi & 1-32. ble _adv_restart 75$)17~, ble_adv_restart $W1T /52 FTEIR/R, 24 adv state ly
0x6 I}, R~ restart success, HMIAKM; 47 adv idx NIETER index, K2FTENRMH &,

& 1-32. ble_adv_restart 54

# ble adv 8

adv state change BxB ==»> Bx1, reason Bx@
adv index @

# adv state change Bx1 ==»> Bx2, reason Bx@
adv state change Bx2 ==»> Bx3, reason Bx@
adv state change 8x3 ==»> Bxd, reason Ox@
adv state change Bxd ==»> Bxb, reason BxB
ble adv stop @ ©

# adv state change Bxb ==> Bx2, reason BxB
adv stopped, remove 8

# ble adv restart ©
# adv state change Bx2 ==»> Bx6, reason Ox@

# ble adv restart 1
restart adv fail @x48
#

ble_scan
ZAR AW T
%454 AE msdk_ffd configuration T AJ L fH

M T#IJF scan ThRg, MBS S SPATEIHR, QORFB AL, WA thhb2EA, rssi
name # dev idx 2%, H:th devidx 7] I3k connect B sync. %415 B — HICRH
BIFUHT— XK scan B AT ble_disable. T LLf# ] ble_scan_stop /&1L scan IfE.

U & 1-33. ble_scan #5478, ble_scan $UAT )5 23T IR,

& 1-33. ble_scan 354

# ble_scan

# Ble Scan enabled status 8x8

new device addr AB:8B:16:98:45:D4, addr type 8x8, rssi -93, sid @xff, dev idx @, peri_adv_int 8, name
new device addr B8:7C:6F:A9:80:91, addr type @x@, rssi -76, sid @xff, dev idx 1, peri adv_int @, name
new device addr 61:A2:D2:6C:AB:32, addr type 8x1, rssi -91, sid @xff, dev idx 2, peri_adv_int &, name
new device addr 7D:F5:F7:70:77:8C, addr type 8x1, rssi -65, sid @xff, dev idx 3, peri_adv_int @, name
new device addr 79:C8:B9:84:03:AA, addr type @x1, rssi -62, sid @xff, dev idx 4, peri adv_int @, name
new device addr 85:55:95:51:C4:D7, addr type 8x1, rssi -81, sid @xff, dev idx 5, peri_adv_int &, name
ble_scan_stop

# Ble Scan disabled status 0x8
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1.14.10. ble_scan_stop
L ALY N
ZAR LB IR
%8 A1V msdk_ffd configuration T~ AJ LLAEH .
F-F5%14] scan Ihfg. success )i status 4 0, 751 fail
W1 & 1-34. ble_scan_stop 7#£<i7r, ble_scan_stop $UAT /G & FTENHR IR .
A 1-34. ble_scan_stop &4
# ble_scan
# Ble Scan enabled status @x@
new device addr A@:0B:16:90:45:D4, addr type 8x8, rssi -93, sid @xff, dev idx @, peri_adv_int @, name
new device addr B8:7C:6F:A9:80:91, addr type 8x8, rssi -76, sid @xff, dev idx 1, peri_adv_int &, name
new device addr 61:A2:D2:6C:AB:32, addr type 8x1, rssi -91, sid @xff, dev idx 2, peri_adv_int 8, name
new device addr 7D:F5:F7:70:77:8C, addr type 8x1, rssi -65, sid @xff, dev idx 3, peri_adv_int @, name
new device addr 79:(8:B9:04:83:AA, addr type 8x1, rssi -62, sid @xff, dev idx 4, peri_adv_int 8, name
new device addr @5:55:95:51:C4:D7, addr type @x1, rssi -81, sid @xff, dev idx 5, peri adv_int @, name
ble_scan_stop
# Ble Scan disabled status @x8
1.14.11. Dble_list_scan_devs
2 ALY N
AR B IEI
ZHE A1V AE msdk_ffd configuration T AJ LA#H .
M T AW BT —X scan | HJ#%, 257K dev idx Hl device addr.
1 & 1-35. ble_list_scan_devs 7547, ble_list_scan_devs $4T )5 2T EI$EIR
K 1-35. ble_list_scan_devs 5%
# ble_scan
# Ble Scan enabled status @x8
new device addr A@:@B:16:90:45:D4, addr type 8x@, rssi -93, sid Oxff, dev idx @, peri_adv_int @, name
new device addr B8:7C:6F:A9:88:91, addr type @x@, rssi -76, sid @xff, dev idx 1, peri_adv_int @, name
new device addr 61:A2:D2:6C:AB:32, addr type @x1, rssi -91, sid @xff, dev idx 2, peri_adv_int @, name
new device addr 7D:F5:F7:7@:77:8C, addr type @x1, rssi -65, sid @xff, dev idx 3, peri_adv_int @, name
new device addr 79:08:B9:04:03:AA, addr type 8x1, rssi -62, sid Oxff, dev idx 4, peri_adv_int @, name
new device addr @5:55:95:51:C4:D7, addr type 8x1, rssi -81, sid @xff, dev idx 5, peri_adv_int @, name
ble scan_stop
# Ble Scan disabled status 8x@
# ble_list scan_devs
dev idx: @, device addr: AB:©B:16:98:45:D4
dev idx: 1, device addr: B8:7C:6F:A9:80:91
dev idx: 2, device addr: 61:A2:D2:6C:AB:32
dev idx: 3, device addr: 7D:F5:F7:7@:77:8C
dev idx: 4, device addr: 79:08:89:84:83:A4
dev idx: 5, device addr: B85:55:95:51:C4:D7
1.1412. ble_sync

B Usage: ble_sync <dev idx>
B devidx i A scan list FERHEL

ZIEAVAE msdk_ffd configuration T A] LAf#

%454 H T sync periodic advertising, 37 sync i FE 75 BAEEF scan THEEFTIF, LR
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1.14.13.

1.14.14.

DG A AT LK scan DiREK . sync )< 4TEl sync idx H&, HT ble_sync_terminate &%
ble_syc_ctrl 54 . %54 22N IT periodic advertising report ThfE, Pt 7EUF] periodic
advertising & 30 J5 app 2T EIAHICH &, 45 75 2551 report Dige, 7 ble_sync_ctrl 54«

U1 A& 1-36. ble_sync #5477, ble_sync #1475 & T El#EIR.

& 1-36. ble_sync 4

<dev idx>:
#

# ble_scan
# Ble Scan
new device
new device
new device
new device
new device
new device
new device
new device
new device
new device
new device
new device

# periodic
new device
new device

# ble sync
Usage: ble_sync <dev idx>

device index in scan list

enabled

addr
addr
addr
addr
addr
addr
addr
addr
addr
addr
addr
addr

ble sync 10

sync
addr
addr

AC:
B8:
8C:
@2:
2F:
52:
54:
7F:
17:
52:
AB:
7A:

status Bx@

4D:8D:F1:
AS:
B7:
FE:
c2:
DC:
DC:
AC:
67:
Fo:
45:
SE:

7C:
EA:
DE:
E7:
D3:
BB:
27:
Fl:
7F:
89:
21:

6F:
48:
69:
1E:
19:
C2:
8D:
41:
4aD:
67:
82:

1@:
8@:
B9
19:
CB:
FC:
FA:
63:
DF:
15:
23:
Dé:

idx 1, state 1
35:09:3B:FF:22
17:3A:A0:10:A2

synced. sync idx 1, addr

periodic sync idx 1, state 2
periodic device

FE,
91,
o,
5A,
B7,
E2,
6,
6E,
30,
A7,
o1,
cs,

111,
:DE,

periodic device
periodic device
periodic device

reported, addr AB:89:67:

addr
addr
addr
addr
addr
addr
addr
addr
addr
addr
addr
addr

addr
addr

type 8x1,
type 8x@,
type 9x0,
type @x1,
type @x1,
type 8x1,
type @x1,
type @x1,
type @x1,
type @x1,
type 8x@,
type Ox1,

type @x1,
type @x1,

AB:89:67:
45:23:01

reported, addr AB:89:67:45:23:01
reported, addr AB:89:67:45:23:01

rssi -64, sid
rssi -74, sid
rssi -71, sid
rssi -76, sid
rssi -9@, sid
rssi -67, sid
rssi -72, sid
rssi -93, sid
rssi -75, sid
rssi -9@, sid
rssi -5@, sid
rssi -74, sid

rssi -96, sid
rssi -97, sid

45:23:01

exff, dev idx
Bxff, dev idx
exff, dev idx
Bxff, dev idx
Bxff, dev idx
Bxff, dev idx
Bxff, dev idx
oxff, dev idx
@xff, dev idx
Oxff, dev idx
Bx1, dev idx 18,

L I N N

exff, dev 1dx 11, peri_adv_int @, name

Bxff, dev idx 24, peri_adv_int @, name
exff, dev idx 25, peri_adv_int @, name

peri_adv_int
peri_adv_int
peri_adv_int
peri_adv_int
peri_adv_int
peri_adv_int
peri_adv_int
peri_adv_int
peri_adv_int
peri_adv_int
peri_adv_int

@, name
@, name
@, name
@, name
@, name
@, name
@, name
@, name
@, name
@, name
80, name BLE-DEV-81:23:45:67:89:ab

ble_sync_cancel

SR BAT IR

%454 AE msdk_ffd configuration T AJ LL{# fH «

7E1§ ] ble_sync 354 7144 [F periodic advertising 1H %A BN F B, A LS %6 4K

BOH [R5 1A o

U & 1-37. ble_sync_cancel #5$¥/77~, ble_sync_cancel $147 )5 24T El#ER .

K 1-37. ble_sync_cancel 54

# ble_sync 7
# periodic sync idx 1, state 1

# ble sync_cancel
per sync cancel success
# periodic sync idx 1, state 3
periodic sync idx 1, state @

ble_sync_terminate

B Usage: ble_sync_terminate <sync idx>
B syncidx: 7EM ble_sync #5461 sync I H & 3REL .

%454 F T terminate $55E 1) sync 5% .
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1.14.15.

%8 A1V msdk_ffd configuration T~ AJ LLAEH

W1 & 1-38. ble_sync_terminate 752</i/~, ble_sync_terminate $47 5 &+ El$E s .

& 1-38. ble_sync_terminate #54

# ble_sync

Usage: ble_sync <dev idx>

<dev idx>: device index in scan list

#

# ble_scan

# Ble Scan enabled status 8x@

new device addr 4C:4D:@D:F1:1@:FE, addr type @x1,
new device addr B8:7C:6F:A9:80:91, addr type 8x8,
new device addr 8C:EA:48:87:69:(9, addr type @x@,
new device addr B2:DE: addr type @x1,
new device addr 2F:E7: addr type @x1,
new device addr 52:D3: addr type @x1,
new device addr 54:BB: addr type @x1,
new device addr 7F:27: addr type @x1,
new device addr 17:F1: addr type @x1,
new device addr 52:7F: addr type @x1,
new device addr AB:89: H addr type @x@,
new device addr 7A:21:82:9E: addr type @x1,
ble_sync 18

# periodic sync idx 1, state 1

new device addr 35:(9:3B:FF:22:11, addr type @x1,
new device addr 17:3A:A@:10:A2:DE, addr type @x1,

# ble_sync_terminate

Usage: ble_sync_terminate <sync idx>

<sync idx>: periodic advertising sync index
# ble sync terminate 1

periodic sync 1dx 1, state 4

# periodic sync idx 1, state @

periodic sync idx 1, state 2

periodic device synced. sync idx 1, addr AB:89:67:
periodic device reported, addr AB:89:67:45:23:01
periodic device reported, addr :45:23:81
periodic device reported, addr :45:23:01
periodic device reported. addr :45:23:01

rssi -e4,
rssi -74,
rssi -71,
rssi -76,
rssi -9@,
rssi -67,
rssi -72,
rssi -93,
rssi -75,
rssi -9@,
rssi -58,
rssi -74,

rssi
rssi

-96,
97,

45:23:01 |

sid
sid
sid
sid
sid
sid
sid
sid
sid
sid
sid
sid

sid
sid

dev idx
dev idx
dev idx
dev idx

oxff, )
1
2
3
dev idx 4,
5
6
7
8

exff,
exff,
exff,
exff,
exff,
exff,
exff,

3
’
;
3

dev idx
dev idx
dev idx
Bxff, dev idx
@xff, dev idx 9,
0x1, dev idx 1@,

’
;
3
3

@xff, dev idx 11, peri_adv_int @,

peri adv_int
peri_adv_int
peri_adv_int
peri_adv_int
peri adv_int
peri_adv_int
peri_adv_int
peri_adv_int
peri_adv_int
peri adv_int
peri_adv_int

@, name
@, name
@, name
@, name
@, name
@, name
@, name
@, name
@, name
@, name
80, name BLE-DEV-@1:23:45:67:89:ab
name

Oxff, dev idx 24, peri_adv_int @,
@xff, dev idx 25, peri_adv int @,

name
name

ble_sync_ctrl

B Usage: ble_sync_ctrl <sync idx> <report>
B syncidx: T2 M ble_sync fi &6 sync Ihi H & H3REL.

%354 AE msdk_ffd configuration T AJ LL{# fH

%384 M T T L periodic advertising report TifE, BRIk report TIRERZFTITH), FRIKE

sync FIHRIC, ¥e BiE app.

W1 A 1-39. ble_sync_ctrl 75$)/i7~, ble_sync_ctrl $U4TJ5 & 4T ElFER
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1.14.16.

& 1-39. ble_sync_ctrl 4

periodic device reported, addr AB:89:67:45:23:81
periodic device reported, addr AB:89:67:45:23:81
periodic device reported, addr AB:89:67:45:23:01
periodic device reported, addr AB:89:67:45:23:81
periodic device reported, addr AB:89:67:45:23:81
ble_sync_ctrl
Usage: ble sync_ctrl <sync idx»> <report:
<sync idx»: periodic advertising sync index
<report>: control bitfield for periocdic advertising report
bit ©: report periodic advertising event
# periodic dewice reported, addr AB:89:67:45:23:81
periodic device reported, addr AB:89:67:45:23:81
periodic device reported, addr AB:89:67:45:23:81
periodic device reported, addr AB:89:67:45:23:81
periodic device reported, addr AB:89:67:45:23:01
periodic device reported, addr AB:89:67:45:23:81
periodic device reported, addr AB:89:67:45:23:81
periodic device reported, addr AB:89:67:45:23:81
periodic device reported, addr AB:89:67:45:23:81
periodic device reported, addr AB:89:67:45:23:81
ble sync ctrl 1 @
# periodic dewvice report ctrl status 9x@

ble_conn

B Usage: ble_conn <dev idx>
B devidx 7 M scan list F13KE .

ZHE A1V AE msdk_ffd configuration T AJ LA#H .

ZARASH T s kiEiER, #AT %2007 BT ble_scan SIS B R dev idx, &%
BB ok &, Kk g

un & 1-40. ble conn 754$Fi7x, ble_conn $4T /G 2T B4R . W AERL LT 24T BN R B4
log, H:A conn idx 75 Z{E ble_disconn, ble_pair, ble_encrypt &5y 4+ 1 £,

K 1-40. ble_conn 4

# ble_scan

# Ble Scan enabled status @x@

new device addr 36:35:87:B1:CA:7D, addr type Ox1, rssi -75, sid Oxff, dev idx
new device addr 4B:73:32:D6:24:65, addr type 8x1, rssi -94, sid @xff, dev idx
new device addr CC:89:67:45:23:01, addr type 8x8, rssi -41, sid @xff, dev idx
new device addr B8:7C:6F:A9:808:91, addr type 8x8, rssi -74, sid @xff, dev idx
new device addr 77:B1:A9:CC:E@:8B, addr type 8x1, rssi -94, sid @xff, dev idx
new device addr 57:CB:E6:E5:85:93, addr type Ox1, rssi -91, sid @xff, dev idx
new device addr 5E:82:4A:6A:18:68, addr type 8x1, rssi -63, sid @xff, dev idx
new device addr 7@:3F:81:48:EC:47, addr type 8x1, rssi -92, sid @xff, dev idx
new device addr 49:55:1F:6@:FA:7D, addr type Ox1, rssi -94, sid @xff, dev idx
new device addr 45:A2:52:2B:DE:67, addr type 8x1, rssi -98, sid @xff, dev idx
ble_scan_stop

# Ble Scan disabled status @x@

peri_adv_int

B name
, peri_adv_int
3
3

a
8, name
8, name GD-BLE - ©1:23:45:67:89:cc
8, name

peri_adv_int @, name
a
@
a
a
a

peri_adv_int
peri_adv_int name

peri_adv_int

B »
, peri adv_int @, name
, peri_adv_int @, name
peri_adv_int

R name
, peri_adv_int

’
, name

W00 SO RN @

# ble_conn

Usage: ble_conn <dev idx>

<dev idx»: dev index in scan list
#
le_conn 2

==>» init conn starting idx 1, wl used @

==> init conn started idx 1, wl_used @

onnect success, conn idx:@, conn hdl:@x]

===> 1init conn idle idx 1, wl_used @ reason @x@

le pkt size ind: conn idx @, tx oct 251, tx time 2120, rx oct 251, rx time 21290
conn_idx @ encrypted, pairing lvl @x@ status @x25

conn idx: @, peer version: @xb, subversion: @xc, comp id @xc2b

conn idx: @, peer feature: Ox@0000@@ff70179ff

#b
# =
|
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1.14.17. ble_cancel_conn

ZIR WA LI

%8 A1V msdk_ffd configuration T~ AJ LLAEH .

ZAE A H T HUE A BRI E R . {EHUAT ble_conn f§ 4 5 It AR R ThIE BN, W E I
ble_cancel_conn SKREUHIEZERAE . IS 1%L, 75 EZWiHF, nJHAT ble_disconn 54

11 & 1-41. ble_cancel _conn 757w,
N idle RZE T RIRHAT L

& 1-41. ble_cancel_conn g4

ble_cancel_conn $4TG<>4TE47%, 4 init conn 3

# ble_scan
# Ble Scan
new device

enabled status 9x@

addr BA:E2:AC:E6:73:48, addr type 8x1,
new device addr CC:89:67:45:23:81, addr type ©x8,
new device addr 4C:AD:@3:32:B8:FF, addr type 8x1,
ble_scan_stop

# Ble Scan disabled

rssi
rssi
rssi

status @x@
# ble_conn 1

# ===> init conn starting idx 1, wl_used @
===> init conn started idx 1, wl_used @

ble_cancel_conn
=> init conn disabling idx 1, wl_used @ reason @x@
==> init conn idle idx 1, wl_used 8 reason 8x@

# ble_cancel_conn
cancel connect fail status @x43

-97, sid @xff, dev idx @, peri_adv_int @, name
-38, sid @xff, dev idx 1, peri_adv_int @, name GD-BLE - 81:23:45:67:89:cc
-72, sid @xff, dev idx 2, peri_adv_int @, name

#
1.14.18. ble_disconn
B Usage: ble_disconn <conn idx>
B conn idx 7£ %% E57. connection success I £:#TE1, T M ble_conn H & H3kEL.

%4 BT WTF 24 @ 1 connection.

& 1-42. ble_disconn 7547, ble_disconn 4T j5 & 4T ENHEIR .

&l 1-42. ble_disconn #4-

# ble_scan
# Ble Scan
new device
new device
new device
device
device

enabled
addr B8:
addr 6B:
addr CC:
addr 5B:
addr AB:
device addr 55:
new device addr 57:
ble_scan_stop

# Ble Scan disabled
ble conn 2

> 1nit conn starting idx 1, wl_used @

===> init conn started idx 1, wl used @

connect success. conn idx:@, conn_hdl:@x1

===> init conn idle idx 1, wl_used @ reason @x@

le pkt size ind: conn idx @, tx oct 251, tx time 2128,
conn_idx @ encrypted, pairing_lvl @x@ status @x25

status @x@

7C:6F:A9:80:91,
5@:35:8E:6D: 44,
89:67:45:23:01,
6E:DC:46:92:36,
B6:16:90:45:D4,
16:5F:A2:D9:55,
39:4F:F4:83:5@,

addr
addr
addr
addr
addr
addr
addr

rssi
rssi
rssi
rssi
rssi
rssi
rssi

exe,
ex1,
axe,
ax1,
exa,
ex1,
exl,

type
type
type
type
type
type
type

status @x@

conn idx: @, peer feature: @x0@Q0EROFf7AL79ff

# ble_disconn

Usage: ble_disconn <conn idx>

<conn idx>: index of connection to disconnect
#
# ble disconn @

# dTsconnected. conn idx: @, conn_hdl: @x1 reason @x16

conn idx: @, peer version: @xb, subversion: 8xc, comp id @xc2b

-87, sid @xff, dev idx @, peri_adv_int @, name

-96, sid @xff, dev idx 1, peri_adv_int @, name

-38, sid @xff, dev idx 2, peri_adv_int @, name GD-BLE - 81:23:45:67:89:cc
-63, sid @xff, dev idx 3, peri_adv_int @, name

-96, sid @xff, dev idx 4, peri_adv_int @, name

-72, sid @xff, dev idx 5, peri_adv_int @, name

-68, sid @xff, dev idx 6, peri_adv_int @, name

rx oct 251, rx time 2120
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1.14.19. Dble_list_sec_devs

ZIR WA LI

HF# flash FF4%R bonded device 18 B A4 HTIELE connect ) device /5 8. HPads
devidx. id_addr. LTK fll IRK Z{5 &,

W1 & 1-43. ble_list_sec _devs #5</i7~, ble_list_sec_devs $47 )5 24T EI$ER .

& 1-43. ble_list_sec_devs 54

# ble_list sec_devs

======= dev idx @ =========

-3 sec device cur_addr 80:8C:67:21:EF:9F

- sec device id_addr 88:8C:67:21:EF:9F

local key size 16, ltk(hex): 12d8157d8147eb7853f4212aadb37cca
peer key size 16, ltk(hex): 68a78d36Bc5288bcflfdbedcdfeclld

peer irk(hex): #4ccl178f4c11d8b79def464e279b1chb

======= dev idx 1 ==s=======

--» sec device cur_addr CC:89:67:45:23:081

--» sec device id_addr CC:89:67:45:23:01

local key size 16, ltk(hex): 7eeb6fdB8eZeb316beel2ad376aBd5e96
peer key size 16, ltk(hex): d098c8f4d864b60AT65757d7f864f5¢6

peer irk(hex): ad2lcb6a2af8Bbleel54bcB8@56F9fdd7

local csrk(hex): 192a8793f937f9dbd8e30ab2832493

peer csrk(hex): elaa971a9fa7fdcB99%e6aabbf920222f

#

1.14.20. ble_remove_bond

B Usage: ble_remove_bond <dev idx>
B devidx T E M ble_list_sec_devs 154 H3kHEL,

SIS TMER &K bond 58, Hixis& A TIERRE, 2%WITELHMER bond 5
S, flash HHT R Py 7 tORE ISR

U1 & 1-44. ble_remove bond 75417, ble_remove_bond #1475 3T ENHER
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GigaDevice
&l 1-44. ble_remove_bond #£4
# ble list sec_devs
======= dev idx @ =========
--» sec device cur_addr 88:0C:67:21:EF:9F
--» sec device id addr 88:8C:67:21:EF:9F
local key size 16, ltk(hex): 12d8157d8147eb7853f4212aadb37cca
peer key size 16, ltk(hex): 68a78d36Bc5288bcflfdbedcdfelclln
peer irk(hex): 4ccll78f4c11d8b79defd464e279b1chEb
#
# ble remove_bond
Usage: ble remove bond <dev idx>
<dev idx>: device index in bond list
#
# ble remove_bond @
remove bond success
#
# ble list sec_devs
======= ]ist empty =========
#
1.14.21. ble_set_auth

B Usage: ble_set _auth <bond> <mitm> <sc> <iocap>

AR T I E B A OX e B A T IR IO B, R SR P I A BGRRY, 2

T SCFF AR 10 fE15

WHRALCE T bond flag, B&FLX KIh G & R1F peer [f) LTK. IRK fil CSRK %5 £ % flash; AL
& mitm flag F27R SCHRF R RN B CR A, 285 %0 i B S RE, FTARAE 10 B8 7 R BEA A e 77 =G

A sc flag RonB& L FF L s, #Fotunth 32, nhdit ECDH %5 458 Sk Az s K 3
ZH; HlE jocap AT LUEBEAERCKLFE FAE 1 10 BE /1, SCFF display only, display yes no,

keyboard only, no input no output, keyboard display £ /7 2.

U1 A& 1-45. ble_set_auth 754i7~, ble_set_auth $4T )5 24T EIHR.
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& 1-45. ble_set_auth £4

# ble_set_auth
Usage: ble_set_auth <bond> <mitm>» <sc> <iocap>
<bond>: bonding flag for authentication
@x@8: no bonding
@x@1: bonding
<mitm>: mitm flag for authentication
@x@08: mitm protection not required
@x@1: mitm protection required
<sc»: secure connections flag for authention
@x@0: secure connections pairing is not supported
@x@1: secure connections pairing is supported
<iocap>: io capability to set
@x@0: display only
@x@1: display yes no
8x02: keyboard only
8x@3: no input no output
8x04: keyboard display
#
# ble_set_auth 1 8 @ 2
ble set auth success.

1.14.22. ble_pair

B Usage: ble_pair <conn idx>
B conn idx 7£ %% E57. connection success I 4:3TE1, T M ble_conn H & H3REL.

Zie A H T 23 5w iE LM &R ATECT, B R B DAAR AT F T s BRI A
11 & 1-46. ble_pair 723 717~, ble_pair U475 2 3TEIHR IR .

& 1-46. ble_pair 354

# ble_pair

Usage: ble_pair <conn idx»

<conn idx>: index of the connection to pair

#

# ble_pair @

# bond ind, key size 16, 1tk: @xbf528921c3f9e555e3b71972b8951ca7
rcv remote irk: @xdccll78f4cl1dBb79defd64e279blctb

rcv remote identity addr: ©x80:0xc:0x67:8x21:0xef:@x9f, type @
conn_idx @ pairing success, level @x1 1ltk_present 1 sc @

local key size 16, 1tk(hex): 6d99cb37938ada239034ac67dc32a7f9
peer key size 16, ltk(hex): bf528921c3f9e555e3b71972bB951cay
peer irk(hex): 4ccl178f4cl11d8b79def464e279b1cb6

bond data ind: gatt start_hdl @, gatt_end_hdl 8, svc_chg hdl @, cli info 1, cli_feat @, srv_feat @

1.14.23. Dble_passkey

B Usage: ble_passkey <conn idx> <passkey>
B conn idx 7£ %% E57. connection success I £:#TE1, T M ble_conn H & H3kEL.

ZIE M T 51 EE LR B A AT RN ML R passkey(6 A7 (4), 52 5% i — 204
REBCRT R o

1 & 1-47. ble_passkey 754/i7~, ble_passkey 11T J5 24T ENHRR
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K 1-47. ble_passkey 7564

# ble_set_auth 1 1 @ 2

ble set auth success.

# ble_pair @

# conn_idx @ waiting for user to input key ......
ble passkey

Usage: ble_passkey <conn idx> <passkey>

<conn idx>: index of connection to input passkey

<passkey»: passkey value to input, should be 6-digit value between B@88E8 and 999999
#

# ble_passkey 8 366279

input passkey®: 366279 passkeyl: @

# bond ind, key size 16, ltk: @xe7b672e24a320a327567cc89d208c2104

rcv remote irk: @xdccll78f4clld8b79defd64e279b1ckb

rcv remote identity addr: ©@x8@:0xc:8x67:8x21:8xef:0x9f, type @

conn_idx @ pairing success, level @x5 ltk_present 1 sc @

local key size 16, ltk(hex): 9957c1d57108148fdf36cdbc7ebdcf8f3

peer key size 16, ltk(hex): e7bb72e24a28a327567ccB89d208c2fp4

peer irk(hex): #4ccll178f4c11d8b79def4642279blchb

bond data ind: gatt_start_hdl @, gatt_end_hdl @, svc_chg hdl @, cli info 1, cli feat @, srv_feat @

1.14.24. Dble_encrypt

B Usage: ble_encrypt <conn idx>
B conn idx 7£ %% &7 connection success I 4:3TE1, T M ble_conn H & H3REL.

AR TR LTI, WOREER O A TINEIRE, & EFrA: il encryption key

un & 1-48. ble_encrypt 7577, ble_encrypt #1475 4T EIEIR

& 1-48. ble_encrypt 1§44

# ble encrypt

Usage: ble encrypt <conn idx>

<conn idx>: index of the connection to start encryption
#

# ble encrypt 8

# conn_idx @ encrypted, pairing_lvl 8x5 status Bx@

conn idx @ ping timeout set status Bx0

1.14.25. ble_compare

B Usage: ble_compare <conn idx> <result>
B conn idx 7£ %% E57. connection success I £:#TE1, T M ble_conn H & H3kEL.

ZIE M T 51 e E LR B AR AT RO ML R, AT s A IR key & 75 AR A o

1 & 1-49. ble_compare 75$fii7r, ble_compare HATJG & EI$IR.
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1.14.26.

1.14.27.

1 & 1-50. ble_peer feat 753K,

& 1-49. ble_compare 4

ble conn 13

# ===> init conn starting idx 1, wl used @

===3» init conn started idx 1, wl used @

connect success. conn idx:@, conn_hdl:@x1

===3» init conn idle idx 1, wl_used @ reason Bx0

conn idx: @, peer wversion: @xb, subversion: @xc, comp id O@xc2b
conn idx: @, peer feature: @xBEEBEREF7B17Iff

conn_idx @ num wval: 3652594

waiting for user to compare......

# ble_compare

Usage: ble_compare <conn idx> <result>

<conn idx> index of connection

<result>: numeric comparison result, @ for fail and 1 for success
#

# ble_compare 8 1

compare result: 1

# bond ind, key size 16, 1tk: 8x1316d3d3bdb288f5bbB86e9c9ab63488
rcv remote irk: 8x9db73b59862al11c553732¢ca71f6e894

rcv remote identity addr: Bxab:0x89:0x67:0x45:0x23:8x1, type @
bond ind csrk: ed 63 4c 41 7c 8d 84 57 fa cl 3e ca 38 8f 13 27
conn_idx 8 pairing success, level @xd 1tk present 1 sc 1

local key size 16, ltk(hex): 1316d3d3bdb208+9bbBB6e9c9a663480
peer key size 16, ltk(hex): 1316d3d3bdb2868+9bbBB6e9cIabh3A8H
peer irk(hex): 9db73b59862a11c5538732ca71f6e894

local csrkihex): 2ed3fedc2eda3d9ce?2dSeedd8995dBdc

peer csrk(hex): ed634c417cBdBASTfacl3eca388f1327

le pkt size ind: conn idx @, tx oct 251, tx time 2128, rx oct 251,

rx time 2128

ble_peer_feat

B Usage: ble_peer_feat <conn idx>

B conn idx 7£ %% E57. connection success I £:#TE1, T M ble_conn H & H3kEL.

& 1-50. ble_peer_feat 154

# ble_peer_feat

Usage: ble peer feat <conn idx>»
<conn 1dx>: index of connection
#
# ble_peer_ feat ©

# conn idx: @, peer feature: BxBB80EEBTF7OL79ff

ble_peer_ver

B Usage: ble_peer_ver <conn idx>

ble_peer_feat $117T 5 & T EIHEIR .

AR M T IR E L B4 SCRF(Y feature, &R bit XTRZ¥)% (7] 2% BLE Core Spec Iff
FEATURE SUPPORT.

B conn idx 7£ %% E57. connection success I £:#TE1, T M ble_conn H & H3kEL.

2R TR B LA RS S, BRI A (S B (0xb:BT5.2), ThuAE R,

47



c AN153

GigaDevice GD32VW553 %ZIKTE{/%)%FTE‘EE

company identifier(GigaDevice: 0x0C2B) .

W1 & 1-51. ble_peer ver 7524J/i7~, ble_peer_ver $4TJG & 4T EIHER .

& 1-51. ble_peer_ver 4

# ble_peer_wver

Usage: ble_peer_ver <conn idx>
<conn idx>: index of connection
#
# ble_peer_wer B8

# conn idx: B, peer version: 8xb, subversion: @xc, comp id Bxc2b

1.14.28. Dble_get_rssi

B Usage: ble_get rssi <conn idx>
B conn idx 7£ %% &7 connection success I 4:3TE1, T M ble_conn H & H3kEL.

A6 A FHORERIURS 5 T2 U3 050 i 1 46 32 B e W 4R SC Y rssie

W& 1-52. ble get rssi 7#$Fi7R, ble_get_rssi #1475 24T EI#ER .

& 1-52. ble_get_rssi 4

# ble get rssi

Usage: ble_get_rssi <conn idx>
<conn idx»>: index of connection
#

# ble_get rssi @

# conn idx @ rssi: -42

ble_get rssi @

# conn idx @ rssi: -55

1.14.29. Dble_param_update

B Usage: ble_param_update <conn idx> <interval> <latency> <supv tout> <ce len>
B conn idx 7£ %% #57. connection success I £:#TE1, T M ble_conn H & H3kEL.

ZAe 4 H T HH 5 2 1) connection interval, latency, supervision timeout £ 2%,

W1 & 1-53. ble_param_update 75#</7~, ble_param_update #7547 EI$E7R

K 1-53. ble_param_update 354

# ble_param update

Usage: ble_param_update <conn idx> <interval> <latency> <supv tout> <ce len>

<conn idx>»: index of connection

<interval»: connection interval in unit of 1.25ms, range from BxB806 to OxBC8@ in hex value
<latency>: connection latency to update in hex wvalue

<supv toutr: supervision timeout in wnit of 18ms, range from @x008A to @xBC80 in hex value
<ce len»: connection event length in unit of 8.625 ms in hex value

#
# ble_param_update @ 6 @ a @

# conn idx @, param update ind: interwval 6, latency @, sup to 1@
conn idx @, param update result status: 6x@
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1.14.30. Dble_set_phy

B Usage: ble_set_phy <conn idx> <tx phy> <rx phy> <phy opt>
B conn idx 7£ %% & 57 connection success 4T E1, T M ble_conn H & 3kEL.

%8 A1V msdk_ffd configuration T~ AJ LLAEH

IS AT RE AR T EL LEHAN td/rx phy, HEAE&ER tx/rx phy 2808 0, RRFITFEE
¥, 75014 1-54. ble_set_phy #54% bit 87~ .

W1 4& 1-54. ble_set phy #5$i7R, ble_set_phy $h4TJ5 & 3T EIHEIR

& 1-54. ble_set_phy 54

# ble_set_phy
Usage: ble set phy <conn idx> <tx phy> <rx phy> <phy opt:>
<conn idx>: index of connection
<tx phy>: transmit phy to set

bit @: 1M phy, bit 1: 2M phy, bit 2: coded phy
<rx phy>: receive phy to set

bit &: 1M phy, bit 1: 2M phy, bit 2: coded phy
<phy opt>: phy options for coded phy

BxB8: no prefer coding

Bx81: prefer 5=2 coding be used

BxB2: prefer 5=8 coding be used
# ble_set_phy 8 2 2 @
# le phy ind conn idx 8: tx phy @x2, rx phy 8x2
conn idx @ le phy set status @x@

1.14.31. ble_get_phy
B Usage: ble_get phy <conn idx>
B conn idx 7£ %% E57. connection success I £:#TE1, T M ble_conn H & H3kEL.
12484 F TR EUHR 8 T 2 4 BT 438 FH Y tx/rx phy s
ZFE A1V AE msdk_ffd configuration T~ AJ LA

1 & 1-55. ble _get phy 7587, ble_get phy #4752 4TEEa, Hi 0x1: 1M; 0x2:
2M; 0x3: coded.

& 1-55. ble_get_phy #4

# ble get phy

Usage: ble get phy <conn idx»

<conn idx»>: index of connection

#

# ble get phy @

# le phy ind conn idx @: tx phy 8x1, rx phy 8x1
conn idx @ le phy get status O@x@
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1.14.32. Dble_set_pkt_size

B Usage: ble_set_pkt_size <conn idx> <tx oct> <tx time>
B conn idx 7£ %% & 57 connection success 4T E1, T M ble_conn H & 3kEL.

ZAR A TR E fi e 4 b R%E PDU BT {3 1 5 oK 7 5 U B )

1 & 1-56. ble_set_pkt_size #5<)/77~, ble_set_pkt_size $ AT /G & EIIER.

& 1-56. ble_set_pkt_size 354

# ble_set_pkt_size

Usage: ble_set_pkt_size <conn idx> <tx oct> <tx time»

<conn idx»: index of connection

<tx oct>: preferred maximum number of payload octets in a single data PDU, Range 27 to 251

<tx time>: preferred maximum number of microseconds used to transmit a single data POU, Range 328 to 17040
#

# ble_set_pkt_size @ 27 328
# conn idx @, packet size set status @x@
le pkt size ind: conn idx @, tx oct 27, tx time 328, rx oct 251, rx time 170848

1.14.33. Dble_set_dev_name

B Usage: ble_set _dev_name <device name>
B <device name>: ble device name

%484 H T2 BLE device name, IR 4HiH advertising |7 #&, %484t A0 B
advertising data H1[ N % .

A& 1-57. ble_set dev_name 7547, ble_set_dev_name 1T /5 &6 4T EIHIR

&l 1-57. ble_set_dev_name #4

# ble_set_dev_name

Usage: ble_set _dev_name <device name>
<device name>: ble device name

#

# ble set dev name test

set device name to test
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ble_set_dev_name.
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Important Notice

This document is the property of GigaDevice Semiconductor Inc. and its subsidiaries (the "Company"). This document, including any
product of the Company described in this document (the “Product”), is owned by the Company under the intellectual property laws and
treaties of the People’s Republic of China and other jurisdictions worldwide. The Company reserves all rights under such laws and
treaties and does not grant any license under its patents, copyrights, trademarks, or other intellectual property rights. The names and

brands of third party referred thereto (if any) are the property of their respective owner and referred to for identification purposes only.

The Company makes no warranty of any kind, express or implied, with regard to this document or any Product, including, but not
limited to, the implied warranties of merchantability and fitness for a particular purpose. The Company does not assume any liability
arising out of the application or use of any Product described in this document. Any information provided in this document is provided
only for reference purposes. It is the responsibility of the user of this document to properly design, program, and test the functionality
and safety of any application made of this information and any resulting product. Except for customized products which has been
expressly identified in the applicable agreement, the Products are designed, developed, and/or manufactured for ordinary business,
industrial, personal, and/or household applications only. The Products are not designed, intended, or authorized for use as components
in systems designed or intended for the operation of weapons, weapons systems, nuclear installations, atomic energy control
instruments, combustion control instruments, airplane or spaceship instruments, transportation instruments, traffic signal instruments,
life-support devices or systems, other medical devices or systems (including resuscitation equipment and surgical implants), pollution
control or hazardous substances management, or other uses where the failure of the device or Product could cause personal injury,
death, property or environmental damage ("Unintended Uses"). Customers shall take any and all actions to ensure using and selling
the Products in accordance with the applicable laws and regulations. The Company is not liable, in whole or in part, and customers
shall and hereby do release the Company as well as it's suppliers and/or distributors from any claim, damage, or other liability arising
from or related to all Unintended Uses of the Products. Customers shall indemnify and hold the Company as well as it's suppliers
and/or distributors harmless from and against all claims, costs, damages, and other liabilities, including claims for personal injury or

death, arising from or related to any Unintended Uses of the Products.

Information in this document is provided solely in connection with the Products. The Company reserves the right to make changes,

corrections, modifications or improvements to this document and Products and services described herein at any time, without notice.

© 2023 GigaDevice — All rights reserved
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