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1.

Introduction

CmBacktrace (Cortex Microcontroller Backtrace) is an open source library that automatically

tracks and locates error codes for ARM Cortex-M series MCUs, and automatically analyzes

the causes of errors. The main features are as follows:

>

>

>

Supported errors include:
® Assert
® Fault (Hard Fault, Memory Management Fault, Bus Fault, Usage Fault, Debug Fault)

Failure reason Automatic diagnosis: When a failure occurs, the cause of the failure can
be automatically analyzed, and the code location of the failure can be located, without
the need to manually analyze the complicated fault registers; -Output the function call
stack of the error site (need to cooperate with the addr2line tool for precise positioning),
restore the field information when the error occurred, and locate the problem code
location and logic more quickly and accurately. You can also use the library under normal
conditions to get the current function call stack;

Support bare metal and the following operating system platforms:
® RT-Thread

® UCOS

® FreeRTOS (source code needs to be modified)

According to the error scene status, output the corresponding thread stack or C main
stack;

The fault diagnosis information supports multiple languages (currently: Simplified
Chinese, English);

Adapt to Cortex-M0/M3/M4/M7 MCU,;

Support IAR, KEIL, GCC compiler;

This document describes how to port CmBacktrace to the GD32 project.
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2. Porting CmBacktrace
2.1. Download CmBacktrace

2.2.

The CmBacktrace transplantation platform introduced in this document is the GD32E507Z-
EVAL development board. The IDE platforms ported by CmBacktrace are KEIL5 and IAR.

CmBacktrace source code can be downloaded from https://github.com/armink/CmBacktrace.

The currently tested CmBacktrace software version is 1.4.0, as shown in the figure below.

Figure2-1. Version information of CmBacktrace

f#-library-=software - version -number - %/
fgdefine -CMB 5W VERSICHW- - - - - - - - - - - - - "1.4.0"

Figure 2-2. Flowchart of MPU

& cm_backirace «—C MBacktrace SourceCode

% demos < CmBacktrace demos
®. docs

% tocls addr2line tools
#% | .gitattributes

& | LICENSE

% README.md

# README_ZH.md

Add CmBacktrace source file

The migration method introduced in this article is based on the 01_GPIO_Running_LED
project in GD32E507Z_EVAL_Demo_Suites. First, copy the CmBacktrace\cm_backtrace
library file to the 01_GPIO_Running_LED file. Then open the project and add cm_backtrace.c
and cmb_fault.S to the project.
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Figure 2-3. Project configuration of Keil and IAR

-~ Project: GD32ES07Z_EVAL
-y GD32ES07Z_EVAL
+-_1 Application B @GD32ELD7Z_EVAL - . +
53 CMSIS i Application e
. B CmBacktrace
+ 1 GD32E50x_Peripherals _EI crn_backirace.c .
+-L 1 GD32E50x_EVAL El crb_faultS
- = CmBacktrace B CMEIS
/-] cm_backtrace.c -7 W Doc
] emb_fault.s B GD32E50x_EwaL
o T -:GDSEEEDx_Peripherals
503 Doc -_Startup
B Cutput
& cMsis

Since cmb_fault.S will use HardFault Handler, the original HardFault_Handler function
should be commented.

Figure 2-4. Comment the original HardFault Handler function

&=l

S\brief- - - this function -handles HardFault : exception
“param[in none

param|out] -none

""'="t-'fE'..-_ ..... NOne

&

------- f#.if -Hard- -Fault - -exception- -occurs, -go-to-infinite-loop-*
...... while- (1)
2.3. Project configuration of different IDEs

CmBacktrace must be configured to support the C99 standard when using the KEIL5 compiler.
The engineering configuration of Keil and IAR is shown in the figure below.
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Figure 2-5. Project configuration of Keil

|ndefine: |

Language / Code Generation

B Execute-only Code Wamings: |.P|I:5-Iike Wamings j Language C |cﬂﬂ
Optimization: |-C|1] j [ Tum Wamings into Erars Language C++ |c+s11
[ Link-Time Optimization [ Plain Charis Signed [v Short enumswchar
- S Folder Setup - . I. 2 i"j—]
v One - -
- Setup Compiler Include Pathe: b A AR
nelu
Pat e
Misd ||\ \GD32E5(e_Fimware_Library\CMSIS
Cartrall |- NGD3ZESk_Fimware_LibranCM315G0NGD3ZES R Include
A ANGD32ES R _Fimware_Libran G D32ESM:_standard_perpheraltnclude
Compil Hlti=s
cont Cm_Dach
stri

Figure 2-6. Project configuration of IAR

|

Edit Include Directories

Include directony

$PROJ_DIFR$..

$PROJ_DIR$Y. M5 % AGD32E504_Firmnware_LibrarysCh515

FPROJ_DIR$S 5 % MGD3ZEB0x Firmware LibrarysChS1S4SGDAGEDE2E 504 nclude
FPROJ_DIRES. M5 5 AGD 32E50%_Firmware_LibrarysGD3ZES0:_standard_peripheralslnclude
$PROJ_DIRES. 5 AU tilities

$PROJ_DIR$.. hem_backtrace ]
<Click to add:
2.4. CmBacktrace parameter configuration

The configuration options for different platforms and scenarios are defined in cmb_def.h.

Table 2-1. Configuration of CmBacktrace parameter

Configuration Name Function description Note

] Error and diagnostic ]
cmb_printin(...) ) ] Must be configured
information output

Whether itis used on a bare | Define this macro if it is
CMB_USING_BARE_METAL_PLATFORM
metal platform used

o Operating system and bare
Whether it is used on the
CMB_USING_OS_PLATFORM ] metal must choose one of
operating system platform )
WO
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Configuration Name Function description Note
CMB_OS_PLATFORM_TYPE Operating System Platform RTT/UCOS/FREERTOS
CMB_CPU_PLATFORM_TYPE Operating System Platform MO/M3/M4/M7/M33
Whether to use Dump stack ] )
CMB_USING_DUMP_STACK_INFO ) Use to define this macro
function
Language when outputting
CMB_PRINT_LANGUAGE ) ) CHINESE/ENGLISH
information

The configuration in the CmBacktrace GD32E507Z project is shown in the figure below.

Figure 2-7. Configuration of cmb_def.h

El#ifndef - CMB CFG_H_
#define- CMB CFG H 1 1 -

_CEG Redirection function
*.print- line, must-config'b user - *
fdefine -cmb println( ) princt (_\’A_ARGS_)Iprlntf ("\x\n") I
/*-enable - -bare -metal (no-0S) -placform- */
= =-CMB_USING BARE METAL PLATFORM
/ 1-platform-type, -must -config-by-user-*
$define CMB_CPU_PLATFORM_TYPE -CMB_CPU_ARM_CORTEX_M33
/*enable  -dump - -stack-information-*/
$define CMB_USING_DUMP_STACK_INFO
/*language 'of ‘princ-information- %/
fdefine CMB_ PRINT LANGUAGE CMB_PRINT LANUUAGE ENGLISH
fendif-/*. CMB CFG H -*/
2.5. Others

The cmb_def.h in the original code uses the _ CC_ARM macro to distinguish which IDE
environment it is. For the ARM Compiler Version 6 compiler, the macro used is
__ARMCC_VERSION, as shown in the figure below.



©

GigaDevice

ANO020

How to use CmBacktrace to track faults in GD32 Cortex-M series

Figure 2-8. Conditional compilation of cmb_def.h

#iflﬂefi:ed( CC ARM) defined{ CLANG ARHJI
/= -C-stack-block -name, -default.i=s.5TLCE -~/
= #ifndef .-CMBE CSTACK BLOCKE NAME
#define .CMB CSTACK BLOCKE NAME STACH
- Fendif
/* .code-section - -name, -default-is-ER TROMI -*/
= #ifndef .-CME CODE SECTICNH NAME
#define .CMBE CODE SECTICNH NAME ER TROMI1
- Fendif
#elif -defined( ICCAEM |
/% .C.ztack -block -name, -default -is-"C5TACK" - &/
= #ifndef .-CMB CSTACK BLOCKE NAME
#define .CMB CSTACK BLOCKE NAME "CETACK"
o Fendif
/% .code -section-name, -default-is-'.text' - &/
= #ifndef .-CMBE CODE SECTICN NAME
#define .CMBE CODE SECTICN NAME " text”
o Fendif
#elif -defined| GNUC )

Figure 2-9. Explanation of ARM Compiler Version 6 on _ ARMCC_VERSION

Table 9-21 Predefined macros

Name Value When defined

releases. The format is FVWebbk where:
= Fis the major version
= VVis the minor version
m bbbb is the build number.

_arm - Always defined for the ARM compiler, even when you specify the ——chumb option.
See also IEETEEREON.
ARMCC VERSIO! wer Always defined. It is a decimal number, and is guaranteed to increase between

Therefore, the ARM Compiler Version 6 compiler is used, some modifications should be made

as follows.

10
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Figure 2-10. Modification of compiler using ARM compiler version 6

‘name , -
-+ - -Fifndef  -CMB CSTACE BLOCE NAME
-Fdefine -CMB CSTACE BLOCE NAME
- . .. .:r-E:-_d-_f
<o f* opde - section -name, -default
H - #ifndef CMB CODE SECTION NAME
-Fdefine -CMBE CODE SECTICN NAME
- . .. .:r-E:-_d-_f
#elif -defined( TCCARM )
= CME CSTACE BLOCE NAME
CME CSTACE BLOCE NAME
I:_:I _.u--._]-_~..]---
I HoM
defined( GHUOC )

-is ER_IROM1-*/

.......... ER_I ROM1

"L Lext”

11
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3.

Functional test of CmBacktrace

This chapter introduces HardFault caused by misalignment and division by zero errors, which
are captured by CmBacktrace and printed through the serial port, as shown below.

Table 3-1. fault_test_by_unalign

void fault_test_by unalign(void) {
volatile int * SCB_CCR = (volatile int *) OXEOOOED14; // SCB->CCR
volatile int * p;

volatile int value;

*SCB_CCR |= (1 << 3); /* bit3: UNALIGN_TRP. */

p = (int *) Ox00;
value = *p;
printf("addr:0x%02X value:0x%08X\r\n", (int) p, value);

p = (int *) Ox04;
value = *p;
printf("addr:0x%02X value:0x%08X\r\n", (int) p, value);

p = (int *) Ox03;
value = *p;
printf("addr:0x%602X value:0x%08X\r\n", (int) p, value);

}

Table 3-2. fault_test_by div0
void fault_test_by divO(void) {
volatile int * SCB_CCR = (volatile int *) OXEOOOED14; // SCB->CCR

intx,y, z;

*SCB_CCR |= (1 << 4); /* bit4: DIV_0_TRP. */

X =10;

y=0;

z=xly;
printf("z:%d\n", z);

}

According to the specific operating system of the computer, the addr2line.exe stored in the
tools folder of CmBacktrace can be directly copied to C:\Windows, or the tools folder path of
the CmBacktrace warehouse can be added to the environment variable path. This can ensure
that the command line tool can use the addr2line command normally.

The fault_test by unalign error report generated under Keil and the result printed by
12
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addr2line are as follows.

Figure 3-1. Fault_test_by_unalign error report generated under Keil

Firmware name. CmBacktrace, hardware wersion: ¥1.0.0, software wersion: ¥0.1.0

Fault on interrupt or bare metal (mo 03) enwironment

===== Thread =tack information =====
addyr: 20000925 data: 20000064
addyr: 2000092 data: 05003054
addyr: 20000330 data: 0800304
addyr: 20000934 data: 0000001 e
addyr: 20000935 data: 08003034
addyr: 20000935 data: 0500011
addyr: 20000340 data: 00000003
addyr: 20000944 data: e000edl4
addyr: 20000345 data: 00000000
addyr: 2000094 data: 05001afs
addyr: 20000350 data: 00000000
addyr: 20000954 data; 00000000
addy: 20000955 data: 00000000
addyr: 2000095 data; 00000000
addr: 20000930 data: 00000000
addyr: 20000964 data; 00000000
addy: 20000965 data: 00000000
addyr: 2000096 data; OS000&T9

Registers information
EO ;. 00o0o0ie E1 : 00QOOQOOQ3 E2 . 00000007  R3 ;o 40013800
ElZ: 00oQo0ol LE ; 03001511 PC o OSO001Tc4  PSKE: 29000000

Usage fault iz causzed by indicates that an unaligned access fault has talken place
Show more call stack info by run. addrZline —e CmBacktrace. axf —a —f 08001724 03001310
050001 -0 03001af4 OS0006TS

Figure 3-2. According to the axf file generated by Keil, use the addr2line tool to obtain
the function call stack information

_Suitez“Projects "GPI0_Running_LED~MDE-ARM“woutput>addr2line —e Project.axf -a —f
H8AP17c4 DEDA181A BB30PA1cH ABOW1af4 BEROEAAGLTE

BxB80017c4

fault_test_by_unalign

GD32E58x_Demo_Suites~GD3IZESATZ_EUAL_Demo
_fuitesz“Projects 81_GPI0O_Running_LED“MDK-ARM-.. main.c:=11%9
BxB8A01810
fputc

GD32E58x_Demo_SuiteszGD3IZESATZ_EUAL_Demo
_Suitez Projects B1l_GPI0O_Running_LED>~MDK-ARM-. . main.c:-13%
BxB80001c@

GD32E58x_Demo_Suites~GD32ESATZ_EUAL_Demo

_Suitez Projects A1 _GPI0_Running_LED~MDE-ARM.-. . ~. .. .5 . ~GD32ES8x_Firmuare_Lihra
ru~CHS IS ~GDGD32ESAx " Source “\ARM " startup_gd32e58x_cl.s:-185

GD32E58x_Demo_SuitesGD3I2ESATZ_EUAL_Demo
_Suites Projects B1_GPI0_Running_LED“MDEK-ARM.- .. main.c:65

The fault_test by unalign error report generated under IAR and the result printed by
addr2line are as follows.

13
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Figure 3-3. Fault_test_by unalign error report generated under IAR

addr 0x00 walue: Ox20000440
addr :0x04 walue: 0x08002ESS

Firmware name: CmBackirace, hardware wersion: ¥W1.0.0, software wersion: V0.1.0
Fault on interrupt or bare metal (mo 03) enwiromment
===== Thread stack information =====

addy: 20000225 data: 0500Ze55

addr: 2000042 data: 00000000

addy: 20000230 data: 00000000

addr: 20000234 data: 08002 cbT

addy: 20000235 data: 00000000

addr: 2000023 data: 08002 £fh

Begisters information
E0 : 0000001c E1 o 00000003 E2 ; 20000=24 K3 @ 00000000
E1Z: 00000005 LE : 05002431 PC : 0800245a PSR: 09000000

Usage fault 1= cansed by indicates that an unaligned access fault has taken place
Show more call stack info by run. addrZline —e CmBacktrace. out —a —f 05002452 03002430
03002 cbf 0S002£fa

Figure 3-4. According to the axf file generated by IAR, use the addr2line tool to obtain
the function call stack information

_Suites“Projects“GPI0_Running_LED“~EWARM-GD32E58x“Exe >addr2line —e Project.out —a
—f B80P2d5a BBAO24d8HA ABBO2cht ASHAZLFa
BxH8002d5%a
fault_test_by_unalign
GD32E56@x_Demo_Suites~GD32ESAYZ_EUAL_Demo
_Suites“Projects“GPI0O_Running_LED/main.c:11%

GD32E58x_Demo_Suites~GDIZESH?Z_EUAL_Demo

_Suitesz“Projects~GPI0_Running_LED/main.c:139
BxB8A82chb

main

GD32ES8x_Demo_SuitesGDIZESA?Z_EUAL_Demo
_Suites“Projects>~GPI0_Running_LED main.c:65
BxB8ABZFf a

_call _main
777

14
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4.

Revision history

Table 4-1. Revision history

Revision No.

Description

Date

1.0

Initial Release

Nov.30 2021

15
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Important Notice

This document is the property of GigaDevice Semiconductor Inc. and its subsidiaries (the "Company"). This document, including any
product of the Company described in this document (the “Product”), is owned by the Company under the intellectual property laws and
treaties of the People’s Republic of China and other jurisdictions worldwide. The Company reserves all rights under such laws and
treaties and does not grant any license under its patents, copyrights, trademarks, or other intellectual property rights. The names and

brands of third party referred thereto (if any) are the property of their respective owner and referred to for identification purposes only.

The Company makes no warranty of any kind, express or implied, with regard to this document or any Product, including, but not
limited to, the implied warranties of merchantability and fitness for a particular purpose. The Company does not assume any liability
arising out of the application or use of any Product described in this document. Any information provided in this document is provided
only for reference purposes. It is the responsibility of the user of this document to properly design, program, and test the functionality
and safety of any application made of this information and any resulting product. Except for customized products which has been
expressly identified in the applicable agreement, the Products are designed, developed, and/or manufactured for ordinary business,
industrial, personal, and/or household applications only. The Products are not designed, intended, or authorized for use as components
in systems designed or intended for the operation of weapons, weapons systems, nuclear installations, atomic energy control
instruments, combustion control instruments, airplane or spaceship instruments, transportation instruments, traffic signal instruments,
life-support devices or systems, other medical devices or systems (including resuscitation equipment and surgical implants), pollution
control or hazardous substances management, or other uses where the failure of the device or Product could cause personal injury,
death, property or environmental damage ("Unintended Uses"). Customers shall take any and all actions to ensure using and selling
the Products in accordance with the applicable laws and regulations. The Company is not liable, in whole or in part, and customers
shall and hereby do release the Company as well as it’s suppliers and/or distributors from any claim, damage, or other liability arising
from or related to all Unintended Uses of the Products. Customers shall indemnify and hold the Company as well as it's suppliers
and/or distributors harmless from and against all claims, costs, damages, and other liabilities, including claims for personal injury or

death, arising from or related to any Unintended Uses of the Products.

Information in this document is provided solely in connection with the Products. The Company reserves the right to make changes,

corrections, modifications or improvements to this document and Products and services described herein at any time, without notice.

© 2021 GigaDevice — All rights reserved
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