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1. The causes of Hard fault The causes of Hard fault
1.1 Common causes of hardware

B Power design error, resulting in device power supply instability.

B The quality of power supply is not very well, too much noise.

B The device is not grounded properly.

B For devices with Vcap pin, the handling is not proper.

B There is a strong interference source in the circuit, causing interference to the device.
1.2 Common causes of software

Null pointer was used.
The calculation of address offset is incorrect.
Program error caused by array bound.

The improper use of the dynamic memory, leading to access memory address has been
released.

Visit to the local variable by address which has already invalidated.

Generally, the possibility of Hard Fault caused by hardware is low, most are caused by

software. Therefore, if the hardware interrupt error occurs, the error investigation will be

through software.
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2. Debug location method of kernel HardFault
2.1 change the startup file of startup.s

First, change the startup file of startup.s, replace the HardFault_Handler code in the following
code.

HardFault_Handler\
PROC
IMPORT hard_fault_handler_c
TSTLR, #4
ITE EQ
MRSEQ RO, MSP
MRSNE RO, PSP
B hard_fault_handler_c

ENDP

2.2 hard_fault _handler_c function

Then put the hard_fault_handler_c function in the code of the C file. The code shows as below.

void hard_fault_handler_c(unsigned int * hardfault_args)

{
static unsigned int stacked_r0;
static unsigned int stacked_r1;
static unsigned int stacked_r2;
static unsigned int stacked_r3;
static unsigned int stacked_r12;
static unsigned int stacked_lIr;
static unsigned int stacked_pc;
static unsigned int stacked_psr;
static unsigned int SHCSR;

static unsigned char MFSR;
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static unsigned char BFSR;
static unsigned short int UFSR;
static unsigned int HFSR;
static unsigned int DFSR;
static unsigned int MMAR,;

static unsigned int BFAR;

stacked_r0 = ((unsigned long) hardfault_args[0]);
stacked_r1 = ((unsigned long) hardfault_args[1]);
stacked_r2 = ((unsigned long) hardfault_args[2]);
stacked_r3 = ((unsigned long) hardfault_args[3]);
stacked_r12 = ((unsigned long) hardfault_args[4]);

/* When an abnormal interrupt occurs, the abnormal mode register R14 (LR register) is
set as the address which the exception mode will return. */

stacked_Ir = ((unsigned long) hardfault_args[5]);
stacked_pc = ((unsigned long) hardfault_args[6]);

stacked_psr = ((unsigned long) hardfault_args[7]);

SHCSR = (*((volatile unsigned long *)(OXxEOOOED24))); // System Handler control and
status register

MFSR = (*((volatile unsigned char *)(OxEOOOED28)));  // Memory management fault
status register

BFSR = (*((volatile unsigned char *)(0XEOOOED29)));  // Bus fault status register
UFSR = (*((volatile unsigned short int *)(OXEOOOEDZ2A)));// Use fault status register
HFSR = (*((volatile unsigned long *)(0XEOOOED2C)));  // Hard fault status register
DFSR = (*((volatile unsigned long *)(0xEOOOED30))); /I Debug fault status register

MMAR = (*((volatile unsigned long *)(OXEOOOED34))); // Memory management
address register

BFAR = (*((volatile unsigned long *)(OXxEOOOED38))); // Bus fault address register

while (1);
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2.3

}

If a kernel error occurs after executing the program, the program runs to the last while (1). At
this moment, the corresponding stack and fault register values are observed. stacked_Ir is
the value of PC before the fault occurs when the fault is interrupted. In the debugging state of
MDK, if the value of stacked_lIr is 0x1A002D08, enter "PC = 0x1A002D08" in the command

window at the bottom left" will locate the code location where the error occurred

description of the Cortex-M3 kernel error register

According to the values of kernel error status register show as below, it is also possible to see

what kernel error has occurred.

Appendix: description of the Cortex-M3 kernel error register

Bits

18
17
16
15

14

13

12

11

o = w

Name

USGFAULTENA
BUSFAULTENA
MEMFAULTENA
SVCALLPENDED

BUSFAULTPENDED

MEMFAULTPENDED

USGFAULTPENDED

SYSTICKACT
PENDSVACT
MONITORACT
SVCALLACT
USGFAULTACT
BUSFAULTACT
MEMFAULTACT

Type
R/W
R/W
R/W
R/W

Reset Value

0

0
0
0

O O O oo o

0

Table D.20 System Handler Control and State Register (OxEOOQOED24)

Description

Usage Fault Handler Enable

Bus Fault Handler Enable

Memory Management Fault Enable

SVC pended; SVC is started but was replaced
by a higher priority exception

Bus fault pended; bus fault is started, but was
replaced by a higher priority exception

Memory management fault pended; memory
management fault started but was replaced by
a higher priority exception

Usage fault pended; usage fault started but was
replaced by a higher-priority exception®

Read as 1 if SYSTICK exception is active

Read as 1 if PendSV exception is active

Read as 1 if debug monitor exception is active
Read as 1 if SVC exception is active

Read as 1 if usage fault exception is active
Read as 1 if bus fault exception is active

Read as 1 if memory management fault is active

2Bit 12 (USGFAULTPENDED) is not available on revision O of Cortex-M3 processor.

Name

MMARVALID
MSTKERR
MUNSTKERR
DACCVIOL
IACCVIOL

Type

R/Wc
R/Wc

R/Wc
R/Wc

Table D.21 Memory Management Fault Status Register (OxEOOQOED28; byte size)

Reset Value Description

0 Indicates MMAR is valid

0 Stacking error

0 Unstacking error

0 Data access violation

0 Instruction access violation
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Table D.22 Bus Fault Status Register (0xEOOOED29; byte size)

Bits Name Type Reset Value Description

7 BFARVALID - 0 Indicates BFAR is valid

6:5 - — - —

4 STKERR R/Wc 0 Stacking error

3 UNSTKERR R/Wc 0 Unstacking error

2 IMPREISERR R/Wc 0 Imprecise data access violation
1 PRECISERR R/Wc 0 Precise data access violation

0 IBUSERR R/wWc 0 Instruction access violation

Table D.23 Usage Fault Status Register (OxEOOOED2A; half word size)

Bits Name Type Reset Value  Description

9 DIVBYZERO R/AWc 0 Indicates divide by zero takes place (can only be set
if DIV_O_TRP is set)

8 UNALIGNED  R/MWc 0 Indicates unaligned access takes place (can only be
set if UNALIGN_TRP is set)

7:4 — — — —

3 NOCP R/We 0 Attempts to execute a coprocessor instruction

2 INVPC R/Wc 0 Attempts to do exception with bad value in
EXC_RETURN number

1 INVSTATE R/We 0 Attempts to switch to invalid state (e.g., ARM)

0 UNDEFINSTR RAWC 0 Attempts to execute an undefined instruction

Table D.24 Hard Fault Status Register (OxEOOOED2C)

Bits Name Type Reset Value  Description

31 DEBUGEVT R/MWc O Indicates hard fault is triggered by debug event

30 FORCED R/Wc 0 Indicates hard fault is taken because of bus fault/
memory management fault/usage fault

29:2 — — — —

1 VECTBL Rwe 0 Indicates hard fault is caused by failed vector fetch

0 — — — —

Table D.25 Debug Fault Status Register (OXEOOOED30)

Bits Name Type Reset Value Description

4 EXTERNAL R/Wc 0 EDBGRQ signal asserted
3 VCATCH R/Wc 0 Vector fetch occurred

2 DWTTRAP R/Wc 0 DWT match occurred

1 BKPT R/Wc 0 BKPT instruction executed
0 HALTED R/Wc¢ 0 Halt requested in NVIC

Table D.26 Memory Manage Address Register MMAR (OxEOOOED34)
Bits Name Type Reset Value Description
31:0 MMAR R - Address that caused memory manage fault

Table D.27 Bus Fault Manage Address Register BFAR (OxEOOOED38)
Bits Name Type Reset Value Description

31:0 BFAR R — Address that caused bus fault
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3.

3.1

3.2

3.2.1

3.2.2

Check hard fault error of Keil program through JLINK

Tools used for troubleshooting

Jlink, Segger (the upper computer of Jlink), Keil.

Troubleshooting steps

Generate map file and Ist file using Keil

The Map file is generated automatically by Keil and placed in the path of the engineering. It
can indicate the location of each function and each variable. The Ist file reflects the PC pointer
of each function and each instruction. It is generated by USER command in Keil as shown in
Figure 3-1. The map and LST files generated by Keil

Figure 3-1. The map and LST files generated by Keil

W. Options for Target ~HID®

X

Device | Target | Output | Listing Vser |c/Gtt | Asn | Linker | Debug | Utilities|

Fiun Uszer Programs Before Compilation of a C/C++ File
© Runtt | .| posie

Stop Build/Febuild #1 on Exit Code; | Mot Specified -

™ Run#z | .| poste

Stap Build/Rebuid #2 an Exit Cade: | Mot Specified -

Fiun Uzer Programs Before Build/R ebuild

™ Run#t: | | poste
™ Run#z | .| poste
Run User Progr. uild/R ebuild

|D:\Keil\AHM\AHMEE\bin\fromeIf.exe - --output . Aproject st . Aobj/project. axf AT posis

[1:4K eilvAR MAWARMCCAbinfromelf. exe --bin -0 . /project. bin ..-"obi.-’priecy_.. [~ DOS16

|¥ Beep'when Complete

(1):4 | Canecel | Defanlts | Help |

D:\KeilARM\ARMCC\bin\fromelf.exe -c --output ./project.Ist ./obj/project.axf
D:\KeilARM\ARMCC\bin\fromelf.exe represents the path of fromelf.exe.

.Jobj/project.axf represents the location of the AXF file. It may need to be adjusted according
to the actual situation.

Save the RAM when a problem occurs

Use this function when a problem occurs. Don’t power off and connect to Jlink. Call the Jlink
command in Segger to get the current information.

10
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1. First, enter “USB” to let the Jlink connect to the device. Then enter “hatl” to stop the kernel.

Figure 3-2. Input halt to stop the kernal

3 J-Link Commander

UTarget = 3.285U
Found SWD-DP with ID Bx1BAB1477
Found Cortex—M3 »2pl. Little endian.
FPUnit: 6 code ¢BP> slots and 2 literal slots
CoreSight components:
ROMTbh1 8 P EBAFFBAA
ROMT b1 [B1: FFFEFBBA, CID: BiBSEBED. : BBABBABA SCS
ROMT b1 [11: FFFaz888, CID: BiBSEBED. : BA3BBAB2 DUT
ROMT b1 [2]1: FFFaiBBa, CID: BiBSEBED. : BB2BBAB3 FFB
ROMT b1 [31: FFFai888, CID: BiBSEBED. : BA3BBAB1 ITH
ROMTbh1 8 [41: FFF41888, CID: B1@5988D. : BB3BB?23 TPIU-Lite
Found 1 JTAG device,. Total IRLen = 4:
Cortex—M3 identified.
Target interface speed: 188 kHz

= @888AD7C. CycleCnt = 1FB2CC57
A80AERA1 . R1 - GAPAAGBA1. R2 - GAAEEAA1F. R3 BB0aaA8 3
= 4908B0AA. RS - BE8WASBE4. R6 - BABEAAAA. R?7 - A00OAOEO
= B00AEBAA. R? - 2008016C. RiA- GAAEAAEA. Ril- AROAAOEO
= BBAEREA
SP(R13>= 20008868, MSP- 20008868, PSP- 200B088A. R14(LR> = BRBA1A4D
APSR = 21080@1F: APSR = nzCuvg. EPSR = 01888006, IPSR = B1F (INTISR15>
= B0AAERAA,. CONTROL = B88. FAULTMASK = @@. BASEPRI = B@. PRIMASK = @80

2. Call “savebin ram.bin 0x20000000 0x2000” to save all the contentin RAM. The saved items
are present in the installation directory of the Segger.

Figure 3-3. Save the RAM content

J-Link Commander -0 jﬂ
FPUnit: 6 code {(BP> slots and 2 literal slots u
CoreSight components:

ROMIh1l B P EOBFFOG8

ROMTh1 [A1: FFFAFAAA, CID: BiBSEAAD. AABEEAAA SCS
ROMTh1 FFFA288A, CID: BiBSEAAD. BA3EEAA2 DUT
ROMTh1 FFFA388A, CID: BiBSEAAD. AAZEEAA3 FPB
ROMTh1 FFFA188@, CID: BiBSEAAD. BA3BEAAL ITHM
ROMTh1l 8 [41: FFF41888. CID: B1@A5988D, BA3BB?23 TPIU-Lite

Found 1 JTAG device. Total IRLen = 4:

Cortex—M3 identified.

Target interface speed: 188 kHz=

a
a
a
a

@888BD7C,. CycleCnt = 1FB2CC57
ABABAA1 . R1 = AAABEAAR1. R2 = ABEOAO1F, Julalalalals ]
4A0ABAAA,. RS = BEAASBE4. R6 - ABBBOAOAA. alatalalalalal]
ABABAAA,. R? = 208BA16C. RiA= ABBOROOAA. = ARARABAA
ARRARAEA
SP(R13>= 20000868, MSP= 20AAA86E,. PSP= 20088888A, R14<L = @8881n4D
21880A1F: APSR = nzCug,. EPSR = A108888A,. IPSR = B1F (INTISR15)>
AAAABAAA,. CONTROL = @A, FAULTMASK = 8@, BASEPRI = @@, PRIMASK = 88
J-Link>savebhin ram.bin Bx200000600 Bx2688
Opening binary file for writing... [ram.binl
Reading 8192 bytes from addr Bx200088B8 into file..
WJ-Link>
QQPinyin

3.2.3 Analysis problems

1. Find the location of the stack through check the map file.

11
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3.3

Figure 3-4. View the stack from the map file

] HID. man

11z6
1127 I STLCE Ox20000450 Section 1024 sta;tup_sthZfDxx.UtSTACKJ I
1125

11z9 Global Symbols

1130

1131 Svmbol Mame Value iz Type Size Chject(Section)

1132

1133 Builditrributes§$THN ISAv4iPiDSKIBiS§PESLILZ2ULA1ULZ1$E:L11§522U541US21$IEEELS INSUSESVE§~STRECED§USESV TS~
1134 ARM use_no_srgv 0Ox00000000 Muriber 0 mwain.o AESOLUTE

1135 cpp_initialize aeabi_ — Undefined Weak Reference
1136 cxa_Tinalize — Undefined Weak Reference
1137 _clock init — Undefined Weak Reference
1138 _mwicrolib exit — Undefined Weak Reference
1139 _ Wectors_Size 0x0000015a Nurber

1140 _ Wectors 0x08000000 Data

1141 _ Wecrtors_End 0x0800015&a Data

1142 _ mwain 0x0500015b Thurky Code
1143 _main stk 0x0800015h Thurky Code
1144 _main_scatterload 0x0800015£ Thurmbh Code

Startup_ sStmIZf0xx.o ABSOLUTE
Startup_stmIZ2f0xx.o (RESET)
Startup_stmIZf0xx.o (RESET)
entrv.o(.ARM.Collecti$$4$00000000)
entryz.of.ARM.Collect$$$400000001
entry5.o(.ARN.Collect$$$40000000<

oooow o0

2. Open the saved bin file for analysis. Find which functions are called and which variables
are used before the hardware interrupt.

Figure 3-5. Analyze the BIN file

w2 D:\Progran Files\SEGGER\JLink ¥502c\Ram.bin M=]E3]

Agddiess: [0x20000000 41| w2| x4

Address a | 4 | 8 | ¢ |asenl [«]
2APPA7ED | AOPAARAR APAPAADE ARAPABRE AAPABARD . ... ..._.......-
200PA7CA | AOPAOPOR OOARRODE OPOPAOPE PEDEAARA ... ............-
2APRA7DA | AGPAAREA ARAPARDA ARAPABHE ABDABARD . ... ... .......-
2APPA7ED | AGPAARAR APAPAADE ARAPABRE AAPABARD . ... ..._.......-
200PA7FA | (OPEOPOR OOAARODE OPOPAOPE BEDEAARA ... ............-
20PPA8AA | AOPEOPON GOARAEDE OPBPAGPE FFFFFFFL ... ...._.......-
20PPAS10A | AOPAARA4 APAPAADZ ARAPABRE FFFFFFFL ... ....ovecea..-
20PPAS2M | ASPESBYE 48AA418 48APARRA 48MAA428 . X.H.. H...H..<
20000830 | 20000000 DOOBSOOD GBOASADE O1OBAOLF ......... Poo...
2APAAS40 | AGPAARAB 4ARBAGAA (ABARSBE4 ) ABARARGA ....G..... [o..-.
20080850 | 00PPOPDE NBOOBOOR 2008016C POBPABRD ........ I P
200PA%60  400PO0A0 \98EO1ASS PB8PESBE4 FFFFFFF? E...... (1
2PAAAS7A | 4022600 CDEFEPAR AGOPAAND G1A06216 B. . ... ........
20090830 | 00PPOPSA OSPB251F B8GB251E $10POBO6 . ... .. Mol Ao
200PA890 | OPAOPOR OOHPPBOOE-AEEPEOPE PODEAARA ... ............-
2APPASAM | AGPAARAR ARAPARDE ARAPAGRE ABPABARD ... ...._.......-
2APPASEM | AOPAAROR APAPAADE ARAPRABRE AAPERARD . . _ . ... _........
200PA8CA | IOPAOPOR OOAARODE OPOPAOPE PODEAARA ... ...._.......-
2APPASDA | AGPAARAA ARAPARDE ARAPAGRE ABPABARD ... ...._.......-
2APPASER | AOPAARAR APAPAADE ARAPABRE AAPABARD . ... ..._.......- -

NAaEaon e | aoonnnnm SoEnnmeEn S iae O e s

Look up from the bottom of the stack to confirm the function pointer. Comparing the Ist file
one by one and analyzing them, you can generally know which function, which instruction, or
which parameter caused the hardware interrupt error.

The location of each variable can be knew through the map file. You can analyze the program
logic by looking directly at the current status of the variables in the RAM.

Usage method of Jlink Command

f Firmware info. Used to view the hardware version of Jlink.

12
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Figure 3-6. f command

J-Link>f

Firmware: J-Link U? compiled Sep 18 2815 19:53:=12
Hardware: U?_.20

h halt. Used to stop the MCU kernel, the PC pointer or other special registers can
be viewed.

Figure 3-7. h command

J-Link*h
B8888D7C,. CycleCnt = F3?BO1CC
= BWaBnAA1 . Ri HEBHEAA1 ., R2 = G08AEE1F,. R3 = DOOBAER3
4WABWARA,. RS = B8UASBE4,. R6 = d00BBEWA. RY HagnaREa
= IAABEARA,. R? = 2008016C, RiA-= 0000AGAA. Rl1l- 6000BB0A
ARBRAAR A
SPCR13>= 20000868, MSP= 20600868, PSP= 20060866, R14<LR> = B8AA1A4D
APSR = 2180801F: APSR = nzCvqg. EPSR = 61880888, IPSR = B1F (INTISR15>
CFEP = 008080EE,. CONTROL = 88. FAULTMASK = 868, BASEPRI = 88. PRIMASK = @8

g go. Used to activate the kernel that is halt.
Sleep Waits the given time (in milliseconds). Syntax: Sleep <delay> for delay
s Single step the target chip. Debug the code in single step. The halt can be

execute first and then debugged in single step.

Figure 3-8. s command

alugalalaar

J-Link>halt
BEPOAD?C, CycleCnt = A?7BCH14
= BdPEEEA1, Ri H@ABEEE1 . R2 BABEA1F, R3 = 00000083
4000AA0A, RS = BEBASBE4,. Ro BdABEREA, R?Y = 00OROROH
= BEPEPEBA, R? = 2000016C,. RiA- AOOBOABHE,. Ril- ABORGBEA
R12-= BOBEOAEA
SPC(R13>= 28006868, MESP= 20000868, PSP=- 200088800, R14<(LR> = B3801A4D
APSR = 2188AA1F: APSR = nzCug,. EPSR = A1AAAAAA,. TIPSR = A1F CINTISR15>
CFBP = AAABBAAA, CONTROL = AA. FAULTMASK = @A, BASEPRI = BAA. PRIMASK = @8
J-Link>s
AsABBD'MC: FE E7 B #-BxB4

st Show hardware status. Display the current state of Jlink.
Figure 3-9. st command

—Link>=st
Target=3_.285U

- 12 MHe/n,. <n>=1>. =» 12000kH=z,. 6HAAkH=z, 48AdkH=. ...
— Adaptive clocking
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mem Read memory. Syntax: mem [<Zone>:]<Addr>, <NumBytes> (hex)
mema3 Read 8-bititems. Syntax: mem8 [<Zone>:]<Addr>, <NumBytes> (hex)
mem16 Read 16-bit items. Syntax: mem16 [<Zone>:]<Addr>, <Numltems> (hex)
mem32 Read 32-bit items. Syntax: mem32 [<Zone>:]<Addr>, <Numltems> (hex)

B Read instruction:

Figure 3-10. Read instruction

J-Link*mem BxB000800 28

HEB0EREG = 70 B8 B0 28 71 B1 88 B8 SF BE B0 688 YD 6D 68 88
A8AERA1A = 5D BE BA B8 15 A2 BA A8 FB 1D A8 B8 80 8@ OA BA
J-Link>*mem8 Bx88008088 2

N3AE0PAA = 70 A8

J-Link>memlt Bx80B0BBH 2
HEguaBee - 6878 2884
J-Link*mem32 Bx80B0880 2
U300 - 2008A8YHA ABWAA171

J-Link>,

w1 Write 8-bit items. Syntax: w1 [<Zone>:]<Addr>, <Data> (hex)
w2 Write 16-bit items. Syntax: w2 [<Zone>:]<Addr>, <Data> (hex)
w4 Write 32-bit items. Syntax: w4 [<Zone>:]<Addr>, <Data> (hex)

B Write instruction:

Figure 3-11. Write instruction

—Link>w2 Bx200000008 55
Iriting BALL -> 200060BBO
—Link>*>memlt Bx20000080 2
2AA0AAAA = AALL AA17

—Link>wd Bx20000000 5566
Iriting BBAALLGE -> 20000060
—Link>*>mem32 Bx20000080 2

2 AAABAAA = AAAASS6L BAA40808
—Link>

erase Erase internal flash of selected device. Syntax: Erase

Erase instruction, select the device first and then perform the erase.

14
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Figure 3-12. Erase instruction

J—Link>device
Info: Device "STM3ZF1UACE' =zselected.
Reconnecting to target...
Found SWD—DP with ID Bx1BAA1477
Found SWD-DP with ID dxi1BAO1477
Found Cortex—M3 »2pl. Little endian.
FPUnit: 6 code (BP» slots and 2 literal =slots
CoreSight components:
ROMTh1 2 EAAFFAAA
ROMThb1 [B1: FFFOFa@@a,. CID: B1iASEAAD. BB SCS
ROMTh1 [11: FFFA2ZO8A. CID: EB1ASEAAD. AAZBEAAZ DUT
ROMTh1 [21: FFFA3UBA, CID:-: B1iWASEAAD_. anazBEHA3 FFPEBE
ROMTh1 [31: FFFBi888,. CID: BiASEAAD. GeZBEOE1 ITH
ROMTh1 [41: FFF4188A,. CID: B1A59780D. HBA3ZBE?23 TPIU-Lite
J—Link>erasze
Erasing device (STHM3ZF188ACE> ...
Info: J-Link: Flaszh download: Only dinternal flazh banks will hbe erasd
To enable erasing of other flash banks like QS5PI o» CFI. it needs to
via ""exec EnableEraseAllFlashBanks™
Info: J-Link: Flash download: Total time needed: 4.583=s (Prepare: 1.4
e B.AAAs,. Erase: 1.79%Ys. Program: B.80As. Uerify: B.80Bs. Hestore:
Erazing done .
J—Link>

loadfile  Load data file into target memory.

Syntax: loadfile <filename>, [<addr>]

Supported extensions: *.bin, *.mot, *.hex, *.srec

<addr> is needed for bin files only. // Used to download files.
loadbin Load *.bin file into target memory.

Syntax: loadbin <filename>, <addr> // Used to download bin files.
savebin Saves target memory into binary file. // Used to save bin files.

Syntax: savebin <filename>, <addr>, <NumBytes>

SetPC Set the PC to specified value. Syntax: SetPC <Addr> // Used to set the PC
pointer. The program can start execute from a specified location.
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