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1.

Hil

AAEAE GD32W51x %751 FIT K TrustZone #2)/%. TrustZone %4 &2 ARMVB-M T4~
JENZ, PRAEL 4 B AR, R BREG 40 R 4 AR 4 TR 4Y, K B4 Keil
1 IAR AP IREE N AR AR AR 2,

ASCASF GD32W515P-EVAL JT KA , 24785 528 GD32W515PIQ6, *KH i3 TrustZone
IhfiE) Cortex-M33 W #%, T4k 180MHz. TrustZone % 4Tk 1 EFUSE_TZCTL %if7aé
1) TZEN 783 2 0075 Wi TZEN K305 B4R 7E < GD32W515P_EVAL_Demo_Suites
/23 Trustzone’ ##fit, |1 GD32MCU.COM %4 fit.

Tk

& . GD32W51x 271


https://www.gd32mcu.com/
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2.

TrustZone fj4};

W TrustZone IhAEEMT M33 W% B e MR LA FRES , PR FIIRAS 3 S A — 2k )
W% 217 28 F0 Systick. £E4i% X4 224 (S). FEL4TTAA (NSC). FE%4 (NS) X,
A XU ) AR w4 XA, AR XK AT dE2e T X (22 fRagHD, Yt
PROBLRE 20 2 459 . 24 TrustZone fHAERT, SAU (224 J@MEHot) A1 IDAU (SZifie gt
Fot) FIRILE e N 2 e . IR 24554 SAU FI IDAU g Ui 224
LRENE (SSNSC>NS), W& 2-1. A 7 &2 B1E-S SAU FE EIX )7 H-

IDAU #4E— N A2 4 (NS) AdEZz4s vl (NSC) Z24s @ity , BA-Ieiksg,
WAL 73 [X 2 2% GD32W51x_JH T T 1.4 174% 2em b 245,

SAU W AR Bk % 8 DL AR PEIX I, 7T ELRIZEE DO %24 (S). R4 (NS) miiF%
2A[H (NSC).

B 2-1. A BUN ZE B S SAU BLEX B

IDAUZ 4 Jg SAUZ 4RI Ty
- OXDFFF FFFF
SN 52 { NS SENSHEINSC SENSHINSC
0x6000 0000
NSC SEENSC SE{NSC
Ahis 0x5000 0000
NS NS NS
0x4000 0000
NSC SENSC SHINSC
SRAM 0x3000 0000
NS = —)
0x2000 0000 NS NS
fem-stinteins { NS
0x1000 0000
NSC SEENSC SEENSC
fR1-FlashfISRAM < 0x0C00 0000
NS NS NS
0x0800 0000
(RA- 4B 1 { NS SEINSEINSC SHINSHINSC
0x0000 0000

GD32W51x #%1ff H TrustZone a4l (TZPCU) EHAME. SRAM. NIFHI% 2R
P, JFRBHAREDIR RS, BA P AZSEI TrustZone 4 T)jRE.

FEAR X S8 The 2 /T, 1R EFUSE_TZCTL & 4728 it TZEN 78 T 745 A i) TZEN 47
C iR, nlfdH GD-Link Programmer fEEI7 171 TZEN £7, WA 2-2. 117 GD-Link
Programmer {#5% TrustZone, GD-Link Programmer #{4 aJifi 7 GD32MCU.COM #:HL .
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& 2-2. i&3F GD-Link Programmer {£f£ TrustZone

File(F)

Target) GD-Link

Refresh  Edit(E] View(V) HelpH}

GD-Link Option Bytes Configuration

Costenmteodoozoi0

FMC_OBR Ox000080AA

| TZEN Trust zone enable bit |
SRAM1_RST [m] SRAM1 reset enable bit
SPC OxAA Flash security protection value
FMC_OBUSER OxFFFFFFFF
USER OxFFFFFFFF Option byte USER value
FMC_SECMCFGD 0x003F0000
SECMO_EPAGE 3F End page of secure mark area 0
SECMO_SPAGE ox0 Start page of secure mark area 0
FMC_DMPO 0x00000000
DMPOEN m] DMP area 0 enable
DMPO_EPAGE ox0 End page of DMP area 0

Tips: please refer to the chip User Manual to modify the option bytes.

Reset ‘ OK I

Cancel
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3.

3.1.

3.1.1.

BT R

A A$ I MDK-ARM v5.28.0.0 A1 IAR v8.50.9 W R T & 3835 . i3 A 0 1E Af 222t N AL A
PSR, TR IS B KEIL A1 IAR BT %%, 2% ##40 (GD32W51x_AddOn)
Al GD32MCU.COM F#k .

N AR R AL A AR 22 2 R 4, PR 2 B AN (1) Flash #1 SRAM. 224X fd
FMC )Rl 256KB #%[a] GEishiEA 0x0C000000, K7y 0x40000), P77 F SRAMO Bt
GG HHE Y 0x30000000, K/hA 0x10000). FEZ24A%% M ] FMC HH RIS 1792KB 45/H]
G2 gh Ukl 0x08040000, k) 0x1C0000), P A4 F SRAMA B (i2dé k- A 0x20010000,

K/NA 0x10000) .

Keil Tk TrustZone

i 2 TR D7 ST F I RPN LA, S 250 W& 3-1. Keil TFEEXAELH], TR AEN:
GD32W51x_Demo_Suites\GD32W515P_EVAL_Demo_Suites\Projects\23_Trustzone\MDK-
ARM\GD32W515P_EVAL TRUSTZONE.uvmpw

& 3-1. Keil TR X451

b 28 WorkSpace
=%
g GD32W315P_EVAL_SECURE
L Application
3 CMsls
L1 GD32W31x_Peripheral
L GD32W5Tx_EVAL
{0 Startup

{4 Doc
& cmsis
- Project: GD32W3515P_EVAL_NON_SECURE
-4 GD32ZW515P_EVAL_NON_SECURE
L1 Application
3 CMsls
L1 GD32W31x_Peripheral
L GD32W5Tx_EVAL
L Startup
{d Doc

& cmsis

ZETRE

1. RTINS T, WA 3-2 £ELE TTE.
K 3-2. B FEZETE

-_E WorkSpace W
2+ Project: GD32W515P_EVHrmtine S L
Set as Active Project g

Fl-s GD32W315P_EVAL 5
{J Application

'] 414
411

2. 1t Project/Optionsfor Target/ Target iLIi-KH', i%£+% Code Generation/ Software Model
4 Secure Mode, . A& 3-3. # #ZE &2,
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A 3-3. 2R

KA Options for Target 'GD32W515P_EVAL_SECURE'

Device Uutputl Listing | Vser | C/C++ (AC61| Asm | Linker | Debug | Utilities|

Code Generation

|GD32‘-’-.-‘515P;c.svd J Floating Point Hardware: Single Precision -
I” Use Custom File
Read/Only Memory Areas ReadWrite Memary Areas
default  offchip Start Size Startup default  off-chip Start Size MNolnit
r orm:| [ - [
roemz[ [ roamz[ [T
roemx[ [ roamx[ [
on-chip on-chip
™ |RoM1: (38040000  |(x1CO000 r ™ |RAM1: |B<20070000  (0x10000 ™

W  IROMZ: |(xCDO00DD  |(w40000 lCl W  IRAMZ: |(<30000000 |0x10000 -

GigaDevice GD32W515PIQ6
=0 ARM Compiler: ‘Usa default compiler version & j
Ml (MH.
= (e |Saﬂware Model: ‘Secure Mode jl
Operating system: | Mone j
System Viewer File ¥ Use MicroLIB r

Defalts | Help

3. ARSI AR A [E Flash F1 SRAM, 48 8o o 2z 4R oy ic iE
i f) Flash fl SRAM. 7£ Project/ Options for Target/ Linker i& 5, %% A ] Target 7
oy BoHbl, R BUMBCCA:, HHo NSC sk B thE . WA 34 T FE S BUNE AERT

NSC %y HH .

Hr Hi Ay Ay —import_cmse_lib_out=.\secure_nsclib.o ,

G 94 15 4 R A AR o

__attribute((cmse_nonsecure_entry))br iR A5 4w 1% £ \secure_nsclib.o SC -, fEE 24

Uil
] 3-4. 3 £ S BUnE SO NSC H i
(%
Devios | Targat | Dutput | Listing | Vser | C/C++ (a06) | Aem  Linker |Debug | Ueilities|

| ™ Use Memory Layout from Target Dialog |
[~ Make RW Sections Posttion Independent
[ Make RO Sections Posttion Independent
[ Dont Search Standard Libraries

XOBase: |
R/O Bage: |0x08000000
R/W Base |0+20000000

¥ Report ‘might fail' Condttions as Emors b Sl s |

Sca?ler | \Secure_Code'\Project_S sct j J =
ile

Misc |import_cmse_lib_out=\secure_nscib.o
ontrols

Linker |-cpu=Cortex-M33 o -
control  [Hibrary_type=microlib —strict —scatter " \..\Secure_Code'\Project_S sct”

string v

oK | Cancel | Defanlts | Help

4. Z4 RS H Flash il 0x0C000000, KN4 0x40000, SRAM #Hiidil: >4 030000000,
K7INA 0x10000. HoH NSC pxi%h 73 2] 0OXOCO3E000 ki, KNy 0x00002000. 43-Hihnz,

LA Project_S.sct fXh% W2 3-1. Project S.sct 143

% 3-1. Project_S.sct fUi%

LR_IROM1 0x0CO000000 0x00040000 {

ER_IROM1 0x0C000000 0x0003E000 {

; load region size_region

: load address = execution address




GigaDevice

AN103
GD32W51x 41 TrustZone JT k555

*0 (RESET, +First)
*(InRoot$$Sections)
ANY (+RO)
ANY (+X0)
}
RW_IRAM2 0x30000000 0x00010000 { ;RW data
ANY (+RW +Z1)

}

LR _IROM2 0xOCO3E000 0x00002000 {
ER_IROM2 0xOCO3EO00 0x00002000 { ; load address = execution address
*(Veneer$$CMSE) ; check w ith partition.h
}

5. ffiH GD-Link #HAT XA 4L, KH A1 GD-Link #1015 PC 1) USB M EHAMHE, 1E
Project/ Options for Target / Debug T i ## CMSIS-DAP ARMV8-M Debugger i 1, 7E Settings
HEUN RE VAT ID, A SW 20 3 B KIS 8ich IMHz . WA 36, 224 TR En
o

& 3-5. Z4& TERE RS

V]

Devioe | Target | Output | Listing| Vser | C/C++ (aC6) | Asn | Limker Debuz |utilities|

" Use Simulator ~ with restrictions  Settings Hl"" Use: m Setings Il J
CMSIS-DAP ARMvS-M Target Driver Setup *

Debus |Trace | Flash Downlosd |

CMSIS-DAP - JTAG/SW Adapter levice
MSIS-DAP ﬂ IDCODE Device Name
SWDOID | @ 0x0BE12477  ARM CareSight SW-DP
Serial Mo: @ — J
Fimware Version: |2.0.0 J
W SWJ Pot:[sw - =
(s ,7
Max Clock: | TMHz hd
AP: |0x00
Debug
Connect & Reset Options Cache Options Download Options
Comnect: [Nomal ~_v| Reset: [Autodstect | | | ¥ Cache Code I~ Verfy Code Download

I¥ Reset after Connect I¥ Cache Memory [ Download to Flash
™ Log Debug Accesses [ Stop after Reset

0K | Cancel | Help

6. ff Flash Download i% i it #¢ Erase Sectors J{HUHi%EH Resetand Run, ¥shiErxf#
4 X T #5%: GD32W515_Secure_Flash, 1% N#EA0E AT 222388 (28t . W47 36.
22 TERE FREVLFIT)EE.

10
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3.1.2.

A 3-6. &4 TRERE FHEEMTIRE

Debug l Trace Flash Download ]

Download Function RAM for Algorithm
LOAD " Erase Ful Chip  |¥ Program
a_ {+ Erase Sectors |V Verify Start: |[h<2DDDDDDD Size: | (00002000

" DonotErase | Reset and Run

Programming Algorithm

Dlescription | Device Size Device Type Address Range

GD32W515_Secure_Flash M On-chip Flash 0CO00D00H - IC1FFFFFH

Start: |DxDCDDDDDD Size: |(x00200000

Add Remove |

2T

1. AR TINSIILRE, WA 3-7. #EFLETFE.
B 3-7. e FERETE

F-EH WorkSpace
“I% Project: GD32W515P_EVAL SECU

=% Project: GD32W5150_ELAL_RIAK
45 GD32W515P E Set as Active Project I

2. 7t Project/Optionsfor Target/ Target i£Ii-KH', i%E+¥ Code Generation/ Software Model

N Non-Secure Mode, . & 3-8. # ZEJEz2E 7.
A 3-8. i F IR &R

K Options for Target 'GD32WS15P_EVAL_NOMN_SECURE' s
Device Uutputl Listing | Vser | C/C++ (AC61| Asm | Linker | Debug | Utilities|
GigaDevice GD32W5T5PIGE e | =
ARM Compiler: Use default compiler version &
al (MHz): [120
| Software Model: ‘Nnn-Secure Mode jl
Operating system: | Mone ﬂ
System Viewer File ¥ Use MicroLIB r
|GD32‘-’-.-‘515P;c.svd J Floating Point Hardware: Single Precision -
I Use Custom File
Read/Only Memory Areas Read/Write Memory Areas
default  offchip Start Size Startup default  off-chip Start Size Molnit

[~ ROMI: C r RAM1:
[~ ROMZ: (" I RAM2:
’—

’—
,7
roemx[ [ ™ RAM3: [ r
on-chip on-chip
,—

¥ IROM1- |(<B000000 (200000 o ¥  IRAM1- |(0<20000000  |0x70000 r
[T IROM2: (0«CO0ODODD  |(200000 (o ™ |RAM2: |(x30000000 |0x70000 r

oK Cancel | Defanlts | Help ‘

3. ARG AR AR AN ER) Flash A1 SRAM, 8 2B i sof: Jy2e 4R A it e
il Flash A1 SRAM. 7E Project/ Options for Target/ Linker &, E#AME ] Target #

11
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T4 O bk, R BOnAR SO, I8 224 TRES K NSC s . W& 39. SFEL Bt
HXFIFANSC .

BB E S N fir 4 ../Secure_Project/secure_nsclib.o ,

AHZAHZE TRES
__attribute((cmse_nonsecure_entry))br iR XS, X #H5AS £ 7. \secure_nsclib.o SCHH

& 3-9. % FE BB MF A NSC JE

K Options for Target 'GD32W515P_EVAL_NON_SECURE'

Devies | Target | Output | Listing | User

| ™ Use Memory Layout from Target Dialog |

[~ Make RW Sections Position Independent
[ Make RO Sections Position Independent
[ Dont Search Standard Libraries

¥ Report ‘might fail' Conditions as Emors

| e (ac6) | Asm

Lizker |Debug | Veilities |

®OBsse [
R/O Base: |(408000000
RWBae [(:20000000

disable Wamings: |

Sca};ler | % \NSecure_Code"Project_NS5 sct
ile

-] J Eqt...

Misc |-/Secure_Project/secure_nsclib.o

controls

Linker
cortrol
string

—cpu=Cortex-M33 “.0
Hibrary_type=microlib —strict —scatter "\

\.."NSecure_Code\Project_NS5.sct”

14 Cancel |

Defanlts | Help ‘

4. A4 ARMEEH Flash #ihkA 0x08040000, K/NA 0x001C0000, SRAM HuhlK

0x20010000, K7k 0x10000. 7 EUn#kC 4 Project NS.sct /%% L2 3-2. Project NS.sct
1F3.

% 3-2. Project_NS.sct {5
LR_IROM1 0x08040000 0x001C0000 {

ER_IROM1 0x08040000 0x001C0000 {
*.0 (RESET, +First)

; load region size_region

: load address = execution address

*(INRoot$$Sections)
ANY (+RO)
ANY (+XO)

}

RW_IRAM1 0x20010000 0x00010000 {
ANY (+RW +ZI)

}

; RW data

}

5. {fH GD-Link #AT A%, I KRk ) GD-Link #1115 PC [#) USB N HEEAE, £
Project/ Options for Target / Debug i #¢ CMSIS-DAP ARMV8-M Debugger i%£ 1, 71 Settings
HREENE R A% 1D, A SW B LR E SR EIN IMHZ. WA 3-10. 52 TFRE

12
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3.1.3.

&l 3-10. JE 2 & TR ER RS
V]
Davics | Targst | Dutput | Listing| Vser | C/C++ (08} | Asn | Licker Debug |Ueilities |

{ UseSimdator  with restrictions  Settings ]lf‘ Use: [CMSIS-DAP ARMyB-M Debugg ~| Settings ]l J

CMSIS-DAP ARMvB-M Target Driver Setup *

Debus |Trace | Flash Downlosd |

CMSIS-DAP - JTAG/SW Adapter levice
M5I5-DAP| j IDCODE Device Name
) SWDIO | @ (x0BE12477  ARM CoreSight SW-DP
Serial No:
Fimware Version: |2.0.0 J
W SWJ  Port: |SW = 2
(s ,7
Max Clock: | TMHz hd
AP: |000
Debug
Connect & Reset Options Cache Options Download Cptions
Connect: |N0n'na| j Reset: |Auludelect j ¥ Cache Code [ Verify Code Download
¥ Reset after Connect I¥ Cache Memary | | [T Downloadto Flash

™ Log Debug Accesses [ Stop after Reset

oK | Bl | Help

6. 7t Flash Download %1 Ti%#¢ Erase Sectors HHU %+ Resetand Run, #ingrsldE
4 XA R 3 GD32W515_Nsecure Flash, 1% #5002 T 228 st odigt. W&
3-11. JEZE TR E TEHELFITIEE

A 3-11. ERETERE TREENR

CMSIS-DAP ARMv8-M Target Driver Setup X

Debug ] Trage Flash Download l

Download Function RAM for Algorithm
LoAb (" Erase Full Chip  |¥ Program
_‘Fi (¢ Erase Sectors | Verfy Start: |D:<2DDDDDDD Size: |D:<DDDD2DDD
" Donot Erase |~ Reset and Run

Programming Algorithm

Start: [0x08000000  Size: (00200000

Add | Remove |
)4 | Cancel | Help

LR

T AE %4 TRETREA T 204 TR R secure_nsclib.o B, PRI FR3E Sadm B2 TR %
B, JafmiRAE e TR, "ok B A TN M TR, WML e TR, BREIELETEN
M LR, giFdEL TR,

¥ E batch setup TR KGR M TAE, WA 3-12. T FE4E Ak AN TR ST
Build, %07 AR H 30T veE, AIIEL Project / Manage / Multi-Project Workspace i
BB

13
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3.14.

3.2.

& 3-12. THE%*

| 95| Gpsaws1{ Batch Setup >

Batch Build Select Project Targets:

D (A =1 GD32W515P_EVAL_SECURE
Batch Clean . i.J¥ GD32W515P_EVAL_SECURE
- GD32W515] Rebuild
: 3; SECUR
I Clean

® €

Batch Setup...

TEHIE

TARACHD AT T B IE TR BT &K, JP4 1) BOOTO/BOOTT i##:5 L, & EE{}: BOOT ik
M2 4ARIE fEE), JP3 %3] SWD. W& 3-13. BOOT #47. JP21 i%E4: 3| USART HT-H [
FTEN. ERTIF AR GD-Link 1 USART % PC #1 L, i REHIRS) 2 1ER 228 .

& 3-13. BOOT #4%&IH
BOOT
JP3

P4 SWCLK

3
R2_ +3VH—— 1

1 +3v3  R3 2 |——FEAl

sy et o | i
10K Q| 5 6 I ono 10K BOOT L-switch

HEADER 3X2 Short JP3(1,2) for BOOT1 function
Short JP3(2,3) for SWD function

& H TrustZone Dfe) TAEH, AR 2N 2 RE), Ik 2HE 220, BtEis:
T AR &Y, TR eef . WA 3-14. TE T #.

B 3-14. TRTHR

) B8 2 00| 8] cosowsisel (E B € - 20 ||'$¥ || ep3zwsis
act i I ¢ | ect I |
A WorkSpace Et Workipace

“t4 Project: GD32W515P_EVAL_SECU
E Project: GD32W515P_EVAL_NON, | Project: GD32W515P_EVAL_NON,

1T Flash Download %15 1% 474 1% Reset and Run, Kt FHEET5% ~ Reset 1248 H 5
MCU. )5 J5 I MR | M & TR T —%EE, I aHEHlmA~ LED £ N,

IAR FH k& TrustZone

i 2 TR D7 T F I RPN TR, S 25 WA 3-15. IAR TREX/F51H, TRk AT N:
GD32W51x_Demo_Suites\GD32W515P_EVAL Demo_Suites\Projects\23_Trustzone\EWA
RM\GD32W515P_EVAL_TRUSTZONE.eww

14
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3.2.1.

& 3-15. IAR TR -41

Files

B CMSIS
W Doc

M Startup
B Output

B CMSIS
W Doc

M Startup

B FGD32wWe15F_EvAL TRUSTZOME
7 @ GD32Wh15P_EVAL_SECURE - GD... +
 Application

B GD32wW5Tx_EvAL
B GD32wW51x_Peripherals

L @ GDIZWET1EP_EVAL_MOM_SECURE-G.. +
 Application

B GD32wW5Tx_EvAL
B GD32wW51x_Peripherals

ZETR

1. B4 TN MA TR, WA 3-16. # LS TE.
E 316, B ZETHE

LIGUISWSThE_EVAL THUS T ZUNE

= il
o Application

H CMBIS

i Doc

B GD32WETx_EWA,
W GD32v51x_Perip
M Startup

B Output

H= @ GD32Wh15P_EV:
W Application

M CMSIS

B Doc

B GD32WSTx_EwA
B GD32YWE1x_Perif
M Startup

B Output

Options...

Make
Compile
Rebuild All

Clean

C-STAT Static Analysis
Stop Build

Add

Remove

Rename...
Version Control System

Open Containing Folder...
File Properties...

Set as Active

2.1 Project/ Options/ General Options/ Target 1357, % % TrustZone / Mode -}y Secure.
WA 3-17. EFZEHER.

15
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A 317. & B 2L

Category
Static Analysis
Runtime Checking
C/C+++ Compiler Library Options 2 MISRA-C:2004 MISRA-C:1998
Assembler _ . = . -
arget
Output Converter Output Library Configuration Library Options 1
Custom Buid )
S Actions Processor variant
ke Ocere Cortex-M33
Debugger
Simulator
P @ Device GD GD32W515x TZ =
CMSIS DAP None
GDB Server () CMSIS-Pack
Tget
J-ink/1-Trace X X
mzuar,s Endian mode Floating point settings
Nu-Link :
Littl
PE micro e None
STHLINK Big
Third-Party Driver —
TIMSP-FET BEs2
TIXDS BES
TrustZone
[1DSP Extension
Mode |Secure v
Advanced SIMD (NEON)
3 Cancel

3. ARG AN 2RSS FIY) Flash AT SRAM, (6 2B ot Ayee a4 RISy Ac iE

T Flash 1 SRAM. 7E Project/ Options/ Linker/ Config ¥E M-, dedestchnaoct:, I
N NSC R B HE. WA 3-18. 4 #E4 BB FERI NS C 45 /.

W1 M O X M N secure nsclib.o , dw ¥ %% K £ B R K AR 1T A

__attribute((cmse_nonsecure_entry))ix A% 4% 1% 5] secure_nsclib.o SCAEH, 224K
Pil

F 3-18. % £ 4 BUINECCH- 1 NSC % i

Options for node "GDI2W515P_EVAL_SECURE® X | Options for node "GD32W515P EVAL_SECURE" x
Catagoey: Faciow Senings Category: Facton Setings
General Options General Options
Static Analyss Static Analyss
Runtime Checking Runlime Cheding
CfC++ Compiler #define  Diagnostics ~ Checksum  Encodings  Extra Options CfC++ Compier #define  Diagnostics  Checksum  Emcodings  Extra Options
Assemiler . Assemidler I ERITR) N

Con A n ibrary In izations  Advan, Output | L

Outmut Comyerter library Input ~ Optimizations Advanced Output List O Comerter Config Library Input Optimizations Advanced List
Custom Buld Linker configuration file Custom Buid

Build Actions Build Actions Output filename:

Lrler Overdide defauit b |
Pbuggsr $PROJ_DIRSN . \Secure_Code\gd32w51x_flash_sicf Debuager

Simulator Simulator

CADL CADI [ Include debug information in cutput

CHSTS DAP | Edit... SIS DAP

GDB Server GDB Server

gt Lt TrustZone import library

Mk Trace Configuration file symbol definitions: {one per line) i) Trace P

1 Stelaris Tl Stelaris

Pardink Hutink

PE micro PE micro

STLINK STLINKG

Third-Party Driver Third-Party Driver
T MSPFET TIMSPFET
TIXDS TIXDS

Corcel oK Corcel

4. 243 B Flash Hblik 5 0x0C000000, K/ 0x40000, SRAM Hidil- y 0x30000000,
K/NA 0x10000. Hd NSC AT E] 0XOCO3E000 Hikik, K/NH 0x00002000. 43+#uinEk
W gd32w51x_flash_s.icf AUHS i 2 3-3. gd32w51x_flash_s.icf fC#5.

£ 3-3. gd32w51x_flash_s.icf {415
/*-Specials-*/

define symbol __ICFEDIT_intvec_start__ = 0x0C000000;
/*-Memory Regions-*/

16
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define symbol __ICFEDIT_region_ROM_start = 0x0C000000;
define symbol __ ICFEDIT region_ROM_end__ = OXOCO3FFFF;
define symbol __ICFEDIT_region_RAM start__ = 0x30000000;
define symbol __ICFEDIT_region_RAM end__ = Ox3000FFFF;
define symbol __region_ROM_NSC start = 0x0CO3E0Q0;
define symbol __region_ROM_NSC_end__ = OXOCO3FFFF;
define region ROM region = mem][from __ICFEDIT region_ROM start to
__ICFEDIT_region_ROM_end__J;
define region ROM_NSC_region = mem;[from _ region_ROM _NSC_start _ to
__region_ROM_NSC_end__J;
define region RAM region = mem][from __ ICFEDIT region_RAM start to
__ICFEDIT _region_RAM end__]J;
place in ROM_region { readonly };
place in ROM_NSC region { section Veneer$$CMSE };
place in RAM region {readw rite, block HEAP, block CSTACK };
5. fdi il GD-Link #E4711f1 N %, 7€ Project/ Options/ Debugger T i%£#% CMSIS-DAP 7.
WA 3-19. 22 TR E i,
B 3-19. Z& TRHERE AR
Calpmy Factory Setings
RE?ETE‘E:??E Setup Download Images Multicore Extra Options Plugins
amacne || o G
E:"Lir’“””s CMSIS DAP v
Setup macros
. Dtise mecro et
GI?E Server C:\Program Files R Systems\Embedded Workbench | |...
i
PE micro Device description file
Til?dlizrw Driver Override default
e $TOOLKIT_DIRS\CONFIG\debugger\GD\GD32WS 1 5xl.dof
oK Cancel
3.2.2. fZL&THE

1. G LA TR NN LR, WA 3-20. #AEFLE T,

17
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W CMSIS
& Doc Malee

B GD3IZWETx_EWAL Compile
i GD3ZWS1x_Perip Rebuild Al
B Starup
B Cutput Clean

C-STAT Static Analysis >
Stop Build
Add »

Remove

Rename...
Version Control System b

Open Containing Folder...
File Properties...

Set as Active

2. {E Project / Options / General Options / Target &I, #%£#% TrustZone / Mode > Non-
Secure. W A& 3-21. % ZE 2L,

A 3-21. i IR LER

Runtime Checking

MISRA-C:2004 MISRA-C:1998

Output Convertsr Library Configuration Library Options 1

O Core Cortex-M33

c‘:;lé (@ Device GD GD32W513xI_TZ B

CMSIS DAP -

GDB Server OCMsIS-Pack Mo
Iet

Lo Tes Endian mode Floating point settings
Nu-Link Little

PE micro None
STAINK Big

Third-Party Driver
TIMSP-FET
TIXDS

[]DSP Extension

Mode | Non-secure ~
Advanced SIMD (NEON)

oK Cancel

3. ARG AEZ AR FIANER) Flash A1 SRAM, f8iFH 2B sof Jy2e 4R A3 it e
T Flash A1 SRAM. 7E Project/ Options/ Linker/ Config ¥E M-, dedesrtihndict:, It
8 22 4 T2 5 0 NSC s . W& 3-22. % FE A BUITE AR NSC .

R % %E 5 ASPROJ_DIR$\. \Secure_Project\GD32W51x\Exe\secure_nsclib.o, A B %

4= T2 __attribute((cmse_nonsecure_entry))briR A, X3 7E secure_nsclib.o
A

18
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B 3-22. 3% £ 5 BUIMBSUE I NSC &

Options for node "GD32W515P_EVAL NON_SECURE" X || Options for node "GD32W515P_EVAL NON_SECURE® X
Calegery Faciery Settings Catogery: Factery Settings
General Gptans General Cptans
Static Analyss Static Analyss
Runtme Checkng Rumtime Checing

C/C++ Compilr zdefine  Diagnostics  Checksum  Encodings  Exira Options o+ Compier Zdefine  Diagnostics  Checksum  Encodings  Exira Options
ﬁf‘:‘nn‘ma Library Input  Optimizations Advanced Gutput  List mf‘:;nm? Canfig Input  Optimizations Advanced Output List
Custom Buld Linker configuration file Custom Buid

Build Actions Build Actons [ Automatic runtime library selectic

k] Override defauk Linker — —

Debugger . Debugger Additional libraries: (one per
$PROJ_DIRS\..\.\NSecure_Code\gd32w51x flash_ns.icf !
Smuator | smuator $PROJ_DIRS\.\Secure_Project\GD32W51x\Exe\secure_nsclib.o
CADL cADL
CMSIS DAP Edit... CMSIS DAP
GOB Server GDB Server
T8t 4ot
Hnk[3Trace Configuration file symbal definitions: (one per line! k3 Trace
I Stelaris TI Stelaris [ Override default program entry
Muink Nudinis . .-
PE micro o micro Entry symbol _iar_program_sta
STLINK STLINK No entry symbs
Third-Party Driver Third-Party Driver
TLMSP-FET TL MEP-FET
TIXDS XS
ok Cancel Cancel

4. 4= A5 1E F Flash Hiuhik >4 0x08040000, K/ A 0x001C0000, SRAM Hivti->A 020010000,
K/INA 0x10000. 43 #oin 2302 Project_ NS.sct RS W2 3-4. gd32w51x_flash_ns.icf 1C#3.

#* 3-4. gd32w51x_flash_ns.icf fLi%

/*-Specials-*/

define symbol __ICFEDIT_intvec_start__ = 0x08040000;
/*-Memory Regions-*/

define symbol __ICFEDIT_region_ROM_start__ = 0x08040000;

define symbol __ICFEDIT_region_ROM_end__ = OX081FFFFF;

define symbol __ICFEDIT_region_RAM start = 0x20010000;

define symbol __ICFEDIT region_RAM end__ = Ox2001FFFF;

define region ROM region = mem:[from __ICFEDIT region_ROM_start__ to
__ICFEDIT_region_ROM_end__J;

define region RAM region = memJ[from _ ICFEDIT_region_RAM start to

__ICFEDIT _region_RAM end__];

place in ROM_region {readonly };

place in RAM_region  { readwrite, block HEAP, block CSTACK};

5. 1§ ] GD-Link #4741 Rk, 7£ Project/ Options/ Debugger T %% CMSIS-DAP £,
WA 3-23. FE &4 TFE R E 1gistas

19
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K 3-23. R A& THERER RS

Calegory

Factory Settings
General Options
Static Analysis
Runtime Checking
C/C++ Compiler
Assembler
Output Converter
Custom Buid Driver Run to
Linker

Py Setup macros

cant [JUse macro file(s)
CMSIS DAP

Setup  Download Images Multicore Extra Options Plugins

CA\Program Files (xB6)\IAR Systems\Embedded Workbench

Device description file
Third-Party Driver Override default

TIMSP-FET
Ty0s STOOLKIT DIRS\CONFIG\debugger\GD\GD32W515x1.ddf

3.2.3. ik TR

T AF 24 TR TR EAG T 204 TAEE R secure_nsclib.o B, PRI TR3E et 2 TR %
B, JEgmiEAE R AT, MR BT S TN YN TR, wiree Tl BREIELETHREN
YT TAE, iRdER ST

7] % & Project/ Batch build ME TR X G FH AN TFE, WA 3-24. T FE45iE, il
g4 AR 4 TR, 580G HET Make k& 15 N T2,

& 3-24. TR %%

Edit Batch Build

Batches:

New...
Available configurations Configurations to build
GD3I2wE15P_EVAaL_SECURE - GD32
Delete yy || | GD32w515P_EVAL NOMN_SECURE -1
>
Cloze
<
Cancel
<44
Build
Make Clean Fiebuild &1 [Drag to order)
Cancel

3.2.4. THRIE

T ERACHY BT T B E AR BT R, JP4 [ BOOTO/BOOTY i&E#:5 L, % Bhgif4 BOOT ik
WAL fE S, JP3iER:S] SWD. W& 3-25. BOOT #47. JP21 43| USART T 1
FEN. EBTT AR GD-Link F1 USART %I PC #1 L, FHf REHIRSh 2 1B 208 .

20



GigaDevice

AN103

GD32W51x 41 TrustZone JT k555

& 3-25.

BOOT #%3i

&b—’:B 3
10K Q|| 5

BOOT

P4
T R2 HBvi— 1 2—1 +3v3 R3
4
6 |l eND 20KQ
HEADER 3X2

JP3

3 SWCLK
: PA14
i BOOT1

BOOT1-switch

Short JP3(1,2) for BOOT1 function
Short JP3(2,3) for SWD function

P TrustZone Thfe ) TR, AN ZEAGLES), H Bk RHE2 AR, Fit/s N
e, J5FEg e, REIEZ S TEANYUE L, /4 Project / Download /
Download active application T #A%iY, A7 3-26. T F #.-

& 3-26.

TETR

gy~ =}

rispace

32WE15P_EvAL |

BT View [ PIojed | CMSIS-DAF 1001

Window HED

Add Files...
Add Group...
Import File Li

Add Project Conne

ction,

les
= GD32WsTS Edit Configurations..,
1 @GD3WE g
= s Applic
-8 Bgd3  create new Project...
& B mai Add Edsting Project..
L@ B sys
FE ECMSIS  options.. Alt=F7
sys
W Doc Version Control System »
o GD32
= GDaoy @ Make F7
W Starty Compile Ctri=F7
B Output Rebuild All
=1 1GD 32w Clean
& § Applic
Batch build. F8
C-STAT Static Analysis »
Stop Build Ctrl~Break
Download and Debug Ctrl-D
- »  Debugwithout Downloading
HGD3z
& Siar Attach to Running Target
B Output| (5| Make & Restart Debugger Ctrl=R
Restart Debugger Ctri+Shift+R
Download »
SFR Setup

SIS pary b

gd32w51x flash_sidf  main.c | main|

<Q > &=< 0 >

17 L \retval nor
1 ’

49 void WMI_Handler (v
0 {

51 % }

52

53 /

54 \brief thi

55 \param[in] noi

56 \param[out] no:
/

57 \retval nol
58

53  void HardFault_Hand|
60 {

\param[in] no:
\param[out] nos
\retval nor

[D% i
GE[H /4t
& \brief thi)

o
0

1 Lo
72 void MerManage_Hand]
735 {

] /% if Memory Ms
s while{1}{
)

Download active application

Download file.

Erase memory

7399 N B TE A TRETENHE T Reset #24## /5 MCU. )3 5 Al WL 3 22 NIHE 2 4 T A2 7))

ITEN—25 A5 L, IR BRI LED XTI EE
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4.

4.1.

(AWLY aes

ZeTE

78 TFE+ Project / Options for Target / Target #£ T <+, i%#% Code Generation / Software
Model v Secure Mode, Il X ARM_FEATURE_CMSE N 3, L H & f7J5H#47
system_gd32w51x.c / Systemilnit() / sau_region_config() & % , % & % ¥ W 3
partition_gd32w51x.h FZ&ALE SAU. partition_gd32w51x.h S {4-1] @i Configuration Wizard
S B IF A Ak Text Editor A0S, W& 4-1. SAU ZZEV~, ffHE SAU, FHfcE PUBkX 1,
Region0 fit & NSC &t Ak2 2 nT i, 5 Project_S.sct BLE XM . Region1 FlE %
2RI 1) Flash itk A3FE %4, Region2 BCE EZ 40K SRAM Mt hdEZ% 4, 5
Project_NS.sct FLE XV . Region3 ALE #Mstthht NAE % 4s, % afAEL ARSI w15 1),

& 4-1. SAURLE

] partition_gd32w51x.h
Epand Al | Colapse Al | Help ™ Show Giid
Option Value
= Configure Security Attribution Unit (SAU) v
LEnable SAU v |
When SAU is disabled, the atrributes of all memory Non-Secure
= Configure Security Attribution Unit (SAU) Address Regions Attributes
- Canfigure SAU Region 0 v
Start Address 0x0C03 E00D
End Address 0x0CO3 FFFF
Region is Secure, Non-Secure Callablg
- Configure SAU Region 1 [
Start Address (0804 000D
End Address 0xD81F FFFF
Region is Mon-Secure
- Configure SAU Region 2 [v
Start Address 0x2001 0000
End Address 0x2001 FFFF
Region is Non-Secure
£ Configure SAU Region 3 [
Start Address 0x4000 0000
End Address OxAFFF FFFF
Region is Non-Secure
& Config [
—
=
C SAU Region [
Configure behaviour of Floating Point Unit
|\ TextEditor ), Configuration Wizard

24 TR main B8 3rb T 24 8 il { ¢ . Systick Bt ® . FMC Bt & . TZBMPC it &. LED
BiE. USARTICHE, H/apkitdruaiy. WZ4-1. £ main CH5.

* 41. Z4 main 15
int main(void)

{

[* enable SecureFault handler */

SCB->SHCSR |= SCB_SHCSR_SECUREFAULTENA_Msk;
/* configure systick*/

systick_config();

/* configure mark secure pages */

22



°

GigaDevice

AN103
GD32W51x 41 TrustZone JT k555

16) & Ox3FF)){

if(SECM_SPAGE = (FMC_SECMCFGO & Ox3FF) || SECM_EPAGE = ((FMC_SECMCFGO >>

fmc_secmark_config();

}

if(OU== (FMC_OBR & FMC_OBR_TZEN)){
/* enable trustzone */
fmc_trustzone_enable();

}

[* configure TZBMPC */

tzbmpc_config();

led_config();

com_config();

/* setup and jump to non-secure */

nonsecure_init();

w hile(1){
}
}
fmc_secmark_config()ek 5t & FMC 1) 0-63 11, RIFT 256KB A%4s, 1% X4l
s
% 4-2. FMCFLE
void fmc_secmark_config(void)
{
fmc_unlock();
ob_unlock();
/* configure mark secure pages */
ob_secmark_config(SECM_SPAGE, SECM EPAGE, SECM_INDEXO0);
ob_start();
w hile(OU = (FMC_SECSTAT & (FMC_SECSTAT_SECBUSY))}{
}
ob_reload();
ob_lock();
fmc_lock();
}

tzbmpc_config()eé £ E SRAMT kL 4r, iZIX oA A2 a1 A
% 4-3. SRAM i B

{

void tzbmpc_config(void)

uintl6_t block_number = 0U;
/* enable TZPCU clock */
rcu_periph_clock_enable(RCU_TZPCU);

/* SRAML is used to nonsecure code, so all blocks of SRAM1 should set to nonsecure */
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for(block_number = 0U; block_number <= TZBMPC1_BLOCK_NUMBER; block_number++){
tzpcu_tzbmpc_block secure_access_mode_config(TZBMPC1, block_number,
BLOCK_SECURE_ACCESS_MODE_NSECQ);
}
}
led_config()efi 0K LED1 1 LED2 wiy IAC BN AEZe 4, B AEZe RS, com_config(péi%k
¥ USART2 CER ) BB NZ4r, e AR H].
ff H __attribute((cmse_nonsecure_entry)) #& ic B %t entry_cb_func_register() Al
non_secure_print() VAE LA R, JE SRS BERR, T Lif 3 2R dohhbAE B
TEN.
A T B ARz AR B, Je il cmse_nsfptr_create(func_addr) ef o3 iHZ bt
JE {81 F__attribute((cmse_nonsecure_call)) A N AE 2 k%, o AR JE2eaD
Jeif 424381 entry_cb_func_register() sk £ N BRi 2 toggle_led1 ik, 522 USiHH
nonsecure_func()s<8l LEDY %, £ ERIDNZE 4-4. 22 CAR/HIELERH.
£ 4-4. ZERSEHFRERE
#define CMSE_NS_ENTRY __attribute((cmse_nonsecure_entry))
#define CMSE_NS_CALL __attribute((cmse_nonsecure_call))
typedef void CMSE_NS_CALL (*ns_fptr)(void);
ns_fptr nonsecure_func = (ns_fptr)NULL;
CMSE_NS_ENTRY void entry_cb_func_register(void *callback)
{
if(callback '= NULL){
nonsecure_func = (ns_fptr)cmse_nsfptr_create(callback);
}
}
4.2. R E&THE

k253N secure_nsclib.o &, J5nl H4%IHA NSC %, main() ek £did i H
entry_cb_func_register()i& 2t toggle led1 pREHbEL2S 240, AL EdE 24k Systick.
LED ¥ #1464k, while fEFR o1& %04 LED2 314 FI NSC &% non_secure_print 3TE1Z 5.

& 4-5. ZEMRLHEHELERE

extern void entry_cb_func_register(void *callback);
extern void non_secure_print(const char * str);
int main(void)
{
entry_cb_func_register((void *)toggle_led1);

/* configure systick*/
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systick_config();

gd_eval_led_init(LED1);

gd_eval_led_init(LED2);

w hile(1){
/* toggle LED2 */
gd_eval_led_toggle(LED2);
non_secure_print("non-secure code toggle LED2.\r\n");
delay_1ms(1000);
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5. A 5B
£ 51 AL
JRA 5. i B H #

1.0

B IRRAT

202343 H 3 H
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Important Notice

Thisdocumentisthe property of GigaDevice SemiconductorInc. and itssubsidiaries (the "Company"). Thisdocument, including any
product of the Company described inthisdocument (the “Product”), isowned by the Company undertheintellectual property laws and
treaties of the People’s Republic of China and other jurisdictions worldwide. The Company reserves all rights under such laws and
treatiesand doesnot grant any license underitspatents, copyrights, trademarks, or otherintellectual property rights. The namesand

brandsof third party referred thereto (if any) are the property of theirrespective ownerand referred to foridentification purposesonly.

The Company makes no warranty of any kind, express or implied, with regard to this document or any Product, including, but not
limited to, the implied warrantiesof merchantability and fitnessfor a particularpurpose. The Company doesnot assume any liability
arising out of the application oruse of any Product described in thisdocument. Any information providedin thisdocument is provided
only forreference purposes. Itis the responsibility of the user of this documentto properly design, program, and test the functionality
and safety of any application made of thisinformation and any resulting product. Except for customized products which has been
expressly identified in the applicable agreement, the Productsare designed, developed, and/or manufactured forordinary business
industrial, personal, and/or household applicationsonly. The Productsare not designed, intended, or authorized for use ascomponents
in systems designed or intended for the operation of weapons, weapons systems, nuclear installations, atomic energy control
instruments, combustion control instruments, airplane or spaceship instruments, transportation instruments, traffic signalin struments
life-support devicesor systems, othermedical devicesor systems (including resuscitation equipment and surgical implants), pollution
control orhazardoussubstances management, orotheruses where the failure of the device or Product could cause personal injury,
death, property orenvironmentaldamage ("Unintended Uses"). Customers shall take any and all actionsto ensure using and selling
the Productsin accordance with the applicable laws and regulations. The Company is not liable, in whole or in part, and customers
shall and hereby do release the Company aswell asit’s suppliersand/ordistributorsfrom any claim, damage, or otherliability arisng
from or related to all Unintended Uses of the Products. Customers shall indemnify and hold the Company as well asit’s suppliers
and/or distributors harmless from and against all claims, costs, damages, and other liabilities, including claims for personal injury or

death, arising from orrelated to any Unintended Usesof the Products.

Information in this document is provided solely in connection with the Products. The Company reserves the right to make changes

corrections, modificationsorimprovementsto thisdocument and Productsand servicesdescribed herein at any time, withoutn otice.

© 2023 GigaDevice — Allrightsreserved
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