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1.

1.1.

BLE SDK #i2

GD32VW553 R4 LA RISC-V AW 1) 32 A fddzsil 48 (MCU), 14 T Wi-Fid/ WiFie
K BLE5.3 &4 K. GD32VW553 Wi-Fi+BLE SDK £:/% Wi-Fi 8K . BLE 3Kz, LwiP
TCP/IP Hpik%. MbedTLS. BLE mesh 1.1 254141, Al Ffk &3 T GD32VW553 PudiFfk
PRI SRR R o A RIFHFEFG iR 1 BLE 3AHESLAAHSG APl #2011, B AR IR EHERIF
ff [ BLE API &k H ORI AT, Wi-Fi #HXHNETES % (AN158 GD32VW553 Wi-Fi Hk
Fam ).

BLE #AHHEZR

& 1-1. BLE S H-ELE E

BLE SERVICES
BLE
COMPONENTS

tn & 1-1. BLE #t #2228 & i ~, GD32VW553 BLE #k 4 3% 4> i BLE STACK . BLE
COMPONENTS. BLE senices f1 BLE APP AN H4H f% .

BLE STACK #&%f BLE ik HOs2l, 75 T GAP. GATT. SMP. L2CAP. HCI F LL £545
B, BLE STACK {7 T/ ¥t task, 5 BLE COMPONENTS [a}ifiid TASK message it
T H, APP FEE@ it BLE COMPONENTS %} STACK #HTH4E .

BLE COMPONENTS £ /M4 A1 BLE service. BLE APP igf77E[A]—4> task, N
APP 24t STACK HHE HIRIRAIEA S5 1. FFEVER A, BLE BRI ER/EHE T
171, APP FHEL & AME i3 callback 4B %, BLE COMPONENTS 2:7E callback £
Hrimsn APP I APl BT SR B FHR oI AR AR SR NS . &R [RAH T
37, APP ] HRE RRELE R AR LA FOEATHI A A R callback BR#L.

BLE ADAPTER b 3= EHRAL 0t ARy BLE #HC)E ME#HATHEC & AR B S5 84 F 118210, BLE
adapter API /41 7 ADAPTER i AP A Fi.

BLE ADV #idh 3 B (L0 3 M4 advertising set, T2 /4% 1% 1% advertising packets 25824
(¥ 11, BLE advertising API /%4 | ADV B34 API f§ /], BLE advertising data API
it T —2L7FE advertising data H EXERRFRE 1) AD type Hidii 18z .
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1.2.

BLE SCAN #i + 424t 2¢ advertising set 132 113F HA R R 455 LY APP, BLE
scan API /437 SCAN 5 AP A% FH .

BLE CONNECTION #it 3= BRI 128, FECTm R &EE, SRR E 48w,
BLE connection API /% 7 CONNECTION 3 (r] AP {8 H .

BLE SECURITY #iH 3= 2424t pairing, authentication, encryption 23 FErh 28 H %,
BLE security API /4 7 SECURITY #iet) AP .

BLE LIST fikk 3424t % FAL, RAL, PAL #HTHEEAEMIREED, HFEAIN device F list, Mk
list ¢ device, &% list %%, BLE list APIA-48 7 LIST Rt API i FH .

BLE PERIODIC SYNC #3242t [F] 25 periodic advertising, 4R ¥ 21 periodic
advertising data %$4% 11, _BLE periodic sync API /% | PERIODIC SYNC #) API{#

Ho

BLE STORAGE A ff flash kA7t JE 2 peer 1) bond {5 S0 GATT 15 &4, H -+ bond
1% BAL4E peer_irk, peer_Itk, peer_csrk, local_irk, local_ltk Al local_csrk %%, BLE storage APl
41 7 STORAGE #11] AP H o

BLE GATT server #% B 3= B2 3¢ it v /i / ) B GATT senice, [ GATT CLIENT Jk i%
notification/indication 25421, BLE gatts API /"4 7 GATT server 15 [1) API {# F .

BLE GATT client #b = Bt 42 GATT discovery, 5% i GATT server H1 (1] attribute 24
B, BLE gattc API/\ 4R T GATT client #5 ) API 6 .

BLE senvices &3t T GATTserver. GATT client 1 SZEL AN [F] service & profile, 335 BAS.
DIS £, F/ thnl DR HET: 248 GATT server. GATT client 42 A2 HIAA A senvice %5

BLE APP 222 AN HIEES, 5140 blue courier (5 AR 2 FH P A & LN HHEE, APP AR
PEAS [E] ) 75 B AT PAR) AN [E] A EE M callback B Bk FEAH MK TH S o

BLE Mesh #fid

FAVET Zephyr FHEWE T Mesh Piridlak, SZHL T 530 IRINFEIE T Mesh1.1 ZEfRILTT
R, XFRAHMN. 208G SR B AT EER IR, EHTEERE. Tl
PR BErPiB RS . SRALE AT AR (RIEIR . IRIIFER) Mesh WIZ8RE T, SCRe KM
BT R

10
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1-2. BLE Mesh fE22

Mesh networking stack Fetures Mesh Provisioning stack
Models

Foundation Model Layer

Provisioning PDUs

Access Layer

Remote Generic
Provisioning Provisioning
Message PDU

Bearer Layer

Advertising Bearer GATT bearer

Upper Transport Layer

Low Transport Layer

Network Layer

Bluetooth Core Specification(LE Physical Transport)

U1 A& 1-2. BLE Mesh #Z242&i7~, GD32VW553 BLE Mesh & 3:F BLE HHUSEKIN HZ
7%, H Mesh networking stack. Mesh Provisioning stack & Applications &5 He4 i

Mesh networking stack 2 T & %% )2 (Bearer Layer). %% )= (Network Layer). 1% %)=
(Transport Layer). # A\ JZ(Access Layer). #fifi model JZ(Foundation Model Layer) % model
Z. Hrh %% 254 Key Refresh. IV update. IV Index Recovery. Node Removal /2 Node
Provisioning Protocol Interface 25 3fit. Mesh Provisionging stack S #53%T/#%(PB-ADV).
%28 (PB-GATT). CH 1 mesh %% (PB-Remote) KBTI . it 32 FF Friend 715 45
Lower Power 5 1. Relay Fi5i. Proxy 7 &,

Foundation models s:3i T~ Configuration models . Health models . Remote Provisioning
models. Bridge models. Mesh private Beacon models. On-Demand private Proxy models.
SAU Configuration models. Solicitation PDU RPL models . Opcodes Aggregator models
Large Composition Data models 55 model.

Models 7 #5175 il £ 5 Fi(Device Firmware Update), SZ#Filiid Mesh 455 e 2% [ {317
LTtH, THTYER L, AT MR L BN SR T 2T R

1
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GigaDevice
Zephyr mesh A/ 2422 BLE Mesh Profile; API 2% Mesh APl
2. BLE API
2.1. BLE adapter API
L3 ble_adapter.h.
BLE adapter 5k 3= B XA BLE AHC JE P T BC B FISR B A (4 11
21.1. adapter 5 5 K7

APP 7] LL[n) BLE adapter #8uF: iit callback #&i%i, BLE ¥tk s callback pREUKIELLIT
[’] event message %5 APP,

m BLE_ADP_EVT ENABLE_CMPL_INFO

%4 )5 278 BLE adapter ¥IUstb 52 G k%, WHEEFEZI N ble_adp_info_t, HL& & B
AT, InSRAIEE ATh 4 3R local version, local IRK &5 4 Hi & .

APP FEAEN B H. status FoRWIEAA DG 74 AT LG BLE ST AHCHRAE .

m BLE_ADP_EVT RESET CMPL_INFO

%M 52275 BLE adapter reset 5efa K%, HEEHRIEAA uint16_t R 215 reset Bl .
m BLE_ADP EVT DISABLE CMPL_INFO

%M Kk 7] APP i ble_adp_disable APl ¥ BLE disable ffZ5 58, 14 EEFEZEAA uint16_t
TR disable 2.

m BLE_ADP_EVT CHANN_MAP SET RSP

%W 5k 5] APP ] ble_adp_chann_map_set API ¥ & channel map fI45%, HEXHES
AU uint16_t &R channel map & 75 B8 ) .

m BLE_ADP_EVT_LOC_IRK_SET RSP

ZW 2R [E APP i ble_adp_loc irk_set APl ¥ & local IRK U455, T EHEEALN
uint16_t %75 local IRK & 75 BB T -

m BLE_ADP_EVT LOC_ADDR_INFO

%4 B2 TE localaddress & 4484k, f5ltn RPAtimeout J&if 145 APP ¥ address 5.8, 14
BHEZ57 4 ble_gap_local_addr_info_t.

m BLE_ADP_EVT NAME_SET RSP

% 2Rk [B] APP i ble_adp_name_set APl % & local name 14558, 4 253EA uint16 t
ff) status %7 local name & 75 % B 3 «

12
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2.1.2.

2.1.3.

m BLE_ADP_EVT ADDR RESLV_RSP

%74 KR [5] APP 1 ] ble_adp_addr_resolve API 5 £\ ) RPA 317 reslove 455, 2%
PN ble_gap_addr_resolve_rsp_t, 215 reslove H, R reslove Ity
reslove 5 ] address DL XTI IRK (55 .

m BLE_ADP_EVT RAND ADDR_GEN_RSP

% J4 B B B APP 1 A ble_adp_none_resolvable_ private_addr_gen API ,
ble_adp_static_random_addr_gen API 5% ble_adp_resolvable private_addr_gen API 4
random address 455, 422 A ble_gap_rand_addr_gen_rsp_t, 1% a4k random
address, tHIRALNTViK) address {55

m BLE_ADP_EVT TEST TX RSP

%IH SR [E] APP i ble_adp_test tx API 255, 1 BEHRZEAN uint16_t FIK tx test /2
I UEHAT -

m BLE_ADP_EVT TEST RX RSP

%IH SR [E] APP i ble_adp_test_rx API 255, 1 BEERZEARN uint16_t 3275 rx test &
BRI FFUEIAT -

m BLE_ADP_EVT TEST END RSP

Z W B & [ APP i Al ble_adp test end API R 45 B, W OE i KA KN
ble_gap_test_end _rsp_t, & 275 MIh45 K test.

m BLE_ADP_EVT TEST RX PKT_INFO
ZIH B A testrx end JEIE ST APP R Y packet number, V2 IR
ble gap test rx_pkt_info t.

ble_adp_callback_register

J57%: ble_status_t ble adp_callback register(ble_adp_ewvt_handler_t callback)

IhfE: VEM AL BLE adapter 74 51 callback %1, adapter ¥ 2.5 9 . adapter 585287

HINZH. callback, callback Bf%fsa %t
WS T

REME: IhIRE0, KRWGRIE ble status_t 7152 X error code

ble_adp_callback_unregister

J7i7%: ble_status_t ble adp_callback unregister(ble_adp_evt_handler_t callback)
Ihig: [ BLE adapter SLELEGH M 1 callback %L

WINZSH. calback, 7EHUHEN callback & EdEE!
13
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2.1.4.

2.1.5.

2.1.6.

mHZH: T
REME: AIhIRE0, KGRI ble_status_t 7152 X error code

ble_adp_reset

J7%L. ble_status_t ble_adp_reset(void)
Iheg: reset BLE Wik e ANl
WANZH: T
Wz X
REME: IHIR[E 0, RIGR[E ble_status_t H i ) error code
reset 5S¢l 5% BLE_ADP_EVT RESET CMPL_INFO jH i %1 callback p&%{

ble_adp_chann_map_set

J77: ble_status_t ble_adp_chann_map_set(uint8_t *p_chann_map)

Thig: ¥ # BLE nJFH channel map

WNZ%: p_chann_map, channel map ¥4, KN 5bytes, A2 bit fi7 MK 37 bit,
byte 0 ] bit 0 & fi %7~ i /] channelindex 0, byte 0 f{] bit 1 & {7 &~ {
channel index 1, LALSHE

Wz T

RIEME: IhiR A0, KIGGRIE] ble_status_t H & ) error code
W ESEHE 4 BLE_ADP_EVT_CHANN_MAP_SET_RSP 4218/ callback ik

ble_adp_loc_irk_set

J774. ble_status_t ble_adp_loc_irk_set(uint8_t*p_irk)
Ihfig: BE local ff I IRK
NS plirk, HEWEN IRK #8951, PIAK N 16 bytes
Wiz T
RIEME: BEIHIRIEIO, KGR ble_status_t H1 5 X[ error code
WHE A A BLE_ADP_EVT _LOC IRK_SET RSP jH/2.i#%0 callback pFi%k

14
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2.1.7.

2.1.8.

2.1.9.

2.1.10.

21.11.

ble_adp_loc_irk_get

J57i7: ble_status t ble_adp_loc_irk_get (uint8_t*p_irk)

IifE: 3REL BLE adapter f# Fif local IRK

WMASH: T

Mt 2% p_irk, local IRK $5%F, WA KN 16 bytes, {RA73RINE local IRK 5 2

REME: IhIRE0, KRWGRIE ble status_t 7152 X error code

ble_adp_identity_addr_get

J5i7%4. ble_status t ble_adp_identity addr_get (ble_gap_addr_ t*p_id_addr)
Ihfig: 3R BLE adapter f§ ) identity address

WANZH T

S8 p_id_addr, identity address R4, 4% address type, address &

IREME: FIhIRE 0, KIMGRIE ble_status_t 5 L] error code

ble_adp_public_addr_get

J7i%l: ble_status_t ble_adp_public_addr_get(uint8_t *p_addr)
IfifE: #KHL BLE adapter ] public address

N E

HitH 2% p_addr, public address %1

REME: IHIREN0, KRIMGRIE ble_status_t 7 52 X H error code

ble_adp_public_addr_set

J77: ble_status t ble adp_public_addr_set(uint8_t *p_addr)
Ihfig: % & BLE adapter f public address, FRXEJE Ja24E%k
¥iNZ%: p_addr, public address 1%t

Wiz T

REME: Rk 10, SRIMGRIE] ble status_t H i L) error code

ble_adp_name_set

J57: ble_status t ble_adp_name_set (uint8_t *p_name, uint8_t name_len)

15
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IhfE: 13 E BLE adapter fifi ] device name
HWINZ¥: p_name, device name 154t
name_len, device name K&
MBS I
RAME: BTk A0, SRIMGRIE] blestatus_t H i LI error code
W B 5E G 2 BLE_ADP_EVT_NAME_SET_RSP i &l %l callback H%(
21.12. ble_adp_local_ver_get
Ji%: ble_status_t ble_adp_local_ver_get (ble_gap_local_ver_t *p_val)
IfE: 3RHEL BLE adapter i A4z B
WMAZH: T
W24 p_val, local version 454k TREr, 46 hei version, Imp version %5
REME: AIHIREN0, KRIMGRIE ble_status_t A 52 X i error code
21.13. ble_adp_sugg_dft_data_len_get
J7i%: ble_status_t ble_adp_sugg_dft_data_len_get(ble_gap_sugg_dft_data_t *p_data)
Ififit: 3RHL BLE adapter 2R\ transmit data 2%
WMAZE: &
W24 p_data, suggestdata ZiM1ATEEr, 4% max txtime, maxtx octets
R A BRIHIR A0, JRMR[A ble_status t o5& XL error code
21.14. ble_adp_tx_pwr_range_get
J77%: ble_status_t ble_adp_tx_pwr_range_get(ble_gap_tx_pwr_range_t *p_val)
Ihfit: 3REL BLE adapter transmit power i [#]
WMAZH: &
WS4 p_val, tx powerrange &5 HA4EEr, £ min tx power, max tx power
REME: AIHIREN0, KRIMGRIE ble_status_t 752 X H error code
2.1.15. ble_adp_max_data_len_get

J7i%: ble_status t ble adp_max_data_len_get(ble_gap_max_data_len_t*p_len)

16
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2.1.16.

2.1.17.

2.1.18.

IfiE: 3KEX BLE adapter max data length 52
WANZH: T
W24 p_len, maxdatalength Z5#44A48%r, 45 max tx octets, max tx time,

max rx octets, max rx time

RAME: REEhiR 0, SR ble_status_t 7€ S error code

ble_adp_adv_sets_num_get

J77%: ble_status_t ble_adp_adv_sets _num_get (uint8_t *p_val)
Ihig: 3KHU BLE adapter S RfiJ#k advertising set (H
N = E

i >%: p_val, advertising set number $54%1

REME: AIHIREN0, RIMGRIE ble_status_t 752 X i error code

ble_adp_addr_resolve

J77%: ble_status_t ble adp_addr_resolve(uint8_t *p_addr, uint8_t *p_irk, uint8_t irk_num)
g HRUAE FFREL Y IRK list H11 key ZAHIA K] RPA
HINSH: p_addr, f5#EH resolvable private address
p_irk, IRK list 5%
irk_num, IRK list ' key FI%E:
W8
RIEME: I AEHATIR R 0, SRMGRIE] ble_status_t & ) error code
52 /% )54 BLE_ADP_EVT ADDR_RESLV_RSP 51841 callback s %, fng#fit
(") address HJ Lfi##T, V45 data ot 3EM#ATS Y identity address FI{§EH] ) IRK

ble_adp_static_random_addr_gen

J7i7%: ble_status_t ble adp_static random_addr_gen(void)

Ihik: 4k static random address

WMANSH: T

i ZHe

RIEME: I AEHATIR [F] 0, SRMGRIE] ble_status_t & ) error code

17
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e 544 BLE_ADP_EVT RAND _ADDR_GEN_RSP 4.5 3% callback i %k

21.19. ble_adp_resolvable_private_addr_gen

J7%: ble status_t ble_adp_resolvable private_addr_gen(woid)

IhfE: ‘E R static resolvable private address

WANZH: T

Wiz T

RIEME: I AEHATIR[E1 0, SRMGRIE] ble_status_t & ) error code

52 G 4>4 BLE_ADP_EVT _RAND _ADDR_GEN_RSP i34 callback %k

2.1.20. ble_adp_none_resolvable_private_addr_gen

J77: ble_status_t ble_adp_none_resolvable private_addr_gen(void)
IhfE: AL static non-resolvable privatea ddress

N

Wiz T

REME: RIHFFEHATIREI 0, KMGRIE ble_status_t 715 X error code

e G 2>1 BLE_ADP_EVT RAND ADDR_GEN_RSP ji4 5 if% callback i %k

2.1.21. ble_adp_test_tx

J57: ble_status tble adp_test tx(uint8 tchann, uint8 ttx_data_len,
uint8 ttx_pkt payload, uint8_tphy,int8 ttx pwr_ M)

INRE: Mg E BLE controller i A\ test mode, ki% test packet
#INZ¥: chann, txrfchannelindex, Jil#: Ox00~0x27

tx_data_len, tx BHKE, JuF: 0x00~0xFF

tx_pkt_payload, txEL[F2EA, JEHE: 0x00~0x07

phy, tx I PHY, 1: 1M, 2: 2M, 3: codedS=8, 4: coded S=2

tx_pwr_IM: tx power
W8
RIEE: EIhHF TR R0, KIBGRIE ble_status_t 71 5 ] error code

SERJE 44 BLE_ADP_EVT_TEST_TX RSP i i &1 callback #i%k

18
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2.1.22. ble_adp_test_rx

Ji7. ble_status tble adp_test rx(uint8_t chann, uint8_t phy, uint8_t modulation_idx)
jgE: ECE BLE controller i A\ test mode, 2k test packet
BINZH: chann, rx {1 fchannel index, il : 0x00~0x27
phy, m &R PHY, 1: 1M, 2: 2M, 3: coded
modulation_idx: BLE controller ;& 734 stable modulation index
WS X
REME: T AEHATIR [EI 0, JRIMGRIE] ble_status_t 7 L] error code

e G 2 BLE_ADP_EVT_TEST_RX RSP 4 i %1 callback e&i%k

2.1.23. ble_adp_test_end

J774. ble_status_t ble_adp_test_end(void)

Ihig: A E BLE controller & Hi test mode

WMNZH: T

Wiz T

REME: RIHFFIEHATIREI 0, KRMGRIE ble_status_t 71 5 X ) error code

5E /)G 44 BLE_ADP_EVT TEST _END_RSP 7121841 callback s%, iR HIK
& test rx mode, ©4xf# BLE_ADP_EVT TEST RX PKT_INFO 34 i %1 callback
bR EUR TN 20 ) packet number

2.2. BLE advertising API

skt ble_advh.
BLE advertising fbk 3= EHE (L A1/ advertising set, JFJ /51L& % advertising packets
SEAENED.

2.21. advertising J§ BX%

m BLE_ADV_EVT OP RSP

ZiH B R TE APP Y advertising AH % 11 #:4F J5 Bl £ 1 response , K B HHE A
ble_adv_op_rsp_t, G4H#R1EH DR BEIHAATI status.

m BLE_ADV_EVT STATE_CHG

%IH B2 advertising sets FRE KA EIE AT APP, advertising sets (R SR
19
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ble_adv state t, f13%EH state, state AL JE LA K &k A48 K advindex.
m BLE_ADV_EVT DATA_UPDATE_INFO
%I 5 AE7E APP i ble_adv_data_update ¥ 1E/Ef# FHfY advertising set [ data JEif%n
APP 455, T4 B8 3E25%0H ble_adv_data_update _info_t, 1% update ] advertising
data JEHY DL K B2 SRR status.
m BLE_ADV_EVT SCAN_REQ RCV
1 H 4% advertising set i enable T scan request notification, 7E+] advertising J& 5%
scan request packet it >4 1% BB A APP, W EHdE Jyble_adv scan req_rev t, &k
1% scan request ¥ & address.

2.2.2. ble_adv_create

2.2.3.

J7i7: ble_status tble adv create(ble_adv_param_t *p_param,
ble_adv_ewvt_handler_t hdir, void *p_context)
Ihfg: A% BLE advertising set
MINZH: p_param, advertising S35 A4, WL E advtype, interval, phy 224
hdir, 1% advAH G SR AE s, advil B 1] W advertising 748
p_context, B THAIAMEl A% 2 71 2 AR s R 24
Wtz
RIEME: WIhiR[E0, MR ble_status_t A 52 X error code

WHZE )54 BLE_ADV_EVT OP_RSP JH2 & 1% B it i 71 2 A P B B0 0]
create FAERGEIIPAT . WHRMIIAT, 7E advertising set create TEREILEH
BLE_ADV_EVT STATE_CHG ., state y BLE_ADV_STATE_CREATE, [dli7E

24 2 A BL3RTT advindex 72 Ja ) API H S

ble_adv_start

Ji7: ble_status_t ble_adv_start(uint8_tadv_idx, ble_adv_data_set t *p_adv_data,
ble_adv_data_set_t *p_scan_rsp_data, ble_adv_data_set t*p_per_adv_data)
Dhfie: W& advertising set 245 HH1f k1% advertising packet
i NZ%: adv_idx, advertising index
p_adv_data, advertising data £5f1&+454%l, data nTLLAIACL B 2 40H ble adv & ERL
Az i) 77 At mT ORI B B R B A A 77
p_scan_rsp_data, scanresponse data 4541541, create ] advertising set

20
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“4 scannable advertising i 75 24 B

p_per_adv data, periodic advertising data 45 #91&$5%t, create (¥
advertising set 4 periodic advertising i F5 5 5 E

WS X

RAME: REEhiR 0, SR ble_status_t 7€ S error code

W Z 544 BLE_ADV_EVT _OP_RSP 8k i%%| create advertising 3/t
(7 5 A B RR ik [B] start #RAE 2 S RO AT . MR AT, ZFIESH
BLE_ADV_EVT_STATE_CHG {2, ¥ B advertising data A Rl state Ay
BLE_ADV_STATE_ADV_DATA SET, BLE_ADV_STATE_SCAN_RSP_DATA SET
ot #% BLE_ADV_STATE_PER ADV_DATA_SET HIiHE, I/aifs— stae N
BLE_ADV_STATE_START 1 B

224. ble_adv_restart

J77. ble status_t ble_adv restart(uint8_tadv_idx)

Ihfg: 7t advertising set #4{% i1-/5 B4 F4f % advertising packet
HiIANS%: adv_idx, advertising index

WS T

REME: EEIhiR A0, KIMGRIE ble_status_t 5 X1 error code

W Z R 544 BLE_ADV_EVT _OP_RSP 8k i%%| create advertising 3/t
(3 S A FE ok R [B] restart BEAE R S IIAT . WER IIHAT, FFfK % advertising
packet J5if4:A BLE_ADV_EVT STATE_CHG W& KX FNH SACFER ¥, state N
BLE_ADV_STATE_START

2.2.5. ble_adv_stop

J77. ble status_t ble_adv_stop(uint8_tadv_idx)

IhE: {51k 1% advertising packet

i NZ%1: adv_idx, advertising index

WS X

REME: EEIhiR[E 0, KIGRIE] ble_status_t i€ X1 error code

W HZ R 544 BLE_ADV_EVT _OP_RSP 4 2k i%%| create advertising 3/t
(3 S AL FE R HUR A stop #AFR M IAAT. WA EhIIT, £ advertising set 15
1k %% )5 24 BLE_ADV_EVT STATE_CHG ¥ E KX AL R4, state Ny
BLE_ADV_STATE_CREATE

21
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2.2.6. ble_adv_remove

Ji7: ble_status_t ble adv_remove(uint8_t adv_idx)
hRE: MR ATE &i% advertising packet ff] advertising set,
L IEAE % 3% advertising packet, Bl state 7y BLE_ADV._STATE_START,
5 561 FH ble_adv_stop 4 3L stop J& Fi FiZ R UL remove.
ki NZ¥: adv_idx, advertising index
WS X
REME: R EhiR [E 0, SR ble_status_t 7€ S error code
%544 BLE_ADV_EVT _OP_RSP Bk %% create advertising F/ift
(9 S5 AL B B BB F] remove 2 1F & TSR AT .

2.217. ble_adv_data_update

J5i7%Y. ble_status tble adv data_update(uint8 tadv idx, ble_adv data_set t *p_adv _data,
ble adv data set t*p _scan_rsp_data, ble adv data set t*p per adv data)
Ihfik: ST IEAE K% advertising packet, E[l state Jy BLE_ADV_STATE_START ¥J
adwertising set ) advdata. scan response data. periodic advdata
i NZ%: adv_idx, advertising index
p_adv data, advertising data 44 ¥k 54t
p_scan_rsp_data, scan response data 45ifiA&fg 4t
p_per_adv data, periodic advertising data &% f4{& 4841
Wiz T
IR [EME: REIHIR[E 0, KIMGRIE] ble_status_t H5E L] error code

WA Z R854 BLE_ADV_EVT_OP_RSP i1 E % i%%| create advertising i3/
(9 S AL B K Bk [B] update FRAE RS RIIPAT . WEREIIHAT, S GIESH
BLE_ADV_EVT DATA_UPDATE_INFO ji &

2.3. BLE advertisingdata API

L4 ble_adv_data.h

BLE advertising data #55 = EH LM advertising data T Ak 45 7€ [ ad type (%,

22
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2.3.1.

2.3.2.

2.3.3.

ble_adv_find

J5 . uint8_t *ble_adv_find(uint8_t *p_data, uint16_t data_len, uint8_t ad_type,
uint8_t *p_len)
IhRE: 7E advertising data "' 5-#k45 i€ ad type 1%
BINZH: p_data, AN advertising data Hiti:
data_len, f##r#k[ advertising data K&
ad_type, FE A adtype
HZH. p_len, EHRFIKIXTN type 1) data value K&

>

B
REME . AR E 6 type [F) data value ik, #AHRF] R [E] NULL

o)

1

ble_adv_cmpl_name_find

J577: bool ble_adv_cmpl_name_find(uint8_t *p_data, uint16_t data_len,
uint8_t *p_name, uint16_t name_len)

IiRe: fE advertising data H - #72 1547 7E4E %[ complete name
MNSH. p_data, £Fr#kAY advertising data Hitik

data_len, fF##k1 advertising data £

p_name, i Z A KK complete name [Pk

name_len, L complete name K &
W ZH: T
REME: IR [\ true R /~TE advertising data HH AT LAFREHEE [ complete name, 5IIiR[H] false

\

ble_adv_short_name_find

J7 7. bool ble_adv_short_name_find(uint8_t *p_data, uint16_t data_len,
uint8_t*p_name, uint16_t name_len_min)
Uifg: 1t advertising data #3425 47 7E48 €11 short name
WMAZS%: p_data, FFAR A advertising data Hihik:
data_len, fF##k[¥ advertising data K&
p_name, i 27K short name ik

name_len_min, short name 7 %0 /N K EE
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Wz T

REME: R [E true /< 1E advertising data Hr LUK 245 (1) short name, 75 0J3R[F] false

2.34. ble_adv_svc_uuid_find

J77: bool ble_adv_svc_uuid_find(uint8_t *p_data, uint16_t data_len, ble_uuid_t *p_uuid)
Ihfig: 1f advertising data #3402 5547 1E45 €1 senice uuid
WNZH: p_data, &K1 advertising data Hiik:
data_len, fF#&r#k[) advising data K&
p_uuid, 7 EAKN uuid S5MATREE, BHE uuid KK uuid WA
W ZH: T
IR[EE: 3R [ true FoR1E advertising data H1a] IR FIHE 1) senice uuid, 75 1R [[] false

N

2.3.5. ble_adv_appearance_find

J5i%: bool ble_adv_appearance_find(uint8_t *p_data, uint16_t data_len,
uint16_t appearance)
Ihfig: 7F advertising data " -2 57 7546 21 appearance
WIANZH: p_data, FFEEk(?) advertising data Hihil:
data_len, fF##KH advertising data 1%
appearance, s 224k 1) appearance {H
W ZH: X

RIEME: IR [A] true R 1E advertising data H10] L3 145 2] appearance, 75 iR (7] false

24. BLE scan API

skt ble_scan.h.
BLE scan i 3 #2412 advertising data 22 I EHE R 455 3R
24.1. scan J§ B 2k%]

APP ] DL BLE scan #iHyEM callback e6%1, BLE P2t callback &A% T
event message %4 APP.

m BLE_SCAN_EVT ENABLE_RSP
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24.2,

2.4.3.

244,

%M 5275 APP il H ble_scan_enable 151 [ scan enable #4F /& 5 T, HEL
PE257 K ble_scan_enable_rsp_t, fIEHEAEHAT Y status.

m BLE_SCAN_EVT DISABLE RSP

1%H B2 1E APP iH ble_scan_disable £:[1 )51k 7] scan disable #:/E &7 BT, HEE
#H2 A1)y ble_scan_disable rsp_t, fUIEEAEHIT I status.

m BLE_SCAN_EVT STATE_CHG

ZW B & 1 scan R A& Kk EE AL B E A1 #) callback B AL, JH BB R A
ble_scan_state_chg_t, .47 scan tRAFAZ I JE K.

m BLE_SCAN_EVT ADV_RPT

ZiH E&1E scan #| adwertising packet f5iE%1 APP R[] data W, JHEEIEAN
ble_gap_adv_report_info_t, Z&5it ARSI advertising packet 5%, advertiser [
ik, advertising sid, data £ %

ble_scan_callback_register

J77: ble_status tble scan_callback_register(ble_scan_evt_handler_t callback)
Ihfg: 1AL BLE scan W B callback i %k

HINZH: callback, 4b¥EBLE scan WEMIEREL, scan 14 S UL WL scan J4 S5%
i ZHe

REME: REEhiR A0, SKIMGRIE ble_status_t H 5 I error code

ble_scan_callback_unregister

J77: ble_status_t ble_scan_callback_unregister(ble_scan_ewt_handler_t callback)
Thfg: [ BLE scan fHLEUH M ) callback pkiy

fNZH: callback, i ZHUHT callback B #di

W8

IREME: FIHIR A0, KIMGRIF ble_status_t 5 L error code

ble_scan_enable

Ji7#: ble_status t ble scan_enable(void)
Ihfie: JF/2 BLE 34, 3R %< BLE_SCAN_EVT _ADV_RPT Ji4 & %0 callback £
WMAZH: &

W%k
25
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2.4.5.

2.4.6.

24.7.

REME: BThR A0, JRIMGRIA] ble_status_t H5E X error code

WHHZ#% 544 BLE_SCAN_EVT ENABLE_RSP 78 E& 1% B3 M B9 A HE %
iR [0 enable 1 1F & T R I AT - WR BRI AT, enable EH G & A
BLE_SCAN_EVT STATE_CHG 4 K i# %1 callback & %{ , stae A
BLE_SCAN_STATE_ENABLED

ble_scan_disable

J5i7: ble_status tble_scan_disable(void)

Thg: 45K BLE $4

WMANSH: T

W8

REME: FIHIRE0, KIMGRIF ble_status_t 5 L error code

WHZEE 0544 BLE_SCAN_EVT DISABLE RSP Ji4E &% SNF: M B AL FE R
iR 8] disable #:{F & 75 8 Th 347 . Wi B 3 4T, disabe R E & A
BLE_SCAN_EVT_STATE_CHG 4 K& i %1 callback & % , state A
BLE_SCAN_STATE_DISABLED

ble_scan_param_set

J77: ble_status t ble scan_param_set (ble_gap_local_addr_type town_addr_type,
ble_gap_scan_param_t *p_param)
Ihfg: w & BLE FA#f# i local address type F1#3#i5 %1
WINZH: own_addr_type, FAHER {1 local address type
p_param, F#SH LR, F5 scantype, interval, window %5
W28
REME: REIHIRE 0, SKIMGRE] ble_status_t 1 5E L) error code

ble_scan_param_get

Ji#&l: ble_status_t ble_scan_param_get (ble_gap_local_addr_type t *p_own_addr_type,
ble gap_scan_param_t *p_param)

Ihig: 3KEL BLE $34if# FHIY local address type 3% %

MANZH: T

>4 p_own_addr_type, f&FIFIHER M 1] local address type
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p_param, S SRE, fFE scantype, interval, window %5
REME: RIHIREO, KIMGRIE] ble_status_t 5 L error code
2.5. BLE connectionAPI

2.5.1.

skt ble_conn.h.
BLE connection 5k = EERIE T ELL, SRR A5 B, RIER BiE LS50S,

connection 4 EXA

APP 7] L[] BLE connection #5731 callback e6i%k, BLE ik 2> callback BEEUR% LA
N ) event message % APP.

m BLE_CONN_EVT CONN_RSP

iZ W B iR Bl APP i | ble_conn_connect & L IE L K45 R, WHEBE RN
ble_conn_conn_rsp_t, 1% status R R A d &R L F.

m BLE_CONN_EVT DISCONN_RSP

% B i B APP i F ble_conn_disconnect & 2 Wb £k () 45 B, T B BN
ble_conn_disconn_rsp_t, & status A&7 lEh AL Wi &8 1l F2.

m BLE_CONN_EVT CONN_CANCEL_RSP

iZ 4 B 7] APP i il ble_conn_connect_cancel HUNZESTIELL LS R, WHREKIEER N
ble_conn_conn_cancel_rsp_t, & status #8275 SIhBUH @7 45 1 72

m BLE_CONN_EVT SEC_INFO_SET RSP

ZyH 2R 5] APP i ble_conn_sec_info_set ¥ APP &[] key 15 S/E 4 BLE stack HI45
B, WHEBIERALN ble_conn_sec info_set_rsp_t, 7 status FHE BRI key £4
BLE stack.

m BLE_CONN_EVT INIT_STATE_CHG

ZH RS TE AL E LS B R AR AR AR B I8 A callback oF AL, RN
ble_init_state_chg_t, & 24K state, state ZRAK JEK LUK 2758 filter accept list.

m BLE_CONN_EVT STATE_CHG

%N B S IELRS KA EE A callback %, ¥E2:%N ble_conn_state chg t, 1
& state, 7 state & BLE_CONN_STATE_CONNECTED I} if £ 1 & 45 #y ik Ky
ble_gap_conn_info_t (L (5, state y BLE_CONN_STATE_DISCONNECTD if%>
f15 544N ble_gap_disconn_info_t WA S E

m BLE_CONN_EVT PEER NAME_GET RSP

iz Hik 8] APP i ble_conn_peer_name_get 3K i GATT database ' name 1551
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R, M EBIEZEAY N ble_gap_peer name_get_rsp_t, fUEFREL attribute [ status, 1%
status &y BLE_ERR_NO_ERROR, &% attribute handle, name £ JZ#l name P %5,

m BLE_CONN_EVT PEER VERSION_GET RSP

%4 Kk [A] APP i ] ble_conn_peer version_get SXHUN i A5 E 145 5, TS HdEEA
4 ble_gap_peer_ver_get_rsp_t , £l & 3K HU version [ status, 1R status Ky
BLE_ERR_NO_ERROR, &% company id, Impversion, Imp subversion % .

m BLE_CONN_EVT PEER_FEATS _GET RSP

iZ W B3R [] APP i ble_conn_peer feats get XHU% % supported features 1521145 %,
T E #4E 25ON ble_gap_peer feats get rsp t, L& SRELK status, 1H status Ny
BLE_ERR_NO_ERROR, &£ it 32 FF 1) feature £14H%% .

m BLE_CONN_EVT PEER _APPEARANCE GET RSP

iZ 74 2% 8] APP i Fl ble_conn_peer _appearance_get %k HUX} i GATT database
appearance 15 4558, 4 EHIERALA ble_gap_peer_appearance_get rsp_t, f&%RE
attribute 1) status, #1iR status &4 BLE_ERR NO_ERROR, it fi# attribute handle,
appearance % N % .

m BLE_CONN_EVT PEER SLV_PRF_PARAM_GET RSP

%4 B3R 5] APP i H ble_conn_peer_slave_prefer_param_get 3% Bt} i GATT database
slave preferred parameter X 4~ attribute {5 B M 4 R, HE FFEH M A
ble_gap_slave_prefer_param_get_rsp_t, & 3KHL attribute ) status, 1% status ~
BLE_ERR NO ERROR, &l attribute handle, slave preferred connection interval.
latency 5N &

m BLE_CONN_EVT PEER ADDR RESLV_GET RSP

%4 Bk 8] APP i Fi| ble_conn_peer_addr_resolution_support_get $REUk i GATT database
# central address resolution support iX /> attribute K115 B4 %, HEEIEISA N
ble_gap_peer_addr_resol_get_rsp_t , fl % 3K iU attribute ) status, W status K
BLE_ERR_NO_ERROR, i&fi#r attribute handle, central address resolution support %54

e

7
m BLE_CONN_EVT PEER RPA_ONLY_GET RSP

%4 B3R 8] APP i ] ble_conn_peer _rpa_only get 3REUK i GATT database H resolvable
private address only X /> attrbute M & B B 4 £, M B H ik K & A
ble_gap_peer_rpa_only_get_rsp_t, & 3K Hl attribute 1) status, 1R status ~
BLE_ERR_NO_ERROR, i&fi# attribute handle, resolvable private address only 5%,

m BLE_CONN_EVT PEER DB HASH GET RSP

%W 2k [E] APP i ble_conn_peer_db_hash_get 3kEUAIi GATT database ' database
hash X/ attribute {5 EMIZ5 R, 5 E2HE257848 ble_gap_peer_db_hash get_rsp_t, {53k
HY attribute ff) status, 41 status Jy BLE_ERR NO_ERROR, iffi attribute handle,
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database hash Z N % .
m BLE_CONN_EVT PING_TO VAL GET RSP

%74 53R 7] APP iF ble_conn_ping_to_get 3KHX BLE link ping timeout {E {12554, 1H B4k
J M A4 ble_gap_ping_tout_get_rsp_t , B & 3K 4 1 status , W R status ~
BLE_ERR NO_ERROR, #fi%r ping timeout [ .

m BLE_CONN_EVT PING_TO_INFO

%4 HAE1E ping timeout KE 5130 %0 APP, TH BXE2R%EN ble_gap_ping_tout_info t,
f14 K ping timeout [ connection index .

m BLE_CONN_EVT PING_TO_SET RSP

iz 2R [A] APP i ble_conn_ping_to set i ping timeout {ERIZEH, THEHHERALN
ble_gap_ping_tout_set_rsp_t, &% HE 1) status S5 4.

m BLE_CONN_EVT RSS| GET RSP

%4 Bk 8] APP i ble_conn _rssi_get SREUK R 2k i I I B —2E A1) RSSI 4,
B, B H IR ble_gap rssi_get rsp t, & IKELN status, IR status K
BLE_ERR_NO_ERROR, ifl# RSSI %% .

m BLE_CONN_EVT CHANN_MAP_GET RSP

%4 Hik [5] APP i ] ble_conn_chann_map_get $REUA N 448 44 1) channel map 1458,
WS E 425N ble_gap_chann_map_get rsp t, & 3K EL status, 1% status N
BLE_ERR_NO_ERROR, i&fi% channel map #1155

m BLE_CONN_EVT NAME_GET_IND

ZH B R E B A AR A M name BB A1 OAPP . Y B BUHE 26 By
ble_ gap_name_get_ind_t, L& AKIREL name #24h offset fifk K name length, APP
A LLiAH ble_conn_name_get_cfm #H7 (A& .

m BLE_CONN_EVT APPEARANCE_GET IND

ZH B E N K A B3R A M appearance Bl &1 APP, VH B B ¥ER TN
ble_gap_appearance_get_ind_t, APP 7] LLifi ] ble_conn_appearance_get cfm i#17[HI%.

m BLE_CONN_EVT SLAVE_PREFER_PARAM GET_IND

T2 B S AE A i A B B 1Y) slave preferred parameter J& IS E A1 APP, TR EHER
LS| ble_gap_slave _prefer param_get ind t , APP 1 I S - I £
ble_conn_slave_prefer_param_get_cfm #47[H&.

m BLE_CONN_EVT NAME_SET IND

ZOUH B E R R A BN E A name BB A1 APP, OB R dE KA A
ble_gap_name_set_ind_t, & ZE ¥ E name K& & name W%, APP 1] L H
ble_conn_name_set_cfm #1715 .
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m BLE_CONN_EVT APPEARANCE_SET IND

% R R AE X % B A b appearance I IE &1 APP, W4 B BIE KA A
ble_gap_appearance_set_ind_t, f & 7 2% & [ appearance 1H, APP 1] DLii H
ble_conn_appearance_set_cfm #HT[RIE .

m BLE_CONN_EVT _PARAM_UPDATE_IND

%Y B & 7E % g & 2 connection parameter update It} iE &1 APP, 4 B BE KA R
ble_gap_conn_param_update_ind_t, & %75 22 ¥ #i () connection interval , latency,
supenision timeout 2524, APP wJLLifif ble_conn_param_update_cfm 17 [E%E .

m BLE_CONN_EVT PARAM UPDATE_RSP

%8 Bk [5] APP i ble_conn_param_update_req &2 connection parameter update [4%
R, JHEJH N ble_gap_conn_param_update_rsp_t, 1% update /] status.

m BLE_CONN_EVT_PARAM_UPDATE_INFO

%Y A N B A 2k ) connection parameter update 58S E A1 APP, TR HEES
%I°N ble_gap_conn_param_info_t, {7 update J5{#f [ connection interval, latency Al
supenvsion timeout %5 P 7.

m BLE_CONN_EVT PKT SIZE_SET RSP

%W 2k ] APP i ble_conn_pkt_size_set & Al K% FIBHE G A/NMUSER, W EHIE
k71K ble_gap_pkt_size_set rsp_t, & ¥ E ) status.

m BLE_CONN_EVT PKT SIZE_INFO

ZH B AR i B A b RS packet size B T 5 K G B A APP, YH B A s 2R AR
ble_gap_pkt_size_info_t, fL# maxtx octets, maxtxtime, max rxoctets, maxrx time.

m BLE_CONN_EVT PHY_GET RSP

%31 B3R [5] APP i ble_conn_phy_get $REE£&15 I PHY 13 BI4EH, 1 ERIREAA
ble_gap_phy_get_rsp_t, fLE3RHT status.

m BLE_CONN_EVT PHY SET RSP

% R APP Y ble_conn_phy_set B ELELFINS PHY {455, B HHRRIY
ble_gap_phy_set_rsp_t, W& BEN status.

m BLE_CONN_EVT PHY_INFO

ZIE SR TE APP SREUZEZE PHY 155, APP o3& 5wk B2k PHY 58 G850 APP 24 fd
FE PHY B R, THEEIE25E0K ble_gap_phy _info_t, & MATELN tx PHY, x PHY

=3
=Ry

m BLE_CONN_EVT LOC_TX PWR _GET RSP

%4 KAl APP ] ble_conn_local_tx_pwr_get 3KHUAHE transmit power K455, THE%
#5 25 % 4 ble_gap_local_tx_pwr_get rsp t, £l & 3k B[ status, 1R status A
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2.5.2.

BLE_ERR NO_ERROR, iU &FRELK PHY, XN PHY 24701 Ff transmit power Flfk
K transmit power.

m BLE_CONN_EVT PEER_TX PWR_GET RSP

%W 2k 5] APP i ble_conn_peer tx_pwr_get 3XHUG 5 transmit power 455, 2%
P& 25 7 S ble_gap_peer tx_pwr get rsp t, il & 3K U status, iR status N
BLE_ERR_NO_ERROR, it &3k PHY, X PHY X i) transmit power
power flags .

m BLE_CONN_EVT TX PWR _RPT CTRL_RSP

%4 2R 8] APP i ble_conn_tx_pwr_report_ctrl 3£ transmit power report f145 5, JHE
Bi257 K ble_gap_tx_pwr_report_ctrl_rsp_t, &% B status.

m BLE_CONN_EVT LOC_TX PWR RPT INFO

1ZiH E2&1E APP i T ble_conn_tx_pwr_report_ctrl enable 1 local report H. local transmit
power & AR JEIEEN APP, JHEEHERTN ble_gap_tx_pwr_report_info_t, L&A
report ff] PHY, X} PHY _Lff) transmit power, power flags f & 42841 transmit power
delta.

m BLE_CONN_EVT PEER TX PWR_RPT INFO

% B 27E APP i T ble_conn_tx_pwr_report_ctrl enable | peer report H. %3 transmit
power &AL JEiE A APP, HEHHERASH ble_gap_tx_pwr_report_info_t, L5 X v
report ] PHY, X} PHY _Eff) transmit power, power flags M & 428 4L[] transmit power
delta.

m BLE_CONN_EVT PATH_LOSS CTRL RSP

%W Bk [E APP i ble conn path_loss ctrl ¥ path loss f4E 58, W EEHEEM N
ble_gap_path_loss_ctrl_rsp_t, & 3 E [ status.

m BLE_CONN_EVT PATH LOSS THRESHOLD_INFO

1Z%iH E21E APP i ble_conn_path_loss_ctrl 3% & | path loss J& path loss zone K425k
K gsmE s APP, T4 B ¥dE35%N ble_gap_path_loss_threshold_info_t, & 24 path
loss {8 J¢ JIT AL zone {5 ..

m BLE_CONN_EVT PER_SYNC_TRANS RSP

%4 Hi& [a] APP i ble_conn_per_adv_sync_trans ¥ periodic advertising sync transfer ¥
X} i B A% 45 B, T SN ble_gap per_adv_sync trans_rsp_t, % transfer f& 7SR
i) status.

ble_conn_callback_register

J77: ble_status_t ble_conn_callback_register(ble_conn_ewvt_handler_t callback)

Thfe: VAL FE BLE connection 1 L callback B& %
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BINZH: callback, kb¥EBLE connection i [FI%L, connection fH & i
. connection .87
it ZHe
REE: RINIRE O, KGR ble_status_t # 5 X [ error code

2.5.3. ble_conn_callback_unregister

J57: ble_status t ble_conn_callback unregister(ble_conn_ewvt_handler_t callback)
Ihfig: 17 BLE connection BEHHLH 34t 1) callback p&i%k

MINZH: callback, 4bZE BLE connection 5.1k %k

W8

IR[EME: KIhiRIE0, “RIMGR[E ble_status_t #1521 error code

254. ble_conn_connect

J77: ble_status_t ble_conn_connect(ble_gap_init param_t*p_param,
ble gap_local_addr _type town_addr type,
ble gap_addr_t*p peer addr_info, bool use wil)
ifg: K BLE #4
WINZHL: p_param, KL KIS S ATEE, U4 connection interval . window %5
own_addr_type, & 7EELLHHE Y local address type
p_peer_addr_info, X uifi % %% Huhb(E B Fe 4T
use_wl, MM FAL, WIERAEH], NI FAL FPi s TEL, Tk
p_peer_addr_info #5 5[] address
Mtz
RIEME: I AaHATIR [F] 0, RIGGRIE] ble_status_t H & S error code

W% 0544 BLE_CONN_EVT _CONN_RSP 7 &l %1 callback FREUETREY
RAEE. WRRINAR, RSN EIE2HA BLE_CONN_EVT _STATE_CHG ¥
S %0 callback B %, state Jy BLE_CONN_STATE_CONNECTED, connectioninfo

Hh 415 ¥ connection index 7] FH T J5 4L 54F

2.5.5. ble_conn_disconnect

J5i7#4. ble_status_t ble_conn_disconnect(uint8_t conidx, uint16_t reason)
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Thig: Wit BLE 2k
INZ%: conidx, BLE %%k index, AI7EIERERIINIHE 3R
reason, WiFFEL MK, A H BLE_ERROR_HL_TO_HCI
(BLE_LL_ERR xxx), BLE_LL_ERR_xxx 4 ble_err_t * LL group ] error code
W ZH: T
RIEME: BT aEATIR [E1 0, ZRIGRIE] ble_status_t H 3 L) error code

V%4 11 )5 44 BLE_CONN_EVT _DISCONN_RSP 4 2% callback B 7K
DR kaWrde . W mIRAE, 1EIELBiH 51t BLE_CONN_EVT_STATE_CHG
71 23# %0 callback %, state  BLE_CONN_STATE_DISCONNECTED

2.5.6. ble_conn_connect_cancel

J77: ble_status_t ble_conn_connect_cancel(void)
Thhe: WO IEAE ARG BLE JE4
WANZH: T
Wt ZHe.
REME: RIHFFEHATIREI 0, KMGRIE ble_status_t 715 X error code
W %3 0 J5 24 BLE_CONN_EVT_CONN_CANCEL_RSP 4.5.i8%/ callback P&

25.7. ble_conn_sec_info_set

Jii B4 . ble_status_t ble_conn_sec_info_set(uint8_t conidx, uint8_t *p_local_csrk, uint8 t
*p_peer_csrk, uint8 _t pairing_IM, uint8 t
enc_key_present)

Ihag: i APP 3 key {55, 7EYE| BLE_CONN_EVT_STATE_CHG 745 H. state Jy
BLE_CONN_STATE_CONNECTED /&5 22 i 1%4% 114 key 5 BEf% 1645 BLE stack
HINSH: conidx, BLE %%k index, 7B IHNIHE B H3kse
p_local _csrk, local CSRK
p_peer_csrk, X4l CSRK
pairing_IM, pairing level
enc_key_present, encryption key s& 77 1L

W2 K
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REME: I GEHATIRIEI 0, RIMGRE] ble_status_t H 5 S error code

1% 1 J5 44 BLE_CONN_EVT_SEC_INFO_SET RSP i &iffi 41l callback Ei%t
BE I key 15 B % BLE stack.

2.5.8. ble_conn_peer_name_get

J7i7: ble_status_t ble_conn_peer name_get(uint8_t conidx)
Thag: RN O LA NI 8% GATT database i) 447
MINZ%L: conidx, BLE %% index, W] {EEBERINIIH B3RS
Wz T
WEME: BT IEHATIR R0, ZRISGRIF] ble_status_t H & X error code
eG4 BLE_CONN_EVT_PEER_NAME_GET_RSP jHE.i#%1 callback i %

2.5.9. ble_conn_peer_feats_get

J57: ble_status t ble_conn_peer feats get(uint8_t conidx)

TR RINC 2 STIE LA X3 Be SCRF Y feature

MINZH. conidx, BLE #£; index, W EIERERLTHAI R hikE
W28 &

REME: EIIHGHATIREN 0, SRIGR(F] ble_status_t i X[ error code

52/ G 4:4 BLE_CONN_EVT PEER FEATS GET RSP j4E.i#%0 callback %1

2.5.10. ble_conn_peer_appearance_get

J77Y: ble_status_t ble_conn_peer appearance_get(uint8 tconidx)
Thie: FRELCUEE T ZR I X % GATT database ') appearance
MINZ%L: conidx, BLE %% index, WJ{EEBRINIIN B3RS
Wtz
RIEME: BIhHFAEHATIR[E1 0, KIUGRIE] ble_status_t H & S error code
5¢ UG 44 BLE_CONN_EVT_PEER_APPEARANCE_GET RSP ¥4 .

@40 callback BR %

2.511. ble_conn_peer_version_get

J7%: ble_status_t ble_conn_peer version_get(uint8_t conidx)
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e : FRENC LI S i B ek HIRRCANE B
WNZ%: conidx, BLE £k index, AJ{EERRINIIHE Pk
it ZHe
REME: I aGHATIR[E 0, RIWR[E ble_status_t H1 i LI error code
SERA 2 BLE_CONN_EVT _PEER _VERSION_GET_RSP jH .1 % callback pAi%
2.512. ble_conn_peer_slave_prefer_param_get
J77: ble_status_t ble_conn_peer_slave_prefer param_get(uint8_t conidx)
IhRE: FREN O LRI X % GATT database 11 slave prefer parameters J& 4
NZ%: conidx, BLE £k index, AJ{EERRINIHE P3RS
Wiz T
R BREDITAATIR A 0, JRIUCR [ ble_status_t 172 S error code
G 4% BLE_CONN_EVT PEER SLV_PRF_PARAM_GET RSP 4K
40 callback Bi%f
2.5.13. ble_conn_peer_addr_resolution_support_get
J57: ble_status t ble_conn_peer addr_resolution_support_get(uint8_t conidx)
IRE: FREL O LR X % GATT database () address resolution support J&
HNZ%: conidx, BLE £k index, AJ7EERRINIHE P3G
W ZH: X
RAME: BREDFARHATIR A0, ‘RG] ble_status_t HiE S error code
52 /%G 4:4 BLE_CONN_EVT PEER ADDR_RESLV_GET RSP jl &
JE %N callback pF %L
2.5.14. ble_conn_peer_rpa_only_get

J77: ble_status_t ble_conn_peer_rpa_only_get(uint8_t conidx)

Ihfg: FRELC 8 TIE LA X B % GATT database ') RPA only J&1:
NS4 conidx, BLE 4k index, FITEEHRINIITEE Hik1T

i ZHe

REME: R EIATIR [0, SRIMGRIE] ble_status_t H15E LI error code
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2.5.15.

2.5.16.

2.5.17.

SE/% 5 BLE_CONN_EVT_PEER_RPA_ONLY_GET_RSP JH/5.i#%! callback %L

ble_conn_peer_db_hash_get

J7%: ble status_t ble_conn_peer_db_hash_get(uint8_t conidx)

Thg: SRECCHASTE LR G B4 GATT database H1f] database hash J& 4
MINZ%: conidx, BLE %4k index, mJ7EME IR0 R ks

i ZHe

REME: EIIFHGHATIRE 0, RIGIR(E] ble_status_t *FiE ] error code

e )5 A BLE_CONN_EVT_PEER DB HASH_GET_RSP 74 i Al callback PR

ble_conn_phy_get

J77: ble_status_t ble_conn_phy_get(uint8_t conidx)
DhRg: RO ESLELIEAEE FHE) PHY
HWINZ%L: conidx, BLE 4k index, RJ{EZERERLIINIE S HERTG
it ZHe. o
R IEME: ST IRRATIR 10, RIGGRIA] ble_status_t H15E L error code
47 J5 21 BLE_CONN_EVT_PHY_GET_RSP i £l &l callback e%L, nmizh

SREE|IE 2 BLE_CONN_EVT_PHY_INFO 34 i A callback %L

ble_conn_phy_set

J7i7: ble_status_t ble_conn_phy_set(uint8_t conidx, uint8_t tx_phy, uint8_trx_phy,
uint8_t phy_opt)

Dheg: wE CEELE AR PHY

¥iNZ%. conidx, BLE %%k index, W BB INIIN B HIRE
tx_phy, tx f#Ff¥) PHY bitfield, i ble_gap le_phy bf t 20 A1k
rx_phy, rx ff H1f PHY bitfield, Hible_gap_le_phy_bf t ZA AL
phy_opt, IRAEF coded PHY, WLABCE /&5 S i fd Fl S=2 5( S=8

i ZHe

RIEE : BREDITIATIR A 0, JRIBR A ble_status_t 72 S error code

PAT 544 BLE_CONN_EVT PHY_SET RSP JH&.ifi%0 callback & %L,
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2.5.18.

2.5.19.

2.5.20.

7E PHY ¥ & 5e G644 BLE_CONN_EVT _PHY_INFO 345384 callback k%%t

ble_conn_pkt_size_set

J5i7. ble_status t ble_conn_pkt_size set(uint8_t conidx, uint16_ttx_octets,
uint16_t tx_time)
Ihfg: B CEIELAE transmit I A] il K ik 1) packet size
MINZS%$: conidx, BLE %% index, W {EERERIIAIH B3R5
tx_octets, tx packet H k[ octet %k
tx_time, tx packet F K &% A
Wtz X
RIEME: I ATIR A 0, ‘RIUR[H] ble_status_t H & L H] error code
#4754 BLE_CONN_EVT PKT SIZE_SET RSP i %1 callback ef%k,
7t packet size & B¢ HiE 2> BLE_CONN_EVT PKT _SIZE_INFO &

B4 callback %k

ble_conn_chann_map_get

J77: ble_status_t ble_conn_chann_map_get(uint8_t conidx)
Dhfig: SRELC @ 1)L 1) channel map
HINZH: conidx, BLE £k index, AJ7EEERELIIAIM R IS
W8
REME: I AEIATIR 10, SRIGGRIE] ble_status_t H15E L H error code
AT 5 2x 5 BLE_CONN_EVT_CHANN_MAP_GET_RSP Ji{ E.ifi &l callback Efi%{

ble_conn_ping_to_get

J77: ble_status t ble_conn_ping to_get(uint8_t conidx)

DiRe: RIS HIEL 1 ping timeout {H

i NZH: conidx, BLE 3£k index, T7EMERER NS 345
W28 &

R IEME: ST IRRATIR (A1 0, KRIGGRIA] ble_status_t H15E L error code

P47 5 4 BLE_CONN_EVT_PING_TO_VAL_GET_RSP 451! callback i 4§
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2.5.21.

2.5.22.

2.5.23.

ble_conn_ping_to_set

J5i71: ble_status_t ble_conn_ping_to_set(uint8_t conidx, uint16_t tout)
Uige: B O IEL 1 ping timeout {H
HINZH: conidx, BLE £k index, AJ7EERERINNIHE kG
tout, pingtimeout {i, LA 10 ms JyHAr
W28
REME: I ATIR[E 0, RIWR[E ble_status_t H1 i LI error code

PUAT 544 BLE_CONN_EVT PING_TO_SET RSP i E.i#40 callback %t

ble_conn_rssi_get

J57: ble_status_t ble_conn_rssi_get(uint8_t conidx)

ThRE: SREL SIS FRG 3K packet f rssi

HNZH: conidx, BLE 4k index, RTEZERININIINE HIkE

W8

REME: BREFIGHATIR A0, “RIMCGERIF] ble_status_t HiE L] error code
47 J5 21 BLE_CONN_EVT_RSSI_GET_RSP JE.ifi%0 callback bk %4

ble_conn_param_update_req

J5i7: ble_status t ble_conn_param_update req (uint8_t conidx, uint16_t interval,

uint16_t latency, uint16_t supv_to, uint16_t ce_len)

Thie: WECENELERESH

MNZH: conidx, BLE #4kindex, R 7EERIIAINEE A
interval, 72X E ¥ connection event i}, LL1.25 ms MHifr
latency, slave AJ LAASHWT master £ 5 K connection event %
supv_to, WrZkHEmS, LL10 ms RNEHEAL
ce_len, connection event 1%, Ll 0.625 ms N AL

i ZHe. o

REME: EIIHGHATIREN 0, SRIGIR(E ble_status_t ' iE X error code

P47 544 BLE_CONN_EVT PARAM_UPDATE_RSP ¥ Eifi %1 callback e5i%k,
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TEEL BB B el mi8 44 BLE_CONN_EVT _PARAM_UPDATE_INFO i &

J# %0 callback %L

2.5.24. ble_conn_per_adv_sync_trans

J5i7: ble_status_t ble_conn_per_adv_sync_trans(uint8_t conidx, uint8_ttrans_idx,
uint16_t srv_data)
Ihiig: K periodic advertising 15 /8 5% K 25 CLUENTELZR  uiise &, (L nT DLE# K sync
i NZH: conidx, BLE iE£kindex, WZEEERER NN S F3KE
trans_idx, %4 & index, A LA local B ) periodic advertising [ index,
1] B local sync 3 ) sync index
srv_data, app fJ LA # [1) senice data
Wiz
REME: RIHFFIEHATIRE 0, MGRIE ble_status_t 71 5& X ) error code

AT £ BLE_CONN_EVT_PER_SYNC_TRANS_RSP i i callback i %{

2.5.25. ble_conn_name_get_cfm

J77%4: ble_status t ble_conn_name_get cfm(uint8_t conidx, uint16_t status,
uint16_t token, uint16_t cmpl_len, uint8_t *p_name, uint16_t name_len)
IhRE: 1t callback F'it#| BLE_CONN_EVT_NAME_GET_IND ji & 51 FliZ s e 5
X B R FEL PR SR B AR name 1) HHE

fNZ$: conidx, BLE ik index, W 7EERINIIEE 3R

status, confirm JIRZ&, WIHA R B 7 BUIE A error code, 7 IIIE O

token, message token, 7E BLE_CONN_EVT NAME_GET _IND jH & H3kH

cmpl_len, At name ) RK i

p_name, [A1& ] name f4: EREE 8 0 N BFE £

name_len, AR[EIE) name K, #[1E 4% name N5 cmpl_len AH%%
Wi ZHe o

REME: FIHIR A0, KIMGRIF ble_status_t 5 XL error code
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2.5.26. ble_conn_appearance_get_cfm
J577: ble_status_t ble_conn_appearance_get cfm(uint8_t conidx, uint16_t status,
uint16_t token, uint16_t appearance)
IfE: 7E callback F1i#] BLE_CONN_EVT APPEARANCE_GET IND ¥4 .5 J5 i 1%k %1
5] 52 X6} ity A A () SR A HE appearance [1H114
WINZH: conidx, BLE #£k index, FITEIERERLIHIIEE Rk
status, confirm JIRZ, WA HHREGEE 75 HEN error code, A 0
token, 7t BLE_CONN_EVT APPEARANCE_GET _IND 4.5 H3kHL
appearance, [A|% [J4Hh appearance
W ZH: x
R A EIhIR A0, JRIMGR[A ble_status_t 1 5E XL error code
2.5.27. ble_conn_slave_prefer_param_get_cfm
J77Y: ble_status tble _conn_slave prefer param_get_cfm(uint8_t conidx,
uint16_t status, uint16_ttoken, ble_gap_prefer_periph_param_t *p_param)
IifiE: 7F callback HiiF] BLE_CONN_EVT SLAVE_PREFER_PARAM GET IND J4 )5
W 1% e% %5 0] 52 X6} slave prefer parameter
HINZH: conidx, BLE 4k index, 7RI E 3R
status, confirm IRAS, 40 FA FREE 75 AE N error code, 5 UI4H O
token, 7t BLE_CONN_EVT_SLAVE_PREFER_PARAM_GET_IND 3 & #3kHL
p_param, slave prefer parameter &5 )&k f54t, 45 interval, latency %5
Wiz T
REME: EEThiR A0, KIGRIE ble_status_t 5 X1 error code
2.5.28. ble_conn_name_set_cfm

J5i7. ble_status t ble_conn_name_set_cfm(uint8_t conidx, uint16_t status, uint16_t token)

Iifit: 7£ callback H15%] BLE_ CONN_EVT NAME_SET IND 4 & 5 i Fi% sk a5 %t
KA B A name FIER

HMINZH: conidx, BLE £k index, R {EZERAR NN R H3ksE
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status, confirm IRZs, WA FREE 7 HUEA error code, 753 O

token, 7t BLE_CONN_EVT NAME_SET IND 4 & i 3kHL
i e

IR [EME: REIHIR[E 0, KIMGRIE] ble_status_t H5E LI error code

2.5.29. ble_conn_appearance_set_cfm

J5i7: ble_status t ble_conn_appearance_set_cfm(uint8_t conidx, uint16_t status,
uint16_t token)
IfE: f£ callback T14iF] BLE_ CONN_EVT APPEARANCE_SET IND ¥ B J& i HiZ sk
[B 2 %o} iy A ) 156 B ASHb appearance (1)1 3R
MINZH: conidx, BLE %%k index, TJ7EIEERLINIIE kg
status, confirm R, WA HHREGE 75 HUHA error code, 7MIHE 0
token, 7 BLE_CONN_EVT_APPEARANCE_SET_IND ji & H1 3k HL
Wiz
RAME: REThiR A0, SRIMGRIE] ble status_t H g L) error code

2.5.30. ble_conn_param_update_cfm

J7i7: ble_status_t ble_conn_param_update_cfm(uint8_t conidx, bool accept,
uint16_tce_len_min, uint16_tce_len_max)
IRE: 1E callback F14i%] BLE_CONN_EVT _PARAM_UPDATE_IND 4.2 )5 i 1%k ¥lnl &2
X & AL ) connection parameter update &K
HiNZH: conidx, BLE #%£k index, W7EMEBRLINMINY.E h3keE
accept, true F/RFEZ connection ZEHEHTIER, 75 [E & false
ce_len_min, connection event f{j&/NiE], DL 0.625 ms A
ce_len_max, connection event 5 K [E], L 0.625 ms AL
W ZH: T
RAME: BIhIR A0, ZIMCRIA] ble_status_t H5E X error code

2.5.31. ble_conn_local_tx_pwr_get

J77%: ble_status_t ble_conn_local_tx_pwr_get(uint8_t conidx,
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2.5.32.

2.5.33.

ble_gap_phy_pwr_value_t phy)
Ihfg: IREL O IELS B PHY _EAH: transmit B ) power
HINZ¥: conidx, BLE %%k index, wJEERRINNHE HIKE
phy, 3KH power X N [] PHY
W8 T
REME: EIIFHGHATIREI 0, SRIGIRF] ble_status_t i LI error code
5eHJEH BLE_CONN_EVT _LOC_TX PWR_GET_RSP 4 /E.iH%1 callback %l

ble_conn_peer_tx_pwr_get

J5i7. ble_ status_t ble_conn_peer tx_pwr_get(uint8 t conidx,
ble_gap_phy_pwr_value_t phy)
hfi: FREL O STELN N PHY _F5%f i transmit B 48 FH () power
BINZH: conidx, BLE #%£k index, W EERZR NN 3k
phy, 3RE power X B[] PHY
W8
R[AME: BREDFIGHATIR A0, “RIMGERIF] ble_status_t HiE L] error code

554 BLE_CONN_EVT PEER_TX PWR_GET_ RSP ¥ K 4/l callback &%k

ble_conn_tx_pwr_report_ctrl

J5i7: ble_status_t ble_conn_tx_pwr_report_ctrl(uint8_t conidx, uint8_t local_en,
uint8_t remote_en)
hRE: EE O IHEL FAHE X b transmit power & A ARAKIN; T KAk @4 APP
MNZ$: conidx, BLE 4k index, W EERERIIAINNE 3
local_en, 73l transmit power & A=A8 A0 S 75 3850 remote_en,
Xt i transmit power & AEZE AU & 75 N
W ZH: T
RAME: BREDFIGHATIR A0, “RIMGERIF] ble_status_t HiE 3] error code
SEE 2 BLE_CONN_EVT TX PWR_RPT _CTRL_RSP jH5i#%N callback &%
W R & T local enable, 7EASH: transmit power & 2= A8k 4>

4 BLE_CONN_EVT LOC_TX PWR_RPT _INFO 3} &.ifi%n callback &%t
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W B E T remote enable, 7EXt tx power & A= A {bi £
# BLE_CONN_EVT PEER TX PWR_RPT INFO 4 &l %l callback B%(

2.5.34. ble_conn_path_loss_ctrl

J5ii7. ble_status t ble conn_path loss_ctrli(uint8_t conidx, uint8_t enable,
uint8_thigh_threshold, uint8 thigh_hysteresis, int8 tlow_threshold,
uint8_t low_hysteresis, uint16_t min_time)

Difg: WE CEAIEZ R path loss ]

HINSH: conidx, BLE #Zk index, RI7EEH IS 3k

enable, J&77i# %1 pathloss
high_threshold, high zone ] path loss [B/{&
high_hysteresis, high threshold [f] hysteresis {&
low_threshold, low zone [f] path loss [&{&
low_hysteresis, low threshold [f] hysteresis &
min_time, path &4 324t 575 E45 B 1) f/)> connection event %4
W ZHe T
RIEME: I aEATIR [F1 0, JRIMGRIE] ble_status_t H7E L) error code
2 UG 454 BLE_CONN_EVT PATH_LOSS CTRL_RSP ji4 240 callback %k
W R Th X B N enable, 7£ path zone & A4k 4>
# BLE_CONN_EVT PATH LOSS THRESHOLD INFO il callback i %%

2.5.35. ble_conn_enable_central_feat

J77: ble_status t ble_conn_enable_central_feat(uint8_t conidx)

UiRe: WA1EN peripheral B, FREUXZECE central [ gap senvice {5 5
fINZ4: conidx, BLE £k index, AIYEZEBRLINMIHE H3RAT
W8

RIEME: I IEHATIRE 0, RIUEH] ble_status_t H e L) error code

2.6. BLE security API

SkefF ble_sec.h.
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BLE security # 3 44t pairing, authentication, encryption &5 i 22 B (14

2.6.1. security J§ H28%

APP 1] LL[1] BLE security #iEi3:/0t callback 8%, BLE #hitk<iEid callback B%UAIELL T
ff] event message % APP.

m BLE_SEC_EVT PAIRING_REQ_IND

%l B 2 7R Uk B % i &k R 9 pairing request 5 B &1 APP, T4 B HidE KA N
ble_gap_pairing_req_ind_t, &%} authentication request level %555 . APP #J DL
ble _sec_pairing_req_cfm #H7H& .

m BLE_SEC_EVT LTK_REQ_IND

%M B A2 1E authentication I3#2 H A APP 3REX CUAC AT 251 long term key, i EEHRIAN
ble_gap Itk _req_ind_t, & LTKsize{5 K. APP fJ LI ble_sec ltk_req_cim #HT[I1E.

m BLE_SEC_EVT KEY_DISPLAY_REQ_IND

ZOH R R R o it FE P T E PIN CODE W |1 APP 3R HU, ¥ 2 #ds K5 N
ble_ gap_tk req_ind t , fl ¥ connection index {5 B . APP W DL i H
ble_sec_key display enter_cfm i#17[E &,

m BLE_SEC_EVT KEY _ENTER REQ_IND

ZH B RER NS R T N passkey Wi &1 APP, H B HIERA A
ble gap tk req_ind t , L & connection index 15 B . APP w® UL i H
ble_sec_key display _enter_cfm i#17[E &,

m BLE_SEC_EVT KEY_OOB_REQ IND

%Y B RO AR Th 2 APP #F OOB data 15y temp key I i@%1 APP, .S 3dE2EA
N ble_gap_tk_req_ind_t, f1% connectionindex {55 . APP 1] LLifi ] ble_sec_oob _req_cim
HATIEIE

m BLE SEC _EVT NUMERIC_COMPARISON_IND

ZIH RN AR T T B P AR number HEAT LU @A APP, TH B EHEIAN
ble_gap_nc_ind_t, L& ZHXIEE. APP R UL ble_sec_nc_cfm #H7HI& .

m BLE_SEC_EVT IRK_REQ_IND

ZH R W R R E SRR H IRK 3EAT 4 R BT A APP, Y B R 25 N
ble_gap_irk_req_ind_t, L% connectionindex 15 5. APP FJLLiHH ble_sec irk_req_cim pf
AT .
m BLE_SEC_EVT CSRK REQ_IND
ZH B R IR P 7 E R CSRK 4T 70 K BFIE &1 APP, H B HdE24N
ble_gap_csrk_req_ind_t, % connectionindex 15/5.. APP 1] Ll F ble_sec_csrk_req_cfm
PR ECHAT IR
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2.6.2.

m BLE_SEC_EVT OOB_DATA_REQ_IND

ZH BRI R O0B J7 3 5] APP 3kl OOB data, v & %45 258 Jy
ble_gap_oob_data_req_ind_t , I ¥ connection index 5 & . APP # UL i H
ble_sec_oob_data_req_cfm & %GE4TRI&E .

m BLE_SEC_EVT PAIRING_SUCCESS_INFO

2 B AR TERCX ) JEIE A APP, Y EEHEZN ble_sec_pairing_success_t, B A
secure connection L& pairing level 2515 5. .

m BLE_SEC_EVT PARING_FAIL_INFO

1% B AR TERLNT R 5 APP,  H S 8diE 251N ble_sec_pairing_fail_t, 57 pairing 2
{14 i R 5

m BLE_SEC_EVT SECURITY _REQ_INFO

% B SR AEAE N master B USR] Xt slave &S security request IFE %1 APP, i SRS
A ble_sec_security_req_info_t, & X1t authentication request level 2. APP 7RIS EIi%
T 55 AT DU 2 75 A0 i) LTK Sk K k2 encryption B¢# pairing ..

m BLE_SEC _EVT ENCRYPT REQ_IND

% R R LE i B 6k 2B encryption request J5 B &1 APP, TH R BIE AR
ble_gap_encrypt_req_ind_t, & ediv Al random number % {5 & . APP ] LLif
ble_sec_encrypt _req_cfm #E47R &,

m BLE_SEC_EVT ENCRYPT_INFO

ZH B2 1E encryption 5EAEIE A APP . 14 BEEZRAA ble_sec_encrypt_info_t, & 2R
encryption I ¥ status, WIREIIESA pairing level (5 B o

m BLE_SEC_EVT OOB_DATA_GEN_INFO

%74 52 1F APP ififf] ble_sec_oob_data_gen J5 iZh A4k —41 OOB data i+ i@ %1 APP. JHE
452571 )y ble_sec_oob_data_info_t, 1741 OOB data.

m BLE_SEC_EVT KEY_PRESS_NOTIFY_RSP

iZ W B iR [n APP i il ble _sec key press notify )45 B, 4 B F 4 KM N
ble_gap_key_press ntf rsp_t, fil& ki% key press notification ] status.

m BLE_SEC_EVT KEY_PRESS_INFO

%M R 4 fE U B X s i key press notification & B &1 APP, H R BHE RN
ble_gap_key_pressed_info_t, %% key press type %5 B

ble_sec_callback_register

J5i7. ble_status tble sec callback_register(ble_sec_ewvt_handler_t callback)

Ihfik: %3 10 H TV BLE security BLHLK event T4 B ANFE bk
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I NSH: callback, callback 4bFERR%L, security ¥ 2 H W security 8287
Wb 24 T
REME: HIhiR[E0, KMGRIE ble_status_t H 72 X [¥) error code

2.6.3. ble_sec_callback_unregister

J77: ble_status tble sec callback_unregister(ble_sec_ewvt_handler_t callback)
TiRe: 17 BLE security fHHTETE: M 7E S A0 2 2L

HINZH: callback, 7FZHUHN) callback ifi%L

i ZHe

REME: EEIhiR[E 0, JKRIMGRIE ble_status_t HF5E LI error code

2.6.4. ble_sec_security_req

J774: ble_status tble sec security req(uint8_t conidx, uint8_tauth)
Uike: 1EA slave i) F LXK %K) security request V8 15
i NZ$: conidx, connection index

auth, FE/RECHT A, SFEHM 2 ble_gap_auth_mask_t
Wiz X

REME: RIhIATIRE O, HKMGRIE ble_status_t 71 5 X ¥ error code

2.6.5. ble_sec_bond_req

J77Y: ble_status tble sec_bond_req(uint8_t conidx,
ble gap_pairing_param_t *p_param, uint8 t sec req_lewel)
Ihiig: 1EN master B 3£ 3K AR A%/ pairing request 45, B TE
5% BLE_SEC_EVT_SECURITY_REQ_INFO ¥4 & 5 Rixt i slave )
security request & iZiC %
i NZ%: conidx, connection index
p_param, pairing request ¥ E (IS %, =% 45t {k ble_gap_pairing_param_t
sec_req_level, Z4:iEK level, % M2 ble_gap_sec _req_t
Wiz X
RIEME: RIHPATIRE O, KIGRIE ble_status_t 5 X ] error code
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2.6.6.

2.6.7.

2.6.8.

ble_sec_encrypt_req

Ji7: ble_status_t ble sec_encrypt req(uint8_tconidx, ble_gap_Itk_t*p_peer_Itk)
Ihfg: AFLEXTuR I LTK B, R IEhN#E R
i NZ%: conidx, connection index
p_peer_ltk, X} LTK
Wiz T
REME: BEIhPATIRE 0, MR ble status_t 71 5E X [¥] error code

ble_sec_key_press_notify

J77%: ble_status tble sec key press notify(uint8_t conidx, uint8_ttype)
Ihfg: Ki% keypress notify i 2
i NZ%: conidx, connection index
type, 0: Passkey entry started

1: Passkey digit entered

2: Passkey digit erased

3: Passkey cleared

4. Passkey entry completed
WS T
RIEME: RIHPATIRE 0, RIGRIE ble_status_t H 5% X ] error code

eG4 BLE_SEC_EVT KEY_PRESS NOTIFY_RSP 74 K. 41 callback B4

ble_sec_key display_enter_cfm

J7i7: ble_status_t ble sec key display_enter_cfm(uint8_t conidx, bool accept,
uint32_t passkey)
iRE: pairing iIIFEHTE callback #%i1iic 3] BLE_SEC_EVT_KEY_DISPLAY_REQ_IND
5% BLE_SEC_EVT KEY_ENTER_REQ_IND J5 i HiZ #5152 PIN CODE
¥ passkey
i NZ%: conidx, connection index

accept, & AiEKIE R
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2.6.9.

2.6.10.

2.6.11.

passkey, i EHI7E 000000-999999
WS
RIEME: RIHPATIRE O, KIGRE ble_status_t 5 X ] error code

ble_sec_oob_req _cfm

J77%: ble_status tble sec_oob_req_cfm(uint8_t conidx, bool accept, uint8_t *p_key)
Difig: pairing it #2 $1 7 callback &%+l BLE_SEC_EVT_KEY_OOB_REQ IND
1 25 1 2% el 2 OOB TK
I NZ%: conidx, connection index
accept, s&HEEIIER
p_key, 128bit [¥] key f&
i ZHe
REME: RIIPATIRIEIO, KMGRFE] ble_status_t H5E X [ error code

ble_sec_nc_cfm

Ji7. ble_status t ble_sec_nc_cfm(uint8_t conidx, bool accept)

IhfE: pairing il 2 FR7E callback 6 #H i EIBLE_SEC_EVT _NUMERIC_COMPARISON_IND
H J2 )5 1 1% 28 8091 &2 numeric comparison 45

i NZ4$1: conidx, connection index
accept, numeric comparison 455 & 75—
Wiz X
RIEME: RIHPATIR[E O, KIGRE ble_status_t 5 X ] error code

ble_sec_Itk req_cfm

Ji%l: ble_status_t ble_sec_ltk_req_cfm(uint8_t conidx, uint8_t accept, ble_gap_Itk_t *p_Itk)

Thfg: 7t callback %%tk BLE_SEC EVT LTK_REQ_IND .5 i 1% sl 2 A i
LTK {5 B el 16 415K

MINZH: conidx, connection index
accept, & mEIGE R
p_ltk, LTK {HHIFEE"

Wtz
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2.6.12.

2.6.13.

2.6.14.

RIEME: BEhPATIREN 0, KIWGRE ble_status_t H e X [ error code

ble_sec_irk_req_cfm

J77: ble_status_t ble_sec_irk_req_cfm(uint8_t conidx, uint8_taccept, ble_gap_irk_t *p_irk)

IRE: 1E callback % Hic®] BLE_SEC_EVT IRK_REQ_IND ¥ .2 & i FiiZ sk nl B A kb )
IRK 15 B e & 461 %15 5K

i NZ%: conidx, connection index
accept, &mEINOER
p_irk, IRKEJIEE
Wiz T
RIEME: RIHPATIRE O, KIGRIE ble_status_t 5 X ] error code

ble_sec_csrk_req_cfm

J77%4: ble_status tble sec csrk req_cfm(uint8_t conidx, uint8_taccept,
ble_gap_csrk_t *p_csrk)

Iifit: 1 callback g% i3] BLE_SEC_EVT CSRK _REQ IND 4 B J5 ik FH %k %k nl 5 A
(] CSRK {5 B Bk # 40 46i%iEKR

HNZ%L: conidx, connection index
accept, & AEEIGER
p_csrk, CSRK A fa%t
Wl ZH: T
REME: IhHATIR[E 0, JWERE ble_ status_t H5E X [ error code

ble_sec_encrypt_req_cfm

J7i7: ble_status_t ble sec_encrypt req_cfm(uint8_t conidx, bool found, uint8_t *p_ltk,
uint8_t key_size)

IjRE: encryption i H7E callback Hfit 3 BLE_SEC_EVT_ENCRYPT _REQ_IND JH.& /5
FH 1% pR K5 0] 52 A HiL A LTK {38 B Fa48 12385 5K

H¥INZ¥: conidx, connection index
found, ZEAFTE key

p_ltk, local LTK {484t
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2.6.15.

2.6.16.

2.6.17.

key_size, key [ size
WS
RIEME: RIHPATIRE O, KIGRE ble_status_t 5 X ] error code

ble_sec_pairing_req_cfm

J7i%: ble_status_t ble _sec pairing_req_cfm(uint8_t conidx, uint8_t accept,
ble_gap_pairing_param_t *p_param,uint8_tsec req_IV)

IifE: 7£ callback E&¥Pi3| BLE_SEC _EVT PAIRING_REQ_IND i 55 %k ¥ =1
pairing response 5 X} Uiy 3 B EEE 411K

#WINZH: conidx, connectionindex
accept, J&EHEIGE R
p_param, pairing response V¥ 224, ZH4510k ble_gap_pairing_param_t
sec_req_level, 413K level, 2% M2 ble_gap_sec _req_t

Wiz

REME: IhIATIRE O, MR ble_status_t /1 5 X ¥ error code

ble_sec_oob_data_req_cfm

J77Y: ble_status tble sec oob data req_cfm(uint8_t conidx, uint8_taccept,
uint8_t *p_conf, uint8_t *p_rand)

JRE: pairing iIdFEHTE callback B6 %0+ i#] BLE_SEC_EVT OOB_DATA_REQ IND jH &5
WA % 2R % 0] 2 A ) OOB data {5 B Bl E fE4 %35 R

#NZ%. conidx, connection index
accept, &AENOER
p_conf, peer confirm {&

p_rand, peerrandom {&
Mtz
REME: EIhPATIREI 0, MR ble status_t 71 5E X [¥] error code
ble_sec_oob_data_gen
J77%: ble_status tble sec_oob_data_gen(void)
Ihig: %4 04K —41 OOB data
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MANZH: TC
Wit ZHe. o
REME: EIhPATIREI 0, MR ble_status_t FH 5E X[ error code

B h A i OOB data 5434 BLE_SEC_EVT_OOB_DATA_GEN_INFO 4 2

B4 callback &%k

2.7. BLE list API

A ble_list.h.

BLE list f&b = EH 4% FAL, RAL, PAL BHATE/ERIHED, B340 device 2 list, M list
H1it) device, TER list 2%,

2.71. list 5 B 2%

m BLE_LIST EVT OP_RSP

iZ 4 B & B APP i [} ble_fal_op, ble fal list_set, ble fal list_clear, ble ral_op,
ble_ral_list_set, ble_ral_list_clear, ble_pal_op, ble_pal_list _set, ble_pal_list clear F&%#E/E
list (&5 IR, JHEEPEIAN ble_list_data_t, L7 list type, op type SEN%, A LLEIGEL
i) type HEATHIBTRITE 2 S0 WA list AR 15 .

m BLE_LIST EVT LOC_RPA_GET RSP

%4 Hi% 5] APP i H ble_loc_rpa_get 351X local resolvable address ()45 5, 14 E BRI
N ble_list_data_t, A listtype &y BLE_RAL_TYPE, op type & GET_LOC RPA.

m BLE_LIST EVT PEER _RPA GET RSP

%34 B [5] APP i ] ble_peer_rpa_get 3K peerresolvable address (11455, i 2 4R
Jy ble_list_data_t. F listtype Jy BLE_RAL TYPE. op type Jy GET PEER_RPA.

2.7.2. ble_list_callback_register

J7: ble_status_t ble_list_callback register(ble_list evt_handler_t callback)
hRe: VEMALEE BLE list ¥ 5.1 callback &%

MINZHL: calback, 4b¥EBLE list VS MEREL list y4 S UL W, list .5 267
W8

REME: IR E0, JMGRIE] ble_status_t HF5E LI error code
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2.7.3. ble_list_callback_unregister

J577: ble_status_t ble_list callback unregister(ble_list evt_handler_t callback)
Dhfg: 11 BLE list B HUH M callback pRi%

BINZH: callback, 7FEHUHY callback ifi%L

W8

REME: FEIHIRIE0, KIMGRIE ble_status_t H 5 X error code

274. ble_fal_op

J5i7. ble_status_tble fal_op(ble_gap addr t*p_addr_info, bool add)
Ihfig: Fdex device MABFEH, filter accept list
H¥INZ%: p_addr_info, device address f&%l
add, true FIRHIA FAL, false FnfH FAL
Wi ZHe Lo
REME: RIhPATIR[EN 0, KIR[E] ble_status_t H 5 X [ error code
SEHE 2345 BLE_LIST_EVT_OP_RSP W &i#%40 callback B %, list type
N BLE_FAL_TYPE, optype iy RMV_DEVICE_FROM_LIST

ok # ADD_DEVICE_TO_LIST

2.7.5. ble_fal_list_set

J77%Y: ble_status tble fal_list_set(uint8_t num, ble_gap addr t*p_addr_info)
IRE: W H filter accept list, Z3/FE2 K FAL 5B 5H AR E N 2
MANZH: num, TEEET FAL 111 device 4K
p_addr_info, device £(#4H, %4 €5 num 4> address 55
WS T
RIEME: RShPATIREN 0, KIRE] ble_status_t H € X [ error code
SRR BLE_LIST_EVT_OP_RSP ¥ &% callback B4, list type

%y BLE_FAL_TYPE, optype 7y SET_DEVICES TO_LIST

2.7.6. ble_fal_clear

J77L. ble status_t ble_fal_clear(void)
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2.7.7.

2.7.8.

2.7.9.

Ihfit: J&% filter accept list

WS T

W8 T

IREME: FIHHATIR A0, KMR[E] ble_status_t FH 5E X[ error code
SEUR 23 BLE_LIST_EVT_OP_RSP {141 callback &%,

list type 4y BLE_FAL_TYPE, op type y CLEAR_DEVICE_LIST

ble_fal_size_get

J77. uint8_t ble_fal_size get(void)
IhRE: FREL filter accept list i Koo BN %
MANZH: T

Wiz

IR[EME: filter accept list A TEE AN

ble_ral_op
J5i7: ble_status_t ble ral_op(ble_gap_ral_info_t *p_ral_info, bool add)
Dife: ¥R BAIMAEFH resolving list
HINZH: p_ral_info, RAL Z5#fATe%Er, 45 identity address, IRK 4
add, true /RN RAL, false %/~ RAL
W8
REME: IhPATIR[E 0, JWGRE ble_status_t H5E X [ error code
SEJE 2345 BLE_LIST _EVT_OP_RSP W/2i#%0 callback Ei%L, list type A
BLE_RAL_TYPE, optype & RMV_DEVICE_FROM_LIST 5i#

ADD_DEVICE_TO_LIST

ble_ral_list_set
J7i%: ble_status_t ble ral_list_set(uint8_t num, ble_gap_ral_info_t *p_ral_info)
TiRE: & E resolving list, 1Z#EESK RAL 43 SE B AR BN &
MINSH: num, 5B ET] RAL H device ML
p_ral_info, RAL Z5HARSE, B 5 num 4> RAL 4514 4
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2.7.10.

2.711.

2.712.

Wz
REME: WRIHIATIRE 0, FKMGRIE ble_status_t 71 5 X ) error code
e JE 4 BLE_LIST EVT_OP_RSP JHEi#%0 callback B %L, list type A

BLE_RAL_TYPE, optype y SET_DEVICES_TO_LIST

ble_ral_clear

J57%: ble_status_t ble_ral_clear(void)
Ihig: 57 resolving list
WAZH. &
Wtz X
IREME: FRIIPATIREIO, KMURIF] ble_status_t H e X [#) error code
eG4 BLE_LIST_EVT_OP_RSP &% callback $%L, list type N

BLE_RAL_TYPE, optype y CLEAR_DEVICE_LIST

ble_ral_size_get

J5 L. uint8_t ble_ral_size_get(woid)
Ifit: 3REL resolving list ok o & ML
WMAZH: &

Wtz &

IR A . resolving list Sk TCE M

ble_loc_rpa_get
J77%: ble_status_t ble_loc_rpa_get(uint8_t*p_peer_id, uint8_t peer_id_type)
DiRe: IRBOCYHTOHE & device ff ¥ 4 resolvable private address
WMNZH: p_peer_id, fHiE device [ identity address

peer_id_type, f55 device [ identity address type
Wiz
RIEME: IHBATIRE 0, RIIRIE ble_status_t H 5 X ¥ error code

SR G 4: 4 BLE_LIST EVT _LOC_RPA GET RSP 345 341 callback i %t
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2.713. ble_peer_rpa_get

J57: ble_status_tble peer rpa_get(uint8_t*p_peer_id, uint8_tpeer_id_type)
IheE: FREIEE device 247l f#H 1) resolvable private address
WMNZH: p_peer_id, fiiE device [ identity address
peer_id_type, #55E device [f] identity address type
i ZH:
IREME: FIHHATIR A0, KMR[E] ble_status_t FH 5E X[ error code
SE/JE 45 BLE_LIST_EVT_PEER_RPA_GET_RSP 4 £ 41 callback £

2.714. ble_pal _op

Ji7: ble_status_t ble pal_op(ble_gap_pal_info_t*p_pal_info, bool add)
Uike: K48 E device MAEFEZH periodic advertising list
MINZH: p_pal_info, PAL Z5f491A48%t, ffE address, SID %
add, true FIRHIA PAL, false i PAL
Wt ZHe. 7o
REME: EHPATIRIE O, KGR ble_status_t 5 X ] error code
SERJE £ BLE_LIST_EVT_OP_RSP /2% callback B %L, list type A
BLE_PAL_TYPE, op type s RMV_DEVICE_FROM_LIST &

ADD_DEVICE_TO_LIST

2.715. ble_pal_list_set

J7i%: ble_status_t ble_pal_list_set(uint8_t num, ble_gap pal_info_t *p_pal_info)
Ihfe: & E periodic advertising list, iZHE1ES¥ PAL 48 Hi T E WA
WAZH: num, FHEREZS] PAL T device M4
p_ral_info, PAL Z5#JR%H, A5 num A4 PAL 5414
W8
REME: FRIHIATIR 0, JMRIE] ble_status_t FF 5 X ¥ error code
eG4 A BLE_LIST_EVT_OP_RSP 4% callback iK%, list type ~

BLE_PAL_TYPE, optype y SET DEVICES TO_LIST
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2.7.16. ble_pal_clear
J77. ble_status_t ble_pal_clear(void)
Ihfit: J5% periodic advertising list
WMANZH: T
Wtz T
REME: BIIATIRIEIO, IR ble_status_t H & X ¥ error code
e a4 BLE_LIST_EVT_OP_RSP &% callback B4, list type N
BLE_PAL_TYPE, optype j CLEAR DEVICE_LIST
2.717. ble_pal_size_get
JF . uint8_t ble_pal_size get(void)
Ihig: 3R periodic advertising list i Kot 2%
MANZH: T
Wtz
iR [A{E: periodic advertising list itk 762 Mk
2.8. BLE periodic sync API

2.8.1.

SkefF ble_per_sync.h.

BLE periodic sync #i5t FE it sync periodic advertising, _F#k4%4it3 i) periodic advertising
data 55421,

periodic sync J§ BH

APP #J L[ BLE periodic sync #3uT: /it callback e&i%, BLE WMilkk£:i@id callback Hi%iiki%
PL R i) event message %5 APP.
B BLE PER SYNC EVT START RSP

ZW R APP i ble_per sync start J74fi periodic sync i) [B1%5, 148 %3EAN
ble_per_sync_start_rsp_t, & FF4f sync ] status.

m BLE_PER _SYNC_EVT CANCEL_RSP

ZiHE2&X APP 1 ble_per_sync_cancel Hil§ periodic sync ¥ [F152, JH EEERALN
ble_per_sync_cancel_rsp_t, & HUH sync 1] status .

m BLE_PER _SYNC_EVT TERMINATE_RSP
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ZiH B A% APP ] ble_per_sync_terminate 7 12\ [A]#5 ) periodic sync train 1) [B1 5, 8
SEFEIETA ble_per_sync_terminate_rsp_t, i 7k periodic sync train [ status .
m BLE PER SYNC EVT STATE_CHG
%W B 2 1E periodic sync IR A &k A A AL Il 40 callback BRI E, VH R EERET N
ble_per_sync_state_chg_t, &8 FPRAS Kk AE AR IR A
m BLE_PER SYNC_EVT REPORT
ZIH B & U E] periodic advertising report & il &1 callback R %, THEEIERA N
ble_gap_adv _report_info_t, ¢ k% periodic advertising 1% % Hutk, KI%H PHY,
advertising data %5 P %5 .
m BLE PER SYNC EVT ESTABLISHED
ZiH B & 7E sync LI periodic advertising J5 i A1 callback pF %, B BRI N
ble_per_sync_established_t, £l sync I-[] periodic advertising ] PHY, interval, SID %
LES
m BLE_PER SYNC_EVT RPT CTRL RSP
ZH B A2EXT APP W] ble_per sync report_ctrl i%E report WZAIKFIE, THEEIRIN
ble_per_sync_rpt_ctrl_rsp_t, 7 % E ) status .
2.8.2. ble_per_sync_callback_register
J77: ble_status tble per sync_callback register(ble_per _sync_ewvt_handler_t callback)
hRe: VEMALEE periodic sync JH 2.1 callback B4, per sync 78 S iH
W, periodic sync 7 8K
N3 callback, 4b¥ periodic sync i) callback %t
Wz kL
REME: IhIRE0, KWGERIE ble status t 7152 X error code
2.8.3. ble_per_sync_callback_unregister

J774: ble_status tble per sync_callback unregister(ble_per sync_ewvt_handler_t callback)
INRE: 1] BLE periodic sync FHHEJHE MY callback B8 %X

WINZH: callback, ZHUHY callback %L

i ZHe

IREME: REIHIR[E 0, KIMGRIE ble_status_t 5 L] error code
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28.4. ble_per_sync_start

Ji7: ble_status_t ble per _sync_start (ble_gap_local_addr_type t own_addr_type,
ble_gap_per_sync_param_t *p_param)
IRE: FFUA periodic sync
HINZH: own_addr_type, sync it fErf# ) local address type
p_param, periodic sync 2% 45k 14FG 4
Mtz
RIEME: IHPATIR[E O, KIGRIE ble_status_t H 5 X ] error code

/

%% 0 5 £A BLE_PER_SYNC_EVT_START_RSP 4 i %1 callback Fi%{z
I UATAT . IR ThdT, 44 BLE_PER _SYNC_EVT _STATE_CHG /4 Ei#
H1 callback %L, 2 At ) sync I T periodic advertising, i£4x4
BLE_PER_SYNC_EVT_ESTABLISHED i % callback Bk LA

BLE_PER_SYNC_EVT _REPORT iffi 132 3 r%E

2.8.5. ble_per_sync_cancel

J77: ble_status t ble per_sync_cancel (void)

Uige: BUH IE/E3HT ) periodic sync Vi i

WS T

i ZAe o

RIEME: RIHPATIR 0, RIR[E] ble_status_t H € X 1] error code
W iZ4% 1 J5 44 BLE_PER_SYNC_EVT_CANCEL_RSP J4.5.ifi%1 callback &%k
KT IR AT cancel fitlE. WEREIIHAT, &2
BLE_PER _SYNC_EVT_STATE_CHG jH Ei# %1 callback &%

2.8.6. ble_per_sync_terminate

J5i7. ble_status t ble per sync_terminate (uint8 t sync_idx)
Difg: ik C&RE I periodic sync train
HINZ¥: sync_idx, syncindex

Wz &
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RIEME: IHPATIR 0, RIRIE] ble_status_t H € X 1] error code
WHiZ4% 1 J5 474 BLE_PER_SYNC_EVT_TERMINATE_RSP 4 5 %1 callback i
B2 MIIIAT terminate ifsE . WIRMIHAT, ESH

BLE_PER_SYNC_EVT_STATE_CHG i S %l callback &%

2.8.7. ble_per_sync_report_ctrl

J5i7: ble_status t ble_per_sync_report ctrl(uint8_t sync idx, uint8_tctrl)
Dhag: BeRD e EARGE R N
HINZ¥: sync_idx, syncindex
ctrl, periodic sync report =iz, Hi ble_per_sync_rpt_ctrl_bit_t FF ] bit &
Wiz T
REME: REIhIRIE 0, KIMGRIE ble_status_t H5E LK) error code

¥ B 544 BLE_PER _SYNC_EVT RPT CTRL_RSP iffi%/ callback Ei%k

2.9. BLE storage API

LA ble_storage.h, ZEHEH flash SKAFEHEEE peer 1) bond 155, BIE peer_ik,
peer_ltk, peer_csrk, local_irk, local_Itk 1 local_csrk ££.

SR %€ L BLE_PEER_NUM_MAX HIRE S K peer I 4776k peer Mk
B EIR, & EAAHEHH peer (52, 218 LRU SRR AR AE ) peer 15 5.

29.1. ble_peer_data_bond_store

Ji7: ble_status_t ble peer data_bond_store(ble_gap addr_t *addr,
ble_gap_sec_bond_data_t *bond_data)
Dife: %R B A% peer ) bond 155, iZER MEWRAZE flash F, & Z HIAAAEAHIE
Z51 bond {5 5., #&ATHEHifRAF. Wik BLE adapter config it} keys_user_mgr
K false, | BLE security 2> HZhi#47 bond 15 BIfE#, APP JCFHEHETHH 1.
EINZH: addr, ERLAIIHNE, 5 bond_data A identity addr, iz hEHCNR S EE
fT1E4%, #7 bond_data "% identity addr, identity addr B /F N R 5| 34T 14 ,
IR NTEAER], (HAREE

bond_data, 75 Z4#ifi (1) bond 15 &
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2.9.2,

2.9.3.

294,

2.9.5.

2. e

REME: RIhIATIRE 0, HMGRIE ble_status_t 71 5 X ) error code

ble _peer_data bond_load

J5i7. ble_status_t ble peer data_bond_load(ble gap addr _t *addr,
ble gap_sec_bond_data t*bond_data)
Theg: 1ZEREUH T3 bond 15 &
WIANZH: addr, #LLAZHBEVEN RGBT IR, 70N identity addr 5 RPA
fith 2% bond_data, FKH(E|[¥) bond 15 &

REME: EhPHATIR[E 0, JWGRE ble_ status_t H5E X [ error code

ble_peer_data_delete

J77: ble_status_t ble peer data_delete(ble_gap_addr_t*addr)

Dheg: %R B T ERTE € addr XN peer {5 2., flash A TP 25t 25408 Ml
WIANZE: addr, ¥ LLZhEfEA RS 3T IR peer /5 5., A4 identity addr 2i# RPA
WiZH. T

REME: RIIPATIRIEIO, KMGRE] ble_status_t H5E X [ error code

ble_peer_all_addr_get

J77%Y: ble_status tble peer all addr _get(uint8_t*num, ble_gap_addr _t *id_addrs)
IhRE: %R EUH THREL storage 1 FETA 1) peer B4 11] identity addr
BINZH: num, num FEEFRIEFROR T E SR peer WA IR, ASReE
BLE_PEER_NUM_MAX, J H#€ id_addrs fagtf81a AR /INA
num*sizeof(ble_gap_addr_t)
W24 num,  num AR DR SR TR SE A #
id_addrs, id_addrs fe4EF LR AFSEBRFEEE Y peer identity addr
REME: BIHPATIR[E O, KIGRE ble_status_t & X ) error code

ble_svc_data_save

J7 7 . ble_status_t ble_svc_data_save(uint8_t conn_idx, uint16_t data_id , uint32_t len,
uint8_t *p_data)
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2.9.6.

2.10.

2.10.1.

Dhifg: iz fes 1Z BLE senvice, Kt MIE#E 1% service FIAH XH A7 f# 2 flash
i NZ%: conn_idx, BLE %k index, AJ /BRI E P3G
data_id, HT#5iH senice f5E, HLEAPP & X
p_len, f7fi# senice {5 5 p_data K
p_data, f7fi% senice 15 S H5EF
Wt ZHe T
RIEME: pIhIATIR[E 0, KIGRIE] ble_status_t HxE X error code

ble_svc_data_load

J7i#l. ble status t ble svc_data_load(uint8_t conn_idx, uint16_t data_id, void **pp_data,
uint32_t *p_len)

heE: 1ZRBERAES JZ BLE senvice T 3REUGT N iR % 4 7F flash 774k 11% senvice FOAH
KHH

BINB¥: conn_idx, BLE ¥4k index, W AEERER NI E kS
data_id, T #riH senice {55, HILJZAPP & X

Wi 24 pp_data, FKEEH senice 5 &
p_len, FKELF] senice 52 pp_data HIKE

WREME: BIIPATIR[EN 0, RIRIE] ble_status_t H1 i X[ error code

BLE gatts API

Sk ble_gatts.h

BLE GATT server f& 4 3= ZHL A5 /G GATT senice, [ client % 3% notification/indication
R,

gatts 75 ERE

BLE senvices 1] L[] BLE GATT server 573 i callback 6%, BLE GATT server fHe 2>
it callback BA%UKI% LT ) event message 4 BLE seniices.

m BLE_SRV_EVT SVC_ADD RSP

%74 EiR [ ] ble_gatts_svc_add Ei%[5] GATT server #E 75l senice E’Jé*% MEDSE e
271K ble_gatts svc_add_rsp_t, fi7 addsenice [ status, 15 status A 0, iS5 D
I¥] senice ID }iZ% senvice 7E database H [{] start handle {&.

m BLE_SRV_EVT SVC_RMV_RSP
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1?/% R B H ble_gatts sve_rmv ef %] GATT server #HU 5 service (455, THEXdE
A ble_gatts_svc_rmv_rsp_t, % remove senvice ff] status /% senvice ID.

m BLE_SRV_EVT CONN_STATE_CHANGE_IND

ZHESTERSEERERAE TN @ K callback o %, 18 HHEREN
ble_gatts_conn_state_change_ind_t, & EHRE. WHZ connected IR, ot &iE
£& 1] connection index K X3 % (1) address {5/8; 11 H & disconnected K7, IBE LIl
LRI R R 45

m BLE_SRV_EVT GATT OPERATION

ZIH B & TR 5 i GATT client & 4228 B @ %1 callack #& %1, ¥4 B Z¥E2K4%
ble_gatts_op_info_t, % subevent, &A% H LN connection index LA A AIF[H)
subevent XI5 ()74 S EE . %I S subevent £ LU JUFH:

e BLE_SRV_EVT READ REQ

% subevent 2x7E X} client /&t attribute read i K i i@%0F) callback B, XM
ff] subevent ¥4 %A N ble_gatts_read req_t, & FE3LELY) attribute index,
attribute value ) offset & fi KK 45 . [AII 1% B A (45 pending_cfm flag, ]
PLEE b2 e 2 T57E callback R 20k B2 5¢ UG B HH GATT server 158 [F] & read 1)
g Renxtun cliente @R, WLLKEHRERE V3] server BELTISE ) FCAF ML (5
B ) R/ A B KK FE) s & ECK pending_ofm BN true, 4R JEHRHE 75 SR
ble_gatts_svc_attr read_cfm i#{T[H%E .

® BLE_SRV_EVT_WRITE_REQ

1% subevent 2 1E X} client /%t attribute write 1% >R IIE 412 callback FR%L, XM
K] subevent #4fE2K%E K ble_gatts write_req_t, &7 5 () attribute index, 5
N s 6 L) offset, K E KR NRS%E. HEHA loca_req 24K NZ wite
request ALK AEK G ble_gatts set_attr val $211) 2% kiEn, A
Eiﬁﬁ?ﬁaﬂ%lﬁlﬁ confirm. [AIi% 8 ik 4% pending_cfm flag, 7 LIl EZE ke

T3 1E callback pf Bih B¢ il)n B4% t GATT server fib[a] &2 write 4558 . WA
—rrﬁ%, i L ¥ pending.cfm B N tue , AR 5 W IE F K E A
ble_gatts_svc_attr_write_cfm #47[A &,

® BLE_SRV_EVT NTF_IND_SEND RSP

1% subevent & A1 ] ble_gatts ntf ind_send Bk ble_gatts ntf ind_send_by hande
& 1% GATT notification ©¢ indication [ 45 % , subevent # #& 35 # K
ble_gatts_ntf _ind_send_rsp_t, & Kik%¥HE K] status, XN senice id Al
attribute index.

® BLE_SRV_EVT NTF_IND_MTP_SEND RSP

% subevent % [1] 1 Fi] ble_gatts_ntf_ind_mtp_send [7122 Mzt £ & 3% notification
o # indication fZEE, W EHIESTLN ble_gatts_ntf ind_mtp_send rsp_t, 15
RIEHE I status, XM senice id Al attribute index.
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® BLE_SRV_EVT MTU_INFO

% subevent £ GATT MTU KAAR{LIFiEAIF] callback %, V4 BEEIERAN
ble_gatts_mtu_info_t, 7 5 /51 mtu size.

2.10.2. ble_gatts_svc_add

Ji . ble_status_t ble_gatts_svc_add(uint8_t *p_swvc_id, const uint8_t *uuid, uint16_t
start_hdl, uint8 tinfo, const wid *p_table, uint16_ttable length, p_fun_srv cb srv_cb)

Ihig: [ GATT server BHUA N senvice
MINZ¥: uuid, senvice UUID Hhhik
start_hdl, senice il attribute handle fti, 0 FxAfeE, HHEZIHE
info, senice information, 1 I ble_gatt_svc_info_bf
p_table, senice AT attribute %41, 44> attribute Z5#4)45/2& ble_gatt_attr_desc t
table_length, senvice attribute {21 K&
srv_cb, GATT server y§ 2 ACH k%L, BRI gatts /5 S B
it 24 p_svc_id, BLE GATT server f5lyi% senvice 4L ID
REME: EEThiR A0, KIGRIE ble_status_t i€ 1) error code
SERA A BLE_SRV_EVT _SVC_ADD_RSP %] callback B %

2.10.3. ble_gatts_svc_rmv

Ji7%. ble_status t ble gatts svc_rmwv(uint8_t svc_id)

Theg: MIERIRSS

MINZH: svwe_id, A ble_gatts_svc_add It} senice 73 FC K ID 1H
WS T

RAME: BThIR A0, JRIMGRIA] ble_status_t H5E X error code

UG 424 BLE_SRV_EVT_SVC_RMV_RSP iffi 4l callback %

2.10.4. ble_gatts_ntf_ind_send

J5i7. ble_status tble gatts ntf ind_send(uint8 tconn_idx, uint8_tswvc_id,
uint16_t att_idx, uint8 t*p_val, uint16_t len, ble_gatt evt type tewvt type)
Ihfit: Ki% notification/indication

WINZH: conn_idx, ZEZLH connection index
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2.10.5.

2.10.6.

svc_id, i/ ble_gatts_svc_add It} &y senice 73 ID 18
att_idx, attribute 7 ble_gatts_svc_add K[54 R index &
p_val, %K%k I EE ik
len, %A% HHE K
evt_type, BLIRKIZERIZERE notification 472 indication
W ZH: T
REME: FEIHIRIE0, KIMGRIE ble_status_t H 5 X error code
54 BLE_SRV_EVT _GATT _OPERATION JH4 5, subevent 2y

BLE_SRV_EVT_NTF_IND_SEND_RSP il callback &%{

ble_gatts_ntf_ind_send_by_ handle

J57: ble_status tble gatts ntf ind_send by handle(uint8_tconn_idx,
uint16_t handle, uint8_t *p_val, uint16_t len, ble_gatt evt_type t evt_type)

Ihfg: JEid attribute handle k1% notification/indication
WNZH: conn_idx, L connection index

handle, attribute 1] handle {&, ®JHi ble_gatts svc_add I attribute 7£ 500 i

index FlliZ senvice [f] start handle 754%

p_val, & Z Ak i B 4 kit

len, %A% IHHE K

evt_type, BLIRKEIZERIZERE notification 472 indication
W8 T
RIAME: REEhiR 10, SRIMGRIE] ble_status_t H i L) error code

5 BLE_SRV_EVT _GATT _OPERATION JH4 5, subevent

BLE_SRV_EVT NTF_IND_SEND_RSP iififii callback i

ble_gatts_ntf_ind_mtp_send

J5i7. ble_status t ble gatts ntf ind_mtp_send(uint32_t conidx_bf, uint8_t svc_id,
uint16_t att_idx, uint8 t*p_val, uint16_t len, ble_gatt evt type t ewvt type)
Ihig: 172 AMEREIR 2% notification/indication

i NZ%: conidx_bf, connection index bit 214, bit 0 &7~ connection index 0x00,
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bit 1 7k connection index 0x01, &Kk
svc_id, /] ble_gatts_svc_add I} A senice 7 ID 15
att_idx, attribute £ ble_gatts_svc_add I 1) 52H 1) index 14
p_val, 7%k i% I ikt
len, 2 AA B K
evt_type, IIKAIEMIZEALE notification it/ indication
i ZH:
RIEME: BIhIRIEIO, KIGEE] ble_status_t H & L [¥ error code
SERJE 24 BLE_SRV_EVT_GATT_OPERATION i 2., subevent Jy

BLE_SRV_EVT_NTF_IND_MTP_SEND_RSP i callback i %k

2.10.7. ble_gatts_mtu_get

J77: ble_status tble gatts mtu_get(uint8 t conidx, uint16_t *p_mtu)
Tfig: SR RIEL ) GATT MTU

WNZH: conn_idx, L connection index

Wtz p_mtu, FRELFH)EL GATT MTU

REME: REEhiR A0, SKIMGRIE] ble status_t H 5 I error code

2.10.8. ble_gatts_svc_attr_write_cfm

J5i7. ble_status tble gatts svc_attr write_cfm(uint8_t conn_idx, uint16_t token,
uint16_t status)
Thit: 7E callback i i#] BLE_SRV_EVT_GATT_OPERATION 74 & H. subevent Jy
BLE_SRV_EVT WRITE_REQ, H local req & Nfalsef, W AT EGATTserver
MR F B A2 AT LK S $ods o i pending_cfm BN true,  SRJ5 FEAR I 75 SR 1% 4%
FIXE write 1 SR IEAT [HIE
NS conn_idx, ZEZL connection index
token, GATTtoken, 7£ BLE_SRV_EVT WRITE_REQ H.2 H3kH
status, X write iR FIE FPRAS
Wiz T

REME: IhIR A0, KGRI ble status_t 71 5E i error code
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2.10.9.

2.10.10.

2.10.11.

ble_gatts_svc_attr_read_cfm

J7i7. ble_status tble gatts svc_attr_read_cfm(uint8_t conn_idx, uint16_t token,
uint16_t status, uint16_t total_len, uint16_t value_len, uint8_t*p_value)
IhRE: 1E callback ek %rli#] BLE_SRV_EVT _GATT_OPERATION 4 & H. subevent
BLE_SRV_EVT_READ_REQ K}, 1R ATRE GATT server 158 F 3l [5] S0 LUK &
1) pending_cfm B4 true, A5 FARYETE SKIH XL X read 16K T 01
BMNZH. conn_idx, EZH connection index
token, GATTtoken, 7£BLE_SRV_EVT_READ_REQ ¥H2 " 3kHL
status, i read iR [ FPAR 4
total_len, 5 ZEH) attribute [P KRE
value_len, XA EZENE 3K 715 1) attribute Eidit A2
p_value, XA KIHGE K A1 1) attribute i ]I 7%
it ZHe. o
IR EME: FEIhIRE 0, KIMGRIE ble_status_t H5E L) error code

ble_gatts_get_start_hdl

J77%: ble_status tble gatts get start_hdl(uint8_t svc_id, uint16_t *p_handle)
ifg: 3R GATT server #H:h senvice 7 BLHY start handle {&

WNSH: sw_id, seniceid, fEble_gatts svc_add HF3KHL

2% p_handle, 3HZ][ start handle {&

RIAME: REEhiR 10, SRIMGRIE] ble_status_t H i L) error code

ble_gatts_set_attr_val

J5i7. ble_status tble gatts set attr val(uint8_t conn_idx, uint8_tsvc_id, uint8_t char_idx,
uint16_t len, uint8_t *p_value)
Ihfg: B E GATT server database ' attribute {¢
HiNZH: conn_idx, ZEZEF) connection index
svwc_id, seniceid, 7f ble_gatts_svc_add i #kHX

char_idx, 7% & [f) characteristic 7£ senvice 1 {] index {i
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len, IR E M attribute value 11
p_value, ¥5[H 7 E ¥ E 1 attribute value N %5
W8 T
REME: BIhiRE0, KGR ble_status_t 75 X If) error code
%310 52 BLE_SRV_EVT _GATT_OPERATION 74 5., subevent Ay

BLE_SRV_EVT WRITE_REQ [#)3H El A7 Z B senvice VA1 callback pRi%,
HA local_req ZH o4 B true

2.10.12. ble_gatts_list_svc

J7i7%: ble_status tble gatts list_svc(p_fun_swvc_list_cb cb)
Thg: FREL GATT server fith i LEMHIITA senvice 15 B %145 callback e #ib 2
MINZH: cb, 3RHLsenvice J& ¥ callback it %t
W28 &
WA RTRIEI0, RIGRIE ble_status_t H15E X I error code

2.10.13. ble_gatts_list_char

J77: ble_status_tble gatts list_char(uint8_tsvc_id, p_fun_char_list_cb cb)
Ihig: FREUEE senvice [ characteristic {5 B A4i# 45 callback BR%ALHE
WMINBH: sw_id, seniceid, 7Eble gatts svc_add I} 3kHL
cb, FKH characteristic J5ifi ¥ callback s¥4EE
Wiz
RIEME: DR [E 0, RIEGRE ble_status_t H & X error code

2.10.14. ble_gatts_list_desc

J77%: ble_status_t ble gatts list_desc(uint8_t svc_id, uint16_t char_val_idx,
p_fun_desc_list_cb cb)
IRE: FRELIEE senice T [IFE 5E ) characteristic descriptor 15 B 441645 callback PREALFE
HINZ¥: sw_id, seniceid, 7Eble_gatts svc_add kL
char_val_idx, characteristic [1] index 1&

cb, #KHY characteristic descriptor J5 i Ff) callback & f5 %t
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Wz

REME: RIHIREO, KIMGRIE] ble_status_t 5 L error code
211. BLE gattc API

211.1.

kX AF ble_gattc.h.

BLE GATT client #ibe ¥ B LA 42 GATT discovery, 25X} GATT server 1] attribute 25
B,

gattc 7§ ERA

BLE senices mJLL[n] BLE GATT client #8tiE /M callback, BLE GATT client kst
callback ¥ %K LU R ) event message & i%4%: BLE senices.

m BLE_CLI_EVT CONN_STATE_CHANGE_IND

ZHESERGSEBERSRKAEZNE @ 5 callback o, H B HHEKAEN
ble_gattc_conn_state_change_ind_t, HF5EHIRE conn_state. 1R /& connected IR,
W25 2R connection index J 4t %% [ address {5 5 U542 disconnected IR,
2R R 28 10 SR 25

B BLE_CLI_EVT GATT _OPERATION
ZH B S5 GATT server & A2 28 H I IE A1 % calloack B %, W5 B Bdi k7R
ble_gattc_op_info_t, 4% GATT client #:1E 11254 gattc_op_sub_ewt, #4525 conn_idx
DL AN 1) subevent X R TH S 2 . %S 1 subevent AL 5 DL JLF:

® BLE_CLI EVT SVC_DISC_DONE_RSP

% subevent 2x7£1 i ble_gattc_start_discovery #ifj%i%i GATT senice J&iR[al&
5B M A UUID XF N senice , X M [ subevent % 4 2 A K
ble_gattc_svc_dis_done_t, &/& 5K 3% senvice DL AT i) instance $ES,

® BLE_CLI_EVT READ RSP

ZIH SR 1 H ble_gattc_read B2HU6 i GATT server attribute i 4558, X
i) subevent ¥4fi %A ble_gattc read rsp_t, 7 senice uuid, characteristic
uuid %5,

® BLE_CLI_EVT WRITE_RSP

Z W B B [ W K ble_gattc write req , ble_gattc_write cmd &
ble_gattc_write_signed %5 GATT server 5 54 145 5, X MfF) subevent £
KN ble_gattc write_rsp_t, fl7 senice uuid, characteristic uuid %% .

e BLE_CLI_EVT _NTF_IND_RCV

%Y B LE XTI GATT server 3% notification X indication B i@%0 callback %4,
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XN subevent W R i 267 4 ble_gattc ntf ind_t, % senice uuid,
characteristic uuid, attribute handle %5 .

e BLE_CLI_ EVT MTU_UPDATE_RSP

1ZyH EIRF1A R ble_gattc_mtu_update [455E, XTRE subevent ¥ EEHEIALA
ble_gattc_mtu_update_rsp_t, {7 ¥# MTU 1) status.

® BLE_CLI_EVT MTU_INFO
ZH B2E MTU KAZLIE 40 callback %L, %R subevent 1 EHFEAA
ble_gattc_mtu_info_t, 5 #H 51 MTU {H.

211.2. ble_gattc_start_discovery

J5i7%. ble_status_t ble gattc_start _discovery(uint8_t conn_idx,
p_discovery_done_cb callback)
Ihig: FFUaE Wi GATT server H IR %5
MNZH: conn_idx, EZH connection index
callback, #rifi 5e % ml i e &
Wz x
R[EME: REEhiR A0, SKIMGRIE ble_status_t H 5 L) error code

2.11.3. ble_gattc_svc_reg

J7i%: ble_status_t ble_gattc_svc_reg(ble_uuid_t *p_svc_uuid, p_fun_cli_cb p_cb)
Thfig: A BLE GATT client #3u3:/l callback &%l % i service UUID
MINZH: p_svc_uuid, 5 EIIER senice uuid

p_cb, GATT client j§ EACHE A%, TH BEZRAUN gatte /5 EEH
Wiz T
RAME: REEhiR A0, SRIMGRIE] ble_status_t H i LI error code

2.11.4. ble_gattc_svc_unreg
J77: ble_status t ble gattc svc_unreg(ble_uuid_t *p_svc_uuid)
Thke: [n BLE GATT client BHURHE MY callback bfi 05 % 1) senvice UUID
WINZH: p_svc_uuid, i EZHBUHRIER senice uuid
W8
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2.11.5.

2.11.6.

2.11.7.

R A EIHIR A0, JRMR[A ble_status t o5& XL error code

ble_gattc_read

J5i7. ble_status_t ble gattc_read(uint8_t conidx, uint16_t hdl, uint16_t offset,
uint16_t length)
Thig: REC i GATT attribute 44
NS conidx, Z£EM connection index
hdl, attribute handle
offset, LHEHE it
length, 2HCEHE K
Wiz T

REME: AIHIREN0, RIMGRIE ble_status_t 752 X i error code
SEJE 4 BLE_CLI_EVT_GATT _OPERATION 74 5., subevent &y
BLE _CLI_EVT READ_ RSP i/l callback & %

ble_gattc_write_req

J5i7%. ble_status_t ble gattc write req(uint8_t conidx, uint16_t hdl, uint16_t length,
uint8 t *p_value)
Dhfg: SxIuidl (write request)
NS conidx, Z£EM connection index
hdl, attribute handle
length, S%dEKE
p_value, s [FE 5 1R
W ZH: X

IREME: FIHIR A0, KIMGRIF ble_status_t 5 L error code
eG4 BLE_CLI_EVT_GATT_OPERATION .2, subevent &y
BLE_CLI_EVT_WRITE_RSP i callback £% %k

ble_gattc_write_cmd

J5i7%Y. ble_status_t ble gattc write_cmd(uint8_t conidx, uint16_t hdl, uint16_tlength,

uint8 t *p_value)
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2.11.8.

2.11.9.

hig: Sxtum%dE (write command)
NS conidx, ZEZEH connection index
hdl, attribute handle
length, SHHEKE
p_value, #5[H# 5 145
W ZH: T

REME: IhIRE0, KRWGRIE ble status_t 7152 X error code
SR 2x 4 BLE_CLI EVT_GATT _OPERATION 7 E., subevent Jy
BLE_CLI_EVT_WRITE_RSP j#%/ callback ik

ble_gattc_write_signed

Ji%: ble_status_t ble_gattc_write_signed(uint8_t conidx, uint16_t hdl, uint16_t length,

uint8_t *p_value)

hig: SxtuizdE (write signed)
NS conidx, ZEZEH connection index

hdl, attribute handle

length, 54K

p_value, 5 [FE 5 1R
Wiz T

R A BIHIR A0, JRMR[A ble_status_t o5& XL error code
eG4 BLE_CLI_EVT_GATT_OPERATION 4 5., subevent y
BLE_CLI_ EVT_WRITE_RSP i/ callback i %

ble_gattc_mtu_update

J77: ble_status_t ble_gattc_mtu_update(uint8_t conidx , uint16_t mtu_size)
Theg: HH GATT mtu
fINZH: conidx, %%k connection index

mtu_size, 7 % update ) mtu size, 0 %/~ stack i%&#%
Wz T

IREME: REIHIR[E 0, KIMGRIE ble_status_t 5 L] error code
Wi J5 44 BLE_CLI_EVT_GATT_OPERATION 4 5, subevent Ay

BLE_CLI_EVT _MTU_UPDATE_RSP j#%/ callback %1 update $h47 45 5.
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2.11.10.

211.11.

2.11.12.

Update 52 il i6 445 BLE_CLI_EVT_MTU_INFO )3 Hif &1 callback B%L

ble_gattc_mtu_get

J5i7. ble_status tble status t ble gattc_ mtu_get(uint8_t conidx, uint16_t *p_mtu)
Ihig: SREUGRNELE F) GATT mtu {E

HINZH: conidx, #EZ1 connection index

W 2% p_mtu, mtusize

REME: REThiR 0, SKIMGRIE] ble status_t H i LI error code

ble_gattc_find_char_handle

J7i7: ble_status t ble_gattc find_char_handle(uint8_t conn_idx, ble_gattc uuid_info_t
*svc_uuid, ble_gattc_uuid_info_t *char_uuid, uint16_t *handle)
Ihfg: $LEIXR characteristic [ value handle {¢
fINZH: conidx, FEZI connection index
svc_uuid, f&I7] senice uuid
char_uuid, #&[7 characteristic uuid
fith 24 handle, XRiff attribute handle &

IREME . EEIHIR A0, JRICIR[A] ble_status_t o 5E X error code

ble_gattc_find_desc_handle

J57: ble_status t ble gattc find_desc_handle(uint8_t conn_idx, ble_gattc uuid_info_t
*svc_uuid, ble_gattc_uuid _info_t *char_uuid,
ble_gattc_uuid_info_t *desc_uuid, uint16_t *handle)

IhRE: R FXMN description ) handle i

HINZH: conidx, HEZMH] connection index

svc_uuid, f&I7] senice uuid
char_uuid, #&[A] characteristic uuid
desc_uuid, 741 description uuid
handle, *IR:ff] attribute handle i
REME: REEhiR A0, SKIMGRIE] ble_status_t H 5 LI error code
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2.12.

2.12.1.

2.12.2.

2.12.3.

2.12.4.

BLE exportAPI

Sk ble_export.h.
UL A BLE DSk WTEE 1 S B, 1] BLE APP task 4336 V1 58 Koy S S Ah 73 05 2%

ble_sw_init

J5i7: ble_status tble_sw_init(ble_init_param_t *p_param)

Thg: BLE Phllke#Iintt

MINZHL: p_param, VIIaL S E S MR TREE, FITCE role, BLE task 0564k, A/,
BLE APP task fltsc 2. HA/INESEL

it ZH. T

REME: REIHIRIE 0, SKIMGRIE ble_status_t H5E LK) error code

ble_sw_deinit

J774: ble_status_t ble_sw_deinit(void)

Thg: kR BLE B isU IRl F A Bk

WMANSH: T

it ZHe

RAME: REEhiR A0, SRIMGRIE] ble status_t H i ) error code

ble_stack_task_resume

J577: void ble_stack_task_resume(bool isr)

Thie: BLE ALK . BLE {155 LS AbHIN 25 NIRHIR, T A2 ek sl BLE 1155
BINSHE: isr, &N T

M2 K

REME: TG

ble_local_app_msg_send

J77: bool ble_local_app_msg_send (vid *p_msg, uint16_t msg_len)
Difg: LEE TR E, ndid 1%k $n BLEAPP task &% &,

7£ 1 i ble_app_msg_hdl_reg 3/} Fo1a] 1 p8 Forb A EE Z0H B
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2.12.5.

2.12.6.

2.12.7.

2.12.8.

MIANZH: p_msg, WHWENE
msg_len, & AEKE
Mtz T

REME: IR E true, LER[E false

ble_app_msg_hdl_reg

J57: void ble_app_msg_hdl_reg(ble_app_msg_hdl t p_hdl)

IhRE: VEM APP JHEEIE %L, 5 ble_local_app_msg_send fic & i
INSH: p_hdl, [ R

W8

R o

ble_sleep_mode_set

J574: void ble_sleep_mode_set(uint8_t mode)

Ihfg: % E BLE [ sleep #ixt

BNZH: mode, 0F/x—HEN active IRA; 1 RIRTGAESS AEFR N2> HE IR AR
i ZHe

REME: TE

ble_sleep_mode_get

J5 7. uint8_t ble_sleep_mode_get(woid)

Hifk: 3KELBLE 1) sleep #{

WMASH: T

W8

&[AME: mode, 0Fn—E yactive IRZE; 1 R T STAb BN 2otk A fRAR 2

ble_core_is_deep_sleep

J77: bool ble_core_is_deep_sleep(woid)
Iife: £ BLE core X472 {57F deep sleep iU~

MAZH: T
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2.12.9.

2.12.10.

2.12.11.

2.12.12.

i ZAe. e

IR[E{E: true N7E deep sleep x0T, 75NN flase

ble_modem_config

JE%: void ble_modem_config(void)

ifg: FiE BLE core Fifimodem 24, #HXK BLE core MENM: RS FHiiL &
MAZH: T

i ZAe o

REME: T

ble_ work_status_get

J77: ble_work_status_t ble_work_status_get(void)
Dhfig: RELBLE i TARIRES

WMASH: T

it ZHe. o

IR[EE: mode, 04 enable; 14 disable

ble_internal_encode

J5i7: void ble_internal_encode(uint8_t *data, uint16_tlen, uint8_t rand)
Thge: XA A R A T
EINBH: data, HiAMEDRE

len, A EE KE

rand, FEALEL AHIE S REALIE AT 4 A R R
WS4 data, Zwmhtfs B
REME: TG

ble_internal_decode

J5i7%4: void ble_internal_decode(uint8_t *data, uint16_tlen, uint8_t rand)
Dhfig: s A8 N SR AT A
WIS data, WAKIEHE
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len, i ANtk (K

rand, FEALE A F A G BE AL AT H A R
Wit 24 data, fERDE R
REME:
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3. RL A 241

3.1. EEi]

BLE $93# 2h g FH - ik A AT RS AR T i . SERESIHTIRE /A, R 1R
EiRENTEZ.

I RE PR AL R LB
1. JEAt event AFEREL, AT ASFR RIS AR LA 3B EEE 1 AR
% 3-1. H# event I BERMAARE

static void ble_app_scan_mgr_evt_handler(ble_scan_evt_t event, ble_scan_data_u *p_data)
{
switch (event) {
case BLE SCAN_EVT_STATE_CHG:
if (p_data->scan_state.scan_state == BLE_SCAN_STATE _ENABLED) ({
dbg_print(NOTICE, "Ble Scan enabled status 0x%x\r\n", p_data->scan_state.reason);
} else if (p_data->scan_state.scan_state == BLE_SCAN_STATE_ENABLING) ({
scan_mgr_clear_dev_list();
} else if (p_data->scan_state.scan_state == BLE_SCAN_STATE_DISABLED) ({
dbg_print(NOTICE, "Ble Scan disabled status 0x%x\r\n",
p_data->scan_state.reason);
}
break;
case BLE SCAN_EVT_ADV_RPT:
scan_mgr_report_hdir(p_data->p_adv_rpt);
break;
}
}

2. i#iid ble_scan_param_set it Ei1iiS 5, SEAESHIN .

type—J1fHi2R R, A E N general discovery (Gl 1 7H#)«  limit discovery (PR il 7 4#)%5 .
prop—F i@, R E 1M A1 CODED PHY {32313t skl s LA & filter SRMSEE .
dup_filt_pol-—-E & iyE, fifefE, AR #1559 HE Lk % application.
scan_intv-—-+1 ] [, Fa) 25 A B 2 K [EHE F— K.

scan_win-—-¥14 & 11, B — RSN R R A,

duration-—## I K, L E 0 FRFrEAaH.

period-—-7& 75 & #AF34, LA duration S .
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3.2

& 3-2. R B Eoig

/**@brief Function for set scan parameters.

*

* @param[in] param scan parameters (see enum #ble_gap_scan_param t)
* @retval BLE_ ERR_NO_ERROR If ble scan module disable successfully.
*/

ble_status_t ble_scan_param_set(ble_gap_scan_param_t *p_param);

I BOARA S B
p_ble_scan_env->param.type =BLE_GAP_SCAN_TY PE_GEN_DISC;
p_ble_scan_env->param.prop = BLE_ GAP_SCAN_PROP_PHY_1M_BIT |
BLE GAP_SCAN_PROP_ACTNVE 1M _BIT |
BLE_GAP_SCAN_PROP_PHY_CODED BIT |
BLE_GAP_SCAN_PROP_ACTNE_CODED_BIT;
p_ble_scan_env->param.dup_filt pol = BLE GAP_DUP_FILT_EN;
p_ble_scan_env->param.scan_intv_1m = 160; // 100ms
p_ble_scan_env->param.scan_intv_coded = 160; // 100ms
p_ble_scan_env->param.scan_win_1m =48; // 30ms
p_ble_scan_env->param.scan_win_coded =48; //30ms

p_ble_scan_env->param.duration = 0;

p_ble_scan_env->param.period =0;

3. fHEeH#, AH vle_scan_enable API B B] JF J5 94 .
K 3-3. f e P RBIFED

void app_scan_enable(bool update_rssi)

{

if (ble_scan_enable() = BLE ERR_ NO_ERROR) {
dbg_print(NOTICE, "app_scan_enable fail\r\n");

return;

I

BLE J #& DR FH T A0 ) #ERSC,  FT LALE JE Bl ARG DR 3 8 1% R e el 2 s e B
%% . WEE N legacy advertising (f£4:] #% ). extened advertising (¥ /&I #%). periodic
advertising (AT 5.

IR PR EE LR LB
1. VEM event AbEEpREL, FISRACET FRIRSHIARL . U BIFIFHETE R 19 4R
# 3-4. I 1% event A BEHIRY

| static void app_adv_mgr_evt_hdir(ble_adv_evt t adv_evt, void *p_data, void *p_context)
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app_adv_actv_t *p_adv = (app_adv_actv_t *)p_context;

switch (adv_evt) {
case BLE_ ADV_EVT_STATE CHG: {
ble_adv_state chg_t *p_chg = (ble_adv_state chg_ t *)p_data;

ble_adv_state_t old_state = p_adv->state;

dbg_print(NOTICE, "adv state change 0x%x ==> 0x%x, reason O0x%x\r\n", old_state,

p_chg->state, p_chg->reason);

p_adv->state = p_chg->state;

if ((p_chg->state == BLE_ADV_STATE_CREATE) && (old_state ==
BLE ADV_STATE_CREATING)) {
p_adv->idx = p_chg->adv_idx;
app_print("adv index %d\r\n", p_adv->idx);

app_adv_start(p_adv);
} else if ((p_chg->state == BLE ADV_STATE_CREATE) && (old_state ==
BLE ADV_STATE_START)) {
dbg_print(NOTICE, "adv stopped, remove %d\r\n", p_adv->remove_after_stop);

if (p_adv->remove_after_stop) {
ble_adv_remove(p_adv->idx);
p_adv->remove_after_stop = false;
}
} else if (p_chg->state == BLE_ADV_STATE_IDLE) {
free_adv_actv(p_adv);

}
} break;

case BLE_ ADV_EVT_DATA_UPDATE_RSP: {
ble_adv_data_update_rsp_t *p_rsp = (ble_adv_data_update_rsp_t *)p_data;
dbg_print(NOTICE, "adv data update rsp, type %d, status Ox%x\r\n", p_rsp->type,
p_rsp->status);
} break;

case BLE_ ADV_EVT_SCAN_REQ_RCV: {
ble_adv_scan_req_rcv_t *p_req = (ble_adv_scan_req_rcv_t *)p_data;
dbg_print(NOTICE, "scan req rcv, device addr %02X:%02X:%02X:%02X:%02X:%02X\r\n",
p_reqg->peer_addr.addr[5], p_req->peer_addr.addr[4], p_req->peer_addr.addr[3],

p_reqg->peer_addr.addr[2], p_req->peer_addr.addr[1], p_req->peer_addr.addr[0]);
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} break;

default:

break;

2. WRATH HRCCEZ PTG R RS . B RIS N BRI E A
REMHERE) # . BN LAN NG RS, BT AR R IR EA F ) R SH.

# 3-5. Qg #HopAeg

ble_status_t app_adv_create(app_adv_param t *p_param)

{

app_adv_actv_t *p_adyv;

ble_adv_param t adv_param = {0};

p_adv = get_free_adv_actv();
if (p_adv == NULL) {
return BLE ERR_NO_RESOURCES;

p_adv->max_data_len = p_param->max_data_len;

adv_param.param.ow n_addr_type = p_param->ow n_addr_type;

if (p_param->type == BLE ADV_TYPE_LEGACY) {
adv_param.param.type = BLE_GAP_ADV_TY PE_LEGACY;

adv_param.param.prop = p_param->prop;

if (p_param->w |_enable) {
adv_param.param.fiter_pol =BLE GAP_ADV_ALLOW_SCAN_FAL_CON_FAL;
adv_param.param.disc_mode = BLE_GAP_ADV_MODE_NON_DISC;

}else {
adv_param.param filter_pol =BLE_GAP_ADV_ALLOW_SCAN_ANY_CON_ANY;

adv_param.param.disc_mode = p_param->disc_mode;

adv_param.param.ch_map =APP_ADV_CHMAP;
adv_param.param.primary_phy = p_param->pri_phy;

}else if (p_param->type == BLE ADV_TYPE_EXTENDED) {
adv_param.param.type = BLE_GAP_ADV_TY PE_EXTENDED;

adv_param.param.prop = p_param->prop;

if (p_param->w |_enable) {
adv_param.param filter_pol =BLE GAP_ADV_ALLOW_SCAN_FAL_CON_FAL;
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}

adv_param.param.disc_mode = BLE GAP_ADV_MODE_NON_DISC;
}else {
adv_param.param filter_pol =BLE _GAP_ADV_ALLOW_SCAN_ANY_CON_ANY;

adv_param.param.disc_mode = p_param->disc_mode;

adv_param.param.ch_map =APP_ADV_CHMAP;

adv_param.param.primary_phy = p_param->pri_phy;

adv_param.param.adv_sid = get_adv_sid();

adv_param.param.max_skip = 0x00;

adv_param.param.secondary_phy = p_param->sec_phy;
}else {

return BLE_ GAP_ERR_INVALID_PARAM;

if (adv_param.param.prop & BLE _GAP_ADV_PROP_DIRECTED_BIT) {
adv_param.param.peer_addr = p_param->peer_addr;
adv_param.param.disc_mode = BLE GAP_ADV_MODE_NON_DISC;

p_adv->peer_addr = p_param->peer_addr;

if (adv_param.param.prop & BLE_GAP_ADV_PROP_ANONY MOUS_BIT) {

adv_param.param.disc_mode = BLE_GAP_ADV_MODE_NON_DISC;

p_adv->disc_mode = adv_param.param.disc_mode;

adv_param.param.adv_intv_min =APP_ADV_INT_MIN;
adv_param.param.adv_intv_max = APP_ADV_INT_MAX;

if (p_adv->disc_mode == BLE_GAP_ADV_MODE_LIM_DISC) {

adv_param.param.duration = 1000; /I 10s

if (p_param->type '= BLE_ADV_TYPE _LEGACY) {
adv_param.include_tx_pwr =true;

adv_param.scan_req_ntf =true;

return ble_adv_create(&adv_param, app_adv_mgr_evt_hdir, p_adv);

3.

FERET #E o FEVE M event A& B oy K rb U B G0 2 B R 13 2 5 AT R A
ble_adv_start #& FRAERE) . ZJa, 1£ event ALE A IR LRk FRIRE N
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BLE_ADV_STATE_START KAL) .

ble_adv_start AP w1 g =A>Z Ko il FIR BB HEce 340 i 2 50l A0 R SO e
A Z R EE B E N R, WrEE ACE 2400 BLE ADV BBORERR . BIUILL R code,
JI A B P9 7 A B R SRR L

R 3-6. fEae) HablE

static uint8_t adv_data_1[7] ={0x06, 0x16, 0x52, 0x18, 0x18, 0x36, O0x9A};
static uint8_t per_data_1[52] = {0x33, 0x16, 0x51, 0x18, 0x40, 0x9c, 0x00, 0x01, 0x02, 0x06,
0x00, 0x00, 0x00, 0x00, 0x0d, 0x02, 0x01, 0x08, 0x02, 0x02,
0x01, 0x03, 0x04, 0x78, 0x00, 0x02, 0x05, 0x01, 0x07, 0x03,
0x02, 0x04, 0x00, 0x02, 0x04, 0x80, 0x01, 0x06, 0x05, 0x03,
0x00, 0x04, 0x00, 0x00, 0x02, 0x06, 0x05, 0x03, 0x00, 0x08,
0x00, 0x00
|3
static void app_adv_start(app_adv_actv_t *p_adv)
{
ble_adv_data_set t adv;
ble_adv_data_set t scan_rsp;
ble_adv_data_set t per_adv;
ble_data_t adv_data;
ble_data t per_adv_data;
adv.data_force = true;
scan_rsp.data_force =true;
per_adv.data_force = true;
adv_data.len = 7;
adv_data.p_data = adv_data_1;
per_adv_data.len =52;
per_adv_data.p_data = per_data_1;
adv.data.p_data_force = &adv_data;
scan_rsp.data.p_data_force = &adv_data;
per_adv.data.p_data_force = &per_adv_data;
ble_adv_start(p_adv->idx, &adv, &scan_rsp, &per_adv);
}

3.3. GATT server M

GD32VW553 SDK 4t %f BLE GATT server role #&fit T % hn/ M % senice . Kk i%
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notification/indication 25 ZhRE, F P ol fdds 7522 SERRE 1) senice, H Ak API 7] A= BLE
gatts API. L. DIS Sy B i fe] £ Hix 28 API S8 —-) senvice server, CfFN
MSDK\ble\profile\dis\ble_diss.c.

3.3.1. service &

[a] BLE GATT server #t 17xIN senice BT ble_gatts_svc_add BRELSE K, ZRREIHIA
ZH 45 senice UUID, senice attribute database, GATT server ji§ B [1) callback AbFE g%
SEN%ZE. Senice UUID 7T LLCA 16 bit, 32 bit 83 128bit W= —f, 75 EAE info 2407
PLUeHH, i ble diss (1] code, service UUID fii FH 1) /& UUID 16, 1 ble_gatts_svc_add &%k
Ik A SVC_UUID(16)#E47 Ui B

% 3-7. 0 service RFUREY
ret = ble_gatts_svc_add(&ble_diss_svc_id, ble_dis_uuid, 0, SVC_UUID(16), ble_diss_attr_db,
BLE DIS_HDL_NB, ble_diss_srv_cb);

3.3.2. service attribute database

Senvice attribute database & Hi— %% ble_gatt_attr desc_t JC R A B, B HE—
N ICE R —A> attribute, 7] LUJE primary senice, characteristic declaration, characteristic
value declaration 5 %5, /7 AT LA AN[F] service [ 7ER T HHA S -

£— attribute B UUID A3 @ ML AZH A,  DIS BT attribute #5252, ATl A FHEHE
& RD property 5t 7 LA, %} characteristic value declaration, i£r] I35 5 value [¥)# Xk size.

% 3-8. service database RFIHG
const ble_gatt_attr_desc_t ble_diss_attr_db[BLE_DIS_HDL_NB] =
{

[BLE_DIS_HDL_SVC] ={UUD_16BIT_TO_ARRAY(BLE_GATT DECL_PRIMARY_SERVICE),
PROP(RD), 0},

[BLE DIS_HDL_MANUFACT NAME_CHAR] =
{UUD_16BIT_TO_ARRAY(BLE_GATT DECL_CHARACTERISTIC), PROP(RD), 0},
[BLE DIS_HDL_MANUFACT NAME_VAL] =
{UUD_16BIT_TO_ARRAY(BLE_DIS_CHAR MANUF_NAME), PROP(RD),
BLE DIS_VAL_MAX_LEN},

[BLE_DIS_HDL_MODEL_NB_CHAR] =
{UUID_16BIT_TO_ARRAY(BLE_GATT DECL_CHARACTERISTIC), PROP(RD), 0},
[BLE_DIS_HDL_MODEL_NB_VAL] =
{UUID_16BIT_TO_ARRAY(BLE_DIS_CHAR MODEL_NB), PROP(RD),
BLE DIS_VAL_MAX_LEN},

[BLE DIS_HDL_SERIAL_NB_CHAR] =
{UUID_16BIT_TO_ARRAY(BLE_GATT DECL_CHARACTERISTIC), PROP(RD), 0},
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[BLE_DIS_HDL_SERIAL_NB_VAL] =
{UUID_16BIT_TO_ARRAY(BLE_DIS_CHAR SERIAL_NB), PROP(RD),
BLE DIS_VAL_MAX_LEN},

[BLE DIS_HDL_HARD REV_CHAR] =
{UUID_16BIT_TO_ARRAY(BLE GATT DECL_CHARACTERISTIC), PROP(RD), 0},

[BLE_DIS_HDL_HARD_REV_VAL] = {UUD_16BIT_TO_ARRAY(BLE DIS_CHAR_HW_REV),
PROP(RD), BLE DIS VAL _MAX_LEN},

[BLE DIS_HDL_FIRM_REV_CHAR] =
{UUD_16BIT_TO_ARRAY(BLE_GATT_DECL_CHARACTERISTIC), PROP(RD), 0},

[BLE DIS_HDL_FIRM_REV_VAL] ={UUD_16BIT_TO_ARRAY(BLE_DIS CHAR FW_REV),
PROP(RD), BLE DIS VAL_MAX_LEN},

[BLE DIS_HDL_SW_REV_CHAR] =
{UUD_16BIT_TO_ARRAY(BLE_GATT DECL_CHARACTERISTIC), PROP(RD), 0},

[BLE DIS_HDL_SW_REV_VAL] = {UUID_16BIT_TO_ARRAY(BLE_DIS_CHAR SW_REV),
PROP(RD), BLE DIS VAL_MAX_LEN},

[BLE DIS_HDL_SYSTEM ID_CHAR] =
{UUID_16BIT_TO_ARRAY(BLE_GATT DECL_CHARACTERISTIC), PROP(RD), 0},

[BLE DIS_HDL_SYSTEM ID_VAL] ={UUID_16BIT_TO ARRAY(BLE DIS CHAR SYS ID),
PROP(RD), BLE DIS_SYS_ID_LEN},

[BLE DIS_HDL_IEEE_CHAR] =
{UUD_16BIT_TO_ARRAY(BLE_GATT DECL_CHARACTERISTIC), PROP(RD), 0},

[BLE DIS_HDL_IEEE_VAL] = {UUID_16BIT_TO_ARRAY(BLE_DIS CHAR_IEEE_CERTIF),
PROP(RD), BLE DIS_VAL_MAX_LEN},

[BLE DIS_HDL_PNP_ID_CHAR] =
{UUID_16BIT_TO_ARRAY(BLE_GATT DECL_CHARACTERISTIC), PROP(RD), 0},
[BLE DIS_HDL_PNP_ID_VAL] = {UUD_16BIT_TO_ARRAY(BLE_DIS_CHAR PNP_ID),
PROP(RD), BLE DIS_PNP_ID_LEN},
|5

3.3.3. service attribute B4

ble_gatts_svc_add fixJi— NS HUEEM 1> GATT server event callback &%, 4% client
%% senice # 4T read . write # {E N gk 2 $47 i% callback B A, T E KA N
BLE_SRV_EVT GATT OPERATION , subevent >4 BLE_SRV_EVT READ REQ &
BLE_SRV_EVT WRITE_REQ . subevent #{ # 25 %Y 4 ble_gatts read_req t = #
ble_gatts_write_req_t, HHH att idx ZEERIUHETEAEN N attribute 7E7EMHT) senice
attribute database %419 %} %7 () index.
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£ 3-9. attribute 5 ERER UG

ble_status_t ble_diss_srv_cb(ble_gatts_msg_info_t *p_srv_msg_info)
{

uint8_t attr_idx = 0O;

uint16_t len = 0;

uint8_t attr_len = 0;

uint8_t *p_attr = NULL;

if (p_srv_msg_info->srv_msg_type == BLE SRV_EVT_GATT_OPERATION)
if (p_srv_msg_info->msg_data.gatts_op_info.gatts_op_sub_evt ==
BLE SRV_EVT_READ_REQ) {
ble_gatts_read_req_t *p_read_req =

&p_srv_msg_info->msg_data.gatts_op_info.gatts_op_data.read_req;

attr_idx = p_read_reqg->att_idx;

switch (attr_idx) {

caseBLE DIS_HDL_MANUFACT_NAME_VAL: {
p_attr  =ble_diss_val.manufact_name;
attr_len =ble_diss_val.manufact_ name_len;

} break;

caseBLE DIS_HDL_MODEL_NB_VAL: {
p_attr  =ble_diss_val.model_num;
attr_len =ble_diss_val.model _num len;
} break;

caseBLE DIS_HDL_SERIAL_NB_VAL: {
p_attr  =ble_diss_val.serial_num;
attr_len =ble_diss_val.serial_num_len;
} break;

caseBLE DIS_HDL_HARD_REV_VAL: {
p_attr =ble_diss_valhw _rev;
attr_len =ble_diss_val.hw_rev_len;

} break;

caseBLE DIS_HDL_FIRM_REV_VAL: {
p_attr  =ble_diss_val.fw_rev;
attr_len = ble_diss_val.fw_rev_len;

} break;

caseBLE DIS_HDL_SW_REV_VAL: {

p_attr  =ble_diss_val.sw_rev;
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attr_len =ble_diss_val.sw_rev_len;

} break;

case BLE_DIS_HDL_SYSTEM ID_VAL: {

p_attr  =ble_diss_val.sys_id;
attr_len =BLE_DIS_SYS_ID_LEN;
} break;

caseBLE DIS_HDL_IEEE_VAL: {
p_attr  =ble_diss_val.ieee_data;
attr_len =ble_diss_val.ieee_data_len;
} break;

caseBLE DIS_HDL_PNP_ID_VAL: {
p_attr  =ble_diss_val.pnp_id;
attr_len =BLE DIS_PNP_ID_LEN;
} break;

default:

return BLE_ATT_ERR_INVALID_HANDLE;

if (p_read_req->offset > attr_len) {
return BLE ATT_ERR_INVALID_OFFSET;

len = ble_min(p_read_reg->max_len, attr_len - p_read_req->offset);
p_read_reg->val_len = len;

memcpy(p_read_reqg->p_val, p_attr, len);

return BLE ERR_NO_ERROR;

}

% senice H1 A attribute 3 £F Client Characteristic Configuration declaration(CCCD), f£fg
feJ5, ®IiE ble_gatts ntf ind_send $% 1 %3% notification/indication.

7= 3-10. & Ii% notification 7~

static void bcw I_ntf_event_send(uint8_t *p_val, uint16_t len)

{

if (ocw |_env.ntf_cfg==0) {
dbg_print(ERR, "%s fail\n", __func__);

return;

86



°

AN152
GD32VW553 BLE H k15w

GigaDevice
}
ble_gatts_ntf_ind_send(bcw|_env.conn_id, bcwl|_env.prf_id, BCW_IDX_NTF, p_val, len,
BLE_GATT_NOTIFY);
}
3.4. BLE Bt

Blue courier & — Tl T BLE ¥ WIFI I 5L B Th g, @il HhsCk WIFI 1) SSID. #519. {FiE.
IR KA AL ) GD % 4%, FETXUUER, GD W% nl RS AP 5 H7 SoftAP. & L
SCREEE 15 A J CRC16 SeBE AL, 2e4s Kt BLE HEig B, Hyow T4 & SSID
D ) S AL, A T gmht 7y =Gk e s SR S0 2% (AN153 GD32VW553
FARFEA P 5 E) 1 ble_courier_wifi #ir 4.

3.4.1. Blue courier ifg

NI CARC B WIFI BN station &4z AP 2561, A48 17T . &8 IRSSRBL. fHigtma. 2
Fo EEYE . UL EBRS SR IR,

1. GD %% JF )5 Blue courier wifi J5, <[ GATT server B3 IHERE 1Y senice, KikHiA
JE advertising data [ #&. | FEN AT DA ot Hadh AT H g e

2. MG/ MEFEREZ kG, FHWGIEN GATT Client JE# GD #t#% .

3. MU N GATT A, FHLaA GD s EETIHRME, GD &I EHE TN E)E
[ 52 T L
4. FHLAT ) GD e KIxZESE WIFIL. €)% SoftAp. FRELWIFIIRZS55H B
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& 3-1. Blue courier 2 &

Phone GD32
|
-t I & :
EVGATLERE, BESEN. FeEEH -
[
|
EFiES: MTU + recv_size -':
et EFWEA: MTU + recv size :
|
|
ConnectiZ=: ssid + password ."ll
- Connectlifil: status |
|
|

N

WIFIES HEgE -:
| WIFIHZS HB |
|
|
|
|
|
|

3.4.2. GATT M %8

i senice AN LAZ% service A1
i 'Y service {3 F3 I UUID Vi RA W2 3-11. B M service UUID #4i2 K #6325/ /0. »

% 3-11. B2 ™ service UUID

Attribute

Description

Blue courier WIFI Service

UUID = 0000FFF0-0000-1000-8000-00805F9B34 FB

C1 Characteristic
(Client TX Buffer)

UUID = 0000FFF1-0000-1000-8000-00805F9B34FB
Characteristic Properties = Write

max length = 256 bytes
Security level=unauth(ZREEBR L FUINEE, 55— IRIERETE Bix)

C2 Characteristic
(Client RX Buffer)

UUID = 0000FFF2-0000-1000-8000-00805F9B34FB

Characteristic Properties = Notify

max length = 256 bytes
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3.4.3. T HEHEE

N TR A B 2 R DA M5 45 S FFBLE BL IO RE, 78 #8224+ Blue courier WIF
Senice UUID, *f3iiA] PAYEFE % BLE ¥4 i 5: T Senvice UUID HEATIEIE, FAk A .

£ 3412, " B HdE+ service UUID &

Byte Value Description
0 0x03 AD[0] Length == 3 bytes
1 0x03 AD[0] Type == 1 (Flags) Complete list of 16 bit service UUIDs.
2-3 OxFFFO 16-bit Blue courier WIFI Service UUID
3.4.4. ik

Blue courier FALN LR 5 GD % &2 [A] ¢ 1845 itk =0 T
2 3-13. blue courier Mg

FB KANFH)
flag 1
sequence 1
opcode 1
data_len 1

data ${data_len}
crc 2

flag

WiEdlFBL b 1, BRI ARG BN ER TR

£ 3-14. Wi FBR

LiTA =94
Begin: FnRENE AN L.
o O FRUIBIIE T AL,
o 1 RRMBIIE AL
0x01 o SRFARSCHRAE K R . A I SRS BT 2 N K
TR AB K, IFH TR R R 7F /. B data = total len
+ data
End: FmRBNRIE AN AR
o 0 FFHBRREE .
0x02 o A FRILWUNERE — AN B RO
% Begin A1 End bit [l & 1, R0 0y dE 40 AL,
0x04 ACK: FRREERMITEE ACK.
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0 FRAERFIE ACK.
1 FRER PR ACK.,

0x08~0x80

TRE

sequence

FP A P B WURIERE, TR SRR A4, A B 1, H kB k= S
(Replay Attack). SHREFHIEEG, FHEZE.

opcode

opcode ‘BT 1 7T, ) NSRAUR TSP o

b, S 2 07, RYNZWONE EIb

BRI FRA R 6 L, o LA e A i) B S
1. ¥ (3. 0x0b'00).
* 315. EHEMAE

& 7 P R R S
0x0 #EF BT T 283 Wi 1 mtu S K b 4 A7, mtu # recv_size
(£'000000) WK RS, e 4 i B K/ R KR Wb 2 7.
SCRAKSE . mbu P B IME A 9 i FH1->GD % #%:
43 KN, recv_size A K mtu + recv_size
KT, BlOor ROk HAE Rk ik GD & &->F#l:
SN N mtu + recv_size
0x1 ACK ACK MR FBATARIEN R | HBIRTBSA 1 7%, HFpiEs
(b'000001) W 7 B IME ] 5555 G ) 7 BB ]
0x2 Fir ik F T 1o E AT k. B RIS AT status: 1byte
(b'000100) & S
2. HdEmi (Zdkl: 0x1b’01).
% 3-16. BEMIAE
5 i X fiE R BVE
0x0 RikHE FHT s st B e SO, T
(b'000000) | % FiF R -
0x1 KA WIFI FHLFA GD B RkIZHE, N GD Bt #%->FHL:
(b'000001) | B HKEENZN 0. GD B &I H1Z 34 ssid Z5HIN:
=9 HEE, Sk wifi 9456, IR len+rssi+mode+ssid
H#E Bl B RE S T len = 2byte(rssi+mode) + ssid K&
Mo
0x2 Ki% STA Kik STA B ZHERM AP FHL->GD K #%:
(b'000010) | HEfE GE. GDW&RWEIXE LG, fil ssid_len + ssid + password_len +
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ET P K WIFI B i e 2 Ak ik passw ord + random
Tl o ik AOBICHE 75 i it ib GD ¥ #&->T-HL:
B, BEALECRT G K G D P status
PEAR I o
ssid_len, password_len, random,
status: 1byte
0x3 Kik FHLH GD & RIEZIEE, A GD & #%->FHL:
(b'000011) | STA #= | HKEMIZK 0. GD WAILE% status
MR AT HEE, Sl WIFIE#50H,
K. FRPIRAS AL 1% 5 T WL o status: 1byte
0x4 ik Kix STA WRZEAIEN APH FH1->GD % %
(b'000100) | SoftAP 1 GE. GDW&WEIZE LG, fil ssid_len + ssid + password_len +
B KA softAp I QL S4%1% | password + channel +akm + hide +
K. T Wi e A% B 75 iy random
A, BEATLEAT 8 G O S B ) GD 5 #->T#L:
i A ] o status
ssid_len, passw ord_len, channel,
akm, hide, random, status: 1byte
0x5 Rik FHLIA GD W& KX ZIHE, N GD & #&->FHL:
(b'000101) | SoftAP # HRERIZN 0. GD W& E % status
s IkE HEJE, SilAdFIE softAp, JF
Ko PR FEIES T Wl . status: 1byte
0x6 FREX wifi FHLIA GD W& KX ZIHE, W A FHLURR — Rt Wi-Fi g%
(b'000110) KA. BREERZN 0. GD WA FNZ | WREGHTFIm LT TR B
WEE, o wifi IRELIRETF A EHRA. SSID. (FiE%E
Bl o B. HE WAL Z% application
S o
crc

crc16 H T Blue courier i {5 H 5ERE AL, Hit 5T sequence. opcode. data_len. data

ILFIF
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4. WA i sh

x4 RERRE

A5

P B H 3

1.0

AT 202310 H 17 H

1.1

B
ble_conn_enable_central_feat,
ble_svc_data_save,

ble_svc_data_load, 2024 /£ 02 H 29 H
ble_register_hci_uart 254 1
&2 ble_stack _init,

ble_stack task_init £33 [

1.2

it ble_adp_callback_unregister,
ble_adp_disable,
ble_scan_callback_unregister,
ble_sec_callback_unregister,
ble_list_callback_unregister,
ble_per_sync_callback_unregister, 2024 4 07 A 10 H
ble_gattc_svc_unreg,
ble_stack_task_deinit,
ble_app_task_deinit 24 0
&4 ble_stack_init,
ble_stack task_init £5:4% [

MM ble_stack_task suspend #%[

1.3

#)in ble_adp_public_addr_get,
ble_adp_public_addr_set,
ble_scan_param get,
ble_gatts_set_attr_val,
ble_gatts_list_svc,
ble_gatts_list_char,
ble_gatts_list desc 5211,
&% ble_scan_param_set,
ble_sw _init, ble_sw _deinit 42 1
R ble_adp_init, ble_adp_disable, 20253 71 4 H
ble_adp_cfg, ble_adv_init,
ble_adv_deint, ble_scan_init,
ble_scan_reinit, ble_conn_init,
ble_sec_init, ble_list_init,
ble_per_sync_init, ble_storage_init,
ble_gatts_init, ble_gattc_init,

ble_stack_task init,

ble_stack_deinit, ble_app_task_init,
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ble_app_task deinit,

ble_work_status_set,
ble_register_hci_uart 254 1,

Frit BLE Mesh ik
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Important Notice

This document is the property of GigaDevice Semiconductor Inc. and its subsidiaries (the "Company"). This
document, including any product of the Company described in this document (the “Product”), is ow ned by the Company
according to the law s of the People’s Republic of China and other applicable laws. The Company reserves all rights
under such laws and no Intellectual Property Rights are transferred (either wholly or partially) or licensed by the
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